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Side-Effects in Transactions

¥ Will programmers use side-effects?

¥ How will programmers use side-effects?

¥ What implications does this have on proposed 
mechanisms handling side-effects in transactions?

begin_transaction();
myarr[x]= fgetc(myfile) ;
end_transaction();



Analyzing Side-Effects in 
Transactions 

¥É is pr etty tough because there are no large 
transactional workloads

¥We assume that side-effects in current critical 
sections are representative of transactions

¥So we looked inside critical sections in 
two large, multithreaded applications: 
Fir efo x  and MySQL



Our Findings
¥ Critical sections do perform side-effects

¥ É and not just for mutual exclusion on I/O resources

¥ Side-effecting critical sections tend to be long

¥ Side-effects are distributed through their lives

¥ Side-effectsÕ outputs tend to be consumed (deferral unlikely)

¥ Serializing side-effecting transactions can be viable

¥ If non-conßicting transactions arenÕt serialized

¥ Compensation can service >90% of side-effecting operations

¥ Can be integrated with transactional Þlesystem and system library

¥ No proposed transactional I/O technique dominates



Existing TM I/O Proposals
¥ Outla w : simply forbid any non-protected actions inside transaction.

+ clean semantics

- Limits programmability and composition severely

¥ Defer : postpone side-effecting actions until commit

- Prohibits dependences on side-effecting actions

¥ ÒGo Nonspeculativ eÓ: serialize side-effecting transactions

+ Very simple and transparent, permits dependences

- Can affect performance; precludes explicit aborts

¥ Compensate : protect unprotected actions with compensation code

+ Permits explicit aborts, doesnÕt serialize, permits dependences

- New source of bugs, no implicit isolation or conßict detection



Experimental Method: 
WhatÕs a Side-Effecting Action?

¥In TM, side-effects are I/O

¥Three ways to perform I/O in x86:

¥ in  and out  instrs: not seen in critsecs

¥ memory-mapped I/O: only performed by the 
kernel and the single X11 thread

¥ syscalls: what we saw plenty of



Experimental Method: 
Should all syscalls be considered side-effecting?

¥Prior work suggests application transactions 
ought not to subsume kernel-mode work

¥ Performance isolation can be lost in kernel 
sharing

¥ STMs cannot subsume kernel-mode work

¥So we consider all syscalls to be performed 
extra-transactionally, and thus potentially 
side-effecting



¥We use Pin for binary instrumentation

¥ Tracked critical sections by counting 
pthread_mutex  acquires and releases

¥ Only considered top-level critical sections

¥ Looked for syscalls in critical sections: 

¥ when they happened

¥ what they were

¥ which critical sections they lived in

Experimental Method 



Results: Syscalls Seen
Frequencyin CritsecsCategoryof Syscall SyscallsSeenin Critical Sections
MySQL Fir efox

Time gettimeofday, clock gettime 3.91% 70.18%

Filesystem

read*, write*, open, close, lseek, access, dup,
mkdir, ftruncate, fsync, writev, pread*,
pwrite*, stat, fstat, fcntl, getdents, getcwd,
fdatasync, mmap*, munmap*, mprotect*

53.79% 28.75%

ProcessMemory brk, mmap*, munmap*, mprotect* 31.03% 0.32%

ProcessMaintenance

waitpid, clone, sched setscheduler,
sched get priority max,
sched get priority min, rt sigaction,
rt sigprocmask, tgkill

8.97% 0.32%

Communication
ioctl, socket, pipe, read*, write*, pread*,
pwrite*

2.07% 0.40%

SystemInf o sysinfo, uname 0.23% 0.03%

Table 1. SyscallsSeenin Critical SectionsSix different categoriesof syscallwere seenin critical sectionsin MySQLand
Firefox; their dynamicdistributions in the critical sectionsof each workloadare shownat right. Communicationssyscalls,
which aremostdifÞcultto make transaction-safe, areuncommon.Syscallsmarkedwith asterisksbelongto several categories.

5.1 SyscallSites

Previouswork characterizedsyscallsinsidecritical sections
for a selectionof workloads,dividing theminto read and
write operations,anddeterminingthefrequency of critical
sectionsperformingthem.[4] Wedelvedeeperinto thekinds
of syscallsseenin our workloads,determining what calls
are being made,what they are doing, and what minimum
protectionthey require.

In Table1, we list thesyscalls dynamicallydetectedin crit-
ical sectionsin our workloads,divided into six categories:
Þlesystem,processmemory, processmaintenance,system
info, time, andcommunication.Some of the syscallslisted
belongto morethanonecategoryÐfor example,read may
be applied to a Þle handleas well as to a socket. Such
syscallsaremarkedwith anasterisk.At theright sideof the
table,we show the relative dynamicfrequency of eachcat-
egory of syscall in eachworkload.It is notable,in light of
theobservationswe make in thenext section,thatvery few
communicationsyscallsareseenin eitherworkload.

5.2 SyscallProtectionÐTheAdvantageof
CompensationCode

As we have suggested,not all of the syscallsthat we ob-
served require the sametreatment to becometransaction-
safe.We foundfour ÒprotectionclassesÓamongthesyscalls
weobserved:

¥ Null compensation: Somesyscallsrequirenoprotection,
astheir speculative executiondoesnot logically change
systemstate.Time syscallslikegettimeofday fall in
thisclass,asmaysyscallslikepread, which readsfrom
a Þle without alteringthe Þle pointer. If side-effectsare
handledby forcing transactionsto becomenonspecula-
tive, this classof syscallswill not requirethat. If side-

effects are handledby compensationcode,a null com-
pensationblock will be sufÞcient.Over 70% of the dy-
namic syscallsin Firefox critical sectionsfall into this
category;under10%of MySQLÕsdo.

¥ Memory-Þxup: Many syscallsÕonly side effect is a
changeof kernelstate.For example,lseek doesnotaf-
fect a Þle directly, but insteadadjustsa Þleoffsetpointer
within a Þle handledata structure.Since kernel code
is not executedtransactionally, these actions must be
consideredasside-effects.If the TM systemprovidesa
mechanismfor registeringcompensatingcode,thenthis
work may be easily donespeculatively; otherwisethis
sideeffect will necessitateeitherthat the transactiongo
nonspeculative,or thatthecall bedeferreduntil commit.

¥ Full compensation: Many observedsyscallsperformun-
protectedI/O actions,andwill requireÒgoingnonspec-
ulativeÓor compensationcode.For example,a transac-
tion with an open call which createsa Þle will reg-
ister a correspondingunlink, an append call might
registera correspondingtruncate3. If the Þlesystem
hastransactionalsupport,thenthe compensationblocks
might simply forceaÞlesystemtransactionabort.

¥ Real actions: A small minority of the syscallswe saw
cannotbe adequatelycompensatedat the scopeof the
syscall.Someprocessmaintenancesyscallsliketgkill,
andcommunicationssyscallslike socket, pipe, and
reads or writes to sockets or pipescannotbe exe-

3 While thesecompensations do not provide isolationfrom the restof the
system,it is not clear that this mattersin most cases.For example, a
critical sectionin MySQL responsiblefor databasecreationÞrst created
a directoryfor thedatabase,thenattemptedto createanoptionsÞle inside
that directory. If the Þle creationfailed, the directory was deletedagain,
violating system-wideisolation Ð but the programmerswere willing to
acceptthis result.A transactionalÞlesystemcanprovide true isolationfor
Þlesystemside-effects,if needed.
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¥ A Transactional Filesystem can protect Þlesystem syscalls

¥ Can the rest be compensated for?



Results: the Advantage of Compensation
¥Found four Òprotection classesÓ among the syscalls we observed, 

representing what protection they require at the scope of the call:

¥Null compensation  syscalls require no protection -- e.g, Ôgettimeofday Õ

¥over 70% in Firefox, under 10% in MySQL

¥Memory-Þxup  syscalls only affect kernel state; can easily be compensated -- 
e.g. Ôlseek Õ 

¥Full compensation  syscalls perform unprotected I/O actions, and require 
Ôgoing nonspeculativeÕ or compensation -- e.g. an Ôopen Õ call creating a Þle may 
compensate with Ôunlink Õ

¥Real  syscalls cannot be adequately compensated for at the scope of the 
call -- e.g. Ôtgkill Õ, Ôsocket Õ.  Programmers may compensate at 
higher levels

¥7% in MySQL, <1% in Firefox

¥Compensation code within the system library is widely applicable



Results: Critical Section Length

¥Syscalling Toplevel Critical Sections (TCSs) are a lot 
longer than non-syscalling TCSs

➡ Syscalls deferred for more time; transactions going 
nonspeculative -- that is, serializing -- for longer

(a) Distribution of First Syscalls in syscalling-TCSs in Firefox
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(b) Distribution of First Syscalls in syscalling-TCSs in MySQL
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Figure4. Distrib ution of Fir st SyscallsacrossCritical Sections
A significant fraction of first syscalls occur well before the end of the critical section. Aggregated results for all critical

sections in (a) Firefox, (b) MySQL. Bars are per-bin with axis on left; line is cumulative with axis on right.
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(b) Distribution of TCS Durations in MySQL
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Figure 3. Distrib ution of syscalling-TCSDurations (in
µsec)
TCSs with syscalls trend much larger than those without.

Black bars are TCSs without syscalls; grey bars are

syscalling-TCSs. Results for (a) Firefox, (b) MySQL

syscallÕspositionin thelifetime of its syscalling-TCS.These
graphsshow thatwhile syscallsdo tendfrequentlyto bepo-
sitioned near the end of their syscalling-TCSs,they exist
in signiÞcantnumbersthroughoutthe lives of syscalling-

TCSs.This hasseveral ramiÞcationsfor the TM proposals
reviewed in Section3. For techniqueswhich defersyscalls
until their transactionis validated4, theearliera syscallhap-
pens,thelongerit mustbedeferred,andthemoresigniÞcant
its implicit reorderingbecomesÐaproblembothfor thepro-
grammerandfor thestaticanalysistools thecompilermight
useto choosecritical sectionsto defer. Furthermore,asan
operationmaynot bemovedafterany of its consumers,any
syscallin a TCS which producesvaluesthat areconsumed
laterin theTCScannotbedeferred.Weanalyzedsyscalling-
TCSsresponsiblefor 90% of the dynamicsyscalling-TCS
instancesin our benchmarks,and found that over 96% of
thosein MySQL, and100%of thosein Firefox, consumed
the result of the Þrst syscall in the TCS Ð suggestingthat
deferralwill not apply in the preponderanceof cases.For
the techniqueof forcing transactionsto Ògononspecula-
tiveÓprior to executingany syscall,a moreseriousproblem
awaits.

5.5 The Overheadof ÒGoing NonspeculativeÓ

In Figure 4, we show the distribution of the positionsof
first syscallswithin the durationsof their syscalling-TCSs.
In thesegraphs,theÞrstsyscallexecutedwithin asyscalling-
TCS(includingsyscallsindirectly calledby nestedchildren
of the syscalling-TCS) incrementsthe bar corresponding
to that syscallÕs position in the lifetime of its syscalling-
TCS. The Þgureshows that while a signiÞcantnumberof
syscalling-TCSshave their Þrstsyscallneartheendof their
livesÐover 50%in thelast10%of Firefoxsyscalling-TCSs
Ð many executetheir Þrst syscallrelatively early. If trans-
actionsattemptingsyscallsmust Þrst ÒgononspeculativeÓ,
then from that point Ð the point of the Þrst syscallÐuntil
their commit,noothertransactionmaybecomenonspecula-
tive. This Figureshows thatat leastonethird of syscalling-
TCSsin bothworkloadsseetheirÞrst syscallbeforethey are

4 Thatis, known to besafeto commit,andcorrespondinglynonspeculative
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(b) Distribution of First Syscalls in syscalling-TCSs in MySQL
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Figure4. Distrib ution of Fir st SyscallsacrossCritical Sections
A significant fraction of first syscalls occur well before the end of the critical section. Aggregated results for all critical

sections in (a) Firefox, (b) MySQL. Bars are per-bin with axis on left; line is cumulative with axis on right.
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(b) Distribution of TCS Durations in MySQL
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Figure 3. Distrib ution of syscalling-TCSDurations (in
µsec)
TCSs with syscalls trend much larger than those without.

Black bars are TCSs without syscalls; grey bars are

syscalling-TCSs. Results for (a) Firefox, (b) MySQL

syscallÕspositionin thelifetime of its syscalling-TCS.These
graphsshow thatwhile syscallsdo tendfrequentlyto bepo-
sitioned near the end of their syscalling-TCSs,they exist
in signiÞcantnumbersthroughoutthe lives of syscalling-

TCSs.This hasseveral ramiÞcationsfor the TM proposals
reviewed in Section3. For techniqueswhich defersyscalls
until their transactionis validated4, theearliera syscallhap-
pens,thelongerit mustbedeferred,andthemoresigniÞcant
its implicit reorderingbecomesÐaproblembothfor thepro-
grammerandfor thestaticanalysistools thecompilermight
useto choosecritical sectionsto defer. Furthermore,asan
operationmaynot bemovedafterany of its consumers,any
syscallin a TCS which producesvaluesthat areconsumed
laterin theTCScannotbedeferred.Weanalyzedsyscalling-
TCSsresponsiblefor 90% of the dynamicsyscalling-TCS
instancesin our benchmarks,and found that over 96% of
thosein MySQL, and100%of thosein Firefox, consumed
the result of the Þrst syscall in the TCS Ð suggestingthat
deferralwill not apply in the preponderanceof cases.For
the techniqueof forcing transactionsto Ògononspecula-
tiveÓprior to executingany syscall,a moreseriousproblem
awaits.

5.5 The Overheadof ÒGoing NonspeculativeÓ

In Figure 4, we show the distribution of the positionsof
first syscallswithin the durationsof their syscalling-TCSs.
In thesegraphs,theÞrstsyscallexecutedwithin asyscalling-
TCS(includingsyscallsindirectly calledby nestedchildren
of the syscalling-TCS) incrementsthe bar corresponding
to that syscallÕs position in the lifetime of its syscalling-
TCS. The Þgureshows that while a signiÞcantnumberof
syscalling-TCSshave their Þrstsyscallneartheendof their
livesÐover 50%in thelast10%of Firefoxsyscalling-TCSs
Ð many executetheir Þrst syscallrelatively early. If trans-
actionsattemptingsyscallsmust Þrst ÒgononspeculativeÓ,
then from that point Ð the point of the Þrst syscallÐuntil
their commit,noothertransactionmaybecomenonspecula-
tive. This Figureshows thatat leastonethird of syscalling-
TCSsin bothworkloadsseetheirÞrst syscallbeforethey are

4 Thatis, known to besafeto commit,andcorrespondinglynonspeculative
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(a) Distribution of Syscalls in syscalling-TCSs in Firefox
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(b) Distribution of Syscalls in syscalling-TCSs in MySQL
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Figure2. Distrib ution of Syscalls acrosssyscalling-TCSs
Syscallsaredistributedthroughoutsyscalling-TCSs,andaremore frequenttowards theendof thecritical sections.

Aggregatedresultsfor all syscalling-TCSsin (a) Firefox,(b) MySQL.Barsareper-bin with axison left; line is cumulative
with axison right.

cutedspeculatively without knowledgeof thecontext of
thecall. ThesesyscallsarethemostdifÞcult to encapsu-
late so that programmersat higher levels of abstraction
may use them speculatively, but somepossibilities ex-
ist. Buffering supportin the mannerof ReViveI/O may
beemployed [17], but unlike thatwork, theamountthat
may needbuffering is unbounded.Alternatively, if it is
possible,compensationmaybeprovidedatahigherlevel
of abstractionby theapplicationor library developer. For
example,a network programmay usea transaction-safe
protocol, in which messagesmay be tentatively issued
andrevoked laterÐor it might not, andthis information
would not be available at the level of the systemcall.
In thesecases,theonly choiceis to wait until the trans-
action is nonspeculative beforeexecutingthe syscallsÐ
or permitting compensationcode to be registeredat a
higher scope.This classcorrespondsto the Communi-
cation category describedin Table 1, as well as some
processmanagementsyscallslike clone andtgkill .
It comprisesabout7%of thesyscallsin MySQLÕscritical
sections,but aminusculecomponentof FirefoxÕs.

Importantly, all thesecategoriesexcept for the last may be
compensatedfor atthelevel of thesyscallÐandthelastcate-
goryrepresentsveryfew of thedynamicsyscallsweencoun-
tered.It is clear that with adequatecompensation the bulk
of dynamicsyscalls can be renderedtransaction-safe,and
thusspeculatively executable.For the workloadswe exam-
ined,written in C/C++, this could be accomplishedsimply
by providing compensationcodein the systemlibrary (e.g.
libc); if thisweredone,ourworkloadscouldbetransactiÞed
with nearly all syscalls in transactionshandledtransparently
to theapplicationdevelopers.

5.3 SyscallContext

We have examinedthetypesof syscalls executedfrom criti-
calsectionsin ourworkloads;now weexaminetheircontext,
exploring the structureof critical sectionswhich perform
syscalls.Wewill attemptto characterizeside-effectingtrans-
actionsby their frequency, by the distribution of syscalls
within them,by their (temporal)length,andby the degree
of concurrency they expose.

Previous researchon other applicationshas shown that
syscallingcritical sectionsaredynamicallyvery rarein mul-
tithreadedworkloads [4]. We Þnd the same: in Firefox,
only 0.71% of dynamiccritical sectionsissuesyscalls;in
MySQL, theproportionis evensmaller:only 0.02%.How-
ever, furtherexaminationof thesecritical sectionsshowsthat
it maynotbewiseto dismissthemastoo rareto matter.

Figure3 shows the approximatedurations,in µseconds,of
toplevel critical sectionsÐboththosewhichexecutesyscalls
(thesyscalling-TCSs)andthosewhichdonotÐin ourwork-
loads.In both workloads,we Þndthat critical sectionsper-
forming syscallstend to be much longer than thosewhich
do not. To what degreethis reßectsan intrinsic quality of
atomicregionswhich performsyscall, andto whatdegreeit
reßectsthecostof switching into kernelmode, mattersless
to us thanthe fact that critical sectionsperformingsyscalls
tendto bequite long.Thelongertransactionslast,themore
chancethey have to affect theperformanceof othertransac-
tionsin thesameapplication

5.4 The Applicability of Deferral

In Figure2, we show where,in the progressof syscalling-
TCSs in our workloads, syscalls are executed. In these
graphs,every syscallexecutedwithin a syscalling-TCS(in-
cluding syscallsindirectly calledby nested childrenof the
syscalling-TCS)incrementsthe bar correspondingto that
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(b) Distribution of Syscalls in syscalling-TCSs in MySQL
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Figure2. Distrib ution of Syscalls acrosssyscalling-TCSs
Syscallsaredistributedthroughoutsyscalling-TCSs,andaremore frequenttowards theendof thecritical sections.

Aggregatedresultsfor all syscalling-TCSsin (a) Firefox,(b) MySQL.Barsareper-bin with axison left; line is cumulative
with axison right.

cutedspeculatively without knowledgeof thecontext of
thecall. ThesesyscallsarethemostdifÞcult to encapsu-
late so that programmersat higher levels of abstraction
may use them speculatively, but somepossibilities ex-
ist. Buffering supportin the mannerof ReViveI/O may
beemployed [17], but unlike thatwork, theamountthat
may needbuffering is unbounded.Alternatively, if it is
possible,compensationmaybeprovidedatahigherlevel
of abstractionby theapplicationor library developer. For
example,a network programmay usea transaction-safe
protocol, in which messagesmay be tentatively issued
andrevoked laterÐor it might not, andthis information
would not be available at the level of the systemcall.
In thesecases,theonly choiceis to wait until the trans-
action is nonspeculative beforeexecutingthe syscallsÐ
or permitting compensationcode to be registeredat a
higher scope.This classcorrespondsto the Communi-
cation category describedin Table 1, as well as some
processmanagementsyscallslike clone andtgkill .
It comprisesabout7%of thesyscallsin MySQLÕscritical
sections,but aminusculecomponentof FirefoxÕs.

Importantly, all thesecategoriesexcept for the last may be
compensatedfor atthelevel of thesyscallÐandthelastcate-
goryrepresentsveryfew of thedynamicsyscallsweencoun-
tered.It is clear that with adequatecompensation the bulk
of dynamicsyscalls can be renderedtransaction-safe,and
thusspeculatively executable.For the workloadswe exam-
ined,written in C/C++, this could be accomplishedsimply
by providing compensationcodein the systemlibrary (e.g.
libc); if thisweredone,ourworkloadscouldbetransactiÞed
with nearly all syscalls in transactionshandledtransparently
to theapplicationdevelopers.

5.3 SyscallContext

We have examinedthetypesof syscalls executedfrom criti-
calsectionsin ourworkloads;now weexaminetheircontext,
exploring the structureof critical sectionswhich perform
syscalls.Wewill attemptto characterizeside-effectingtrans-
actionsby their frequency, by the distribution of syscalls
within them,by their (temporal)length,andby the degree
of concurrency they expose.

Previous researchon other applicationshas shown that
syscallingcritical sectionsaredynamicallyvery rarein mul-
tithreadedworkloads [4]. We Þnd the same: in Firefox,
only 0.71% of dynamiccritical sectionsissuesyscalls;in
MySQL, theproportionis evensmaller:only 0.02%.How-
ever, furtherexaminationof thesecritical sectionsshowsthat
it maynotbewiseto dismissthemastoo rareto matter.

Figure3 shows the approximatedurations,in µseconds,of
toplevel critical sectionsÐboththosewhichexecutesyscalls
(thesyscalling-TCSs)andthosewhichdonotÐin ourwork-
loads.In both workloads,we Þndthat critical sectionsper-
forming syscallstend to be much longer than thosewhich
do not. To what degreethis reßectsan intrinsic quality of
atomicregionswhich performsyscall, andto whatdegreeit
reßectsthecostof switching into kernelmode, mattersless
to us thanthe fact that critical sectionsperformingsyscalls
tendto bequite long.Thelongertransactionslast,themore
chancethey have to affect theperformanceof othertransac-
tionsin thesameapplication

5.4 The Applicability of Deferral

In Figure2, we show where,in the progressof syscalling-
TCSs in our workloads, syscalls are executed. In these
graphs,every syscallexecutedwithin a syscalling-TCS(in-
cluding syscallsindirectly calledby nested childrenof the
syscalling-TCS)incrementsthe bar correspondingto that
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Results: Syscall Distribution

¥Syscalls happen throughout their critical sections

¥ Increased opportunity for intra-critsec dependence on 
syscalls



(a) Distribution of First Syscalls in syscalling-TCSs in Firefox

0

350

700

1050

1400

0% 20% 40% 60% 80%

Progress Through syscalling-TCSs in Firefox

F
ir

s
t 

S
y

s
c

a
ll

s

0%

25%

50%

75%

100%

C
u

m
u

la
ti

v
e

 S
y

s
c

a
ll

s

(b) Distribution of First Syscalls in syscalling-TCSs in MySQL
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Figure 4. Distribution of First Syscalls across Critical Sections

A significant fraction of first syscalls occur well before the end of the critical section. Aggregated results for all critical

sections in (a) Firefox, (b) MySQL. Bars are per-bin with axis on left; line is cumulative with axis on right.
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(b) Distribution of TCS Durations in MySQL
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Figure 3. Distribution of syscalling-TCS Durations (in

µsec)
TCSs with syscalls trend much larger than those without.

Black bars are TCSs without syscalls; grey bars are

syscalling-TCSs. Results for (a) Firefox, (b) MySQL

syscallÕspositionin thelifetime of its syscalling-TCS.These
graphsshow thatwhile syscallsdo tendfrequentlyto bepo-
sitioned near the end of their syscalling-TCSs,they exist
in signiÞcantnumbersthroughoutthe lives of syscalling-

TCSs.This hasseveral ramiÞcationsfor the TM proposals
reviewed in Section3. For techniqueswhich defersyscalls
until their transactionis validated4, theearliera syscallhap-
pens,thelongerit mustbedeferred,andthemoresigniÞcant
its implicit reorderingbecomesÐaproblembothfor thepro-
grammerandfor thestaticanalysistools thecompilermight
useto choosecritical sectionsto defer. Furthermore,asan
operationmaynot bemovedafterany of its consumers,any
syscallin a TCS which producesvaluesthat areconsumed
laterin theTCScannotbedeferred.Weanalyzedsyscalling-
TCSsresponsiblefor 90% of the dynamicsyscalling-TCS
instancesin our benchmarks,and found that over 96% of
thosein MySQL, and100%of thosein Firefox, consumed
the result of the Þrst syscall in the TCS Ð suggestingthat
deferralwill not apply in the preponderanceof cases.For
the techniqueof forcing transactionsto Ògononspecula-
tiveÓprior to executingany syscall,a moreseriousproblem
awaits.

5.5 The Overhead of “Going Nonspeculative”

In Figure 4, we show the distribution of the positionsof
first syscallswithin the durationsof their syscalling-TCSs.
In thesegraphs,theÞrstsyscallexecutedwithin asyscalling-
TCS(includingsyscallsindirectly calledby nestedchildren
of the syscalling-TCS) incrementsthe bar corresponding
to that syscallÕs position in the lifetime of its syscalling-
TCS. The Þgureshows that while a signiÞcantnumberof
syscalling-TCSshave their Þrstsyscallneartheendof their
livesÐover 50%in thelast10%of Firefoxsyscalling-TCSs
Ð many executetheir Þrst syscallrelatively early. If trans-
actionsattemptingsyscallsmust Þrst ÒgononspeculativeÓ,
then from that point Ð the point of the Þrst syscallÐuntil
their commit,noothertransactionmaybecomenonspecula-
tive. This Figureshows thatat leastonethird of syscalling-
TCSsin bothworkloadsseetheirÞrst syscallbeforethey are

4 Thatis, known to besafeto commit,andcorrespondinglynonspeculative
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(a) Distribution of First Syscalls in syscalling-TCSs in Firefox

0

350

700

1050

1400

0% 20% 40% 60% 80%

Progress Through syscalling-TCSs in Firefox

F
irs

t S
ys

ca
lls

0%

25%

50%

75%

100%

C
um

ul
at

iv
e 

S
ys

ca
lls

(b) Distribution of First Syscalls in syscalling-TCSs in MySQL
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Figure 4. Distribution of First Syscalls across Critical Sections

A significant fraction of first syscalls occur well before the end of the critical section. Aggregated results for all critical

sections in (a) Firefox, (b) MySQL. Bars are per-bin with axis on left; line is cumulative with axis on right.
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Figure 3. Distribution of syscalling-TCS Durations (in

µsec)
TCSs with syscalls trend much larger than those without.

Black bars are TCSs without syscalls; grey bars are

syscalling-TCSs. Results for (a) Firefox, (b) MySQL
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Results: Syscall Distribution

¥First syscalls are also fairly distributed

¥ If Ògoing nonspeculativeÓ, serialized regions may be large



Implications for Existing 
TM I/O Proposals

¥ Outla w : simply forbid any non-protected actions inside transaction.

¥ Defer : postpone side-effecting actions until commit

¥ ÒGo Nonspeculativ eÓ: serialize side-effecting transactions

¥ Compensate : protect unprotected actions with compensation code

What does our data say about these?



Results: The Applicability 
of Deferral

¥We analyzed syscalling-TCSs responsible for 90% of 
the dynamic instances in our workloads:

¥  Over 96% of those in MySQL, and 100% in Firefox, 
consumed the result of their Þrst syscall

➡ Deferral is not a general solution



¥Two approaches: Òcommit lockÓ and ÒunkillableÓ

¥We measured the overlap of syscalling-TCSs:

¥ a syscalling-TCS x overlaps with all other TCSs 
which retire between xÕs Þrst syscall and its release

¥We use this overlap to quantify the cost of 
Ògoing nonspeculativeÓ

¥ Overlap represents the number of transactions 
which would like to retire but cannot

Results: The Cost of 
ÒGoing NonspeculativeÓ



¥ If Ògoing nonspeculativeÓ serializes all transactions, much parallelism is lost

¥ If it serializes only syscalling transactions, much less parallelism is lost
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(b) Syscalling-TCS Overlap in MySQL
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Figure 5. Degreeof Overlap of Toplevel SyscallingCritical Sections(syscalling-TCSs)and Toplevel Critical Sections
(TCSs)
All syscalling-TCSs in (a) Firefox, (b) MySQL. This cumulative plot shows (black line) how many syscalling-TCSs (y-axis)

overlap (x-axis) or fewer TCS; (grey line) how many syscalling-TCSs (y-axis) overlap (x-axis) or fewer other syscalling-TCSs

halfway Þnished.As the barrier to concurrency is a prob-
lemproportionalto thelengthof syscalling-TCSs,which,as
shown in Figure3, tend large, this representsconsiderable
potentialfor evenarelatively smallnumberof toplevel side-
effectingtransactions to impactconcurrency throughoutap-
plications.

Theselarge transactionstranslateto a signiÞcantdegree
of overlap (describedin Section 4.2.) The overlaps of
syscalling-TCSsin our workloadsare shown in the black
plotsin Figure5. While amajorityof syscalling-TCSsover-
lap with no other TCS Ð two-thirds in Firefox and half in
MySQL Ð a signiÞcant minority have substantialoverlap.
15%of thesyscalling-TCSsin Firefox overlapwith 360or
moreTCSs;if the presenceof a nonspeculative transaction
precludesany other transactionsfrom committing (e.g. by
holding a ÒcommitÓtoken), this betokensa signiÞcantloss
of concurrency throughoutbothour applications.

Blundell et al. suggestthat the nonspeculative transaction
(theunrestricted transactionin theirparlance)neednotblock
speculative (restricted) transactionsfrom retiring Ðaslong
as thereis only one nonspeculative transactionactive at a
time,andit mayneverbeaborted.[3] Their restricted trans-
actionsare not only constrainedfrom Ògoingnonspecula-
tiveÓ,but arealsoboundedin time andmemoryfootprint.
However, the memoryand time boundsarenot strictly re-
quired;thereis noreasonthatspeculativetransactionsof any
sizeor durationmight not retireevenwhile anothertransac-
tion is nonspeculative,solongasthespeculativetransactions
do not conßictwith thenonspeculative. In this case,it is in-
structive to consider, as a lower bound to syscalling-TCS
overlap, the overlap that syscalling-TCSshave with other
syscalling-TCSs.This metric,measuredin thegrey plots in
Figure5, is similar to thatshown in Figure1 (Section4.2),
except that not every retiring TCS incrementsthe global
TCSretire counterÐonly retiring syscalling-TCSsmay. As

only onesyscalling-TCSis allowed to benonspeculative at
a time, the overlappedcritical sectionsin the grey plots in
Figure5 cannotbeexecutedconcurrentlyundera regimein
whichsyscalling-TCSsÒgononspeculativeÓÐbut thelossof
concurrency is muchlessthanthatseenin theblackplotsin
Figure5: over93%of Firefoxsyscalling-TCSsoverlapwith
10 or fewer othersyscalling-TCSs,andonly 2% of MySQL
syscalling-TCSsoverlapwith any other syscalling-TCSsat
all, nonewith morethan4 others.

Weexpecttheseresultstobealowerboundof theactualcon-
currency available in transactionalversions of thesework-
loads.Atomic regionswhich, in lock-basedcode,would be
guardedby different locks, will, of course,when transac-
tional,notconßict(for if they did, thelock-basedcodewould
have raceconditions.)However, someatomicregionswhich
in lock-basedcodewouldbeguarded by thesamelock might
astransactionsnot conßict.

6. Conclusion

While transactionalmemory is a promising techniquefor
achieving concurrency in synchronizedcode,two of its oft-
cited advantagesÐ composabilityand programmabilityÐ
arecompromisedby the difÞculty of speculatively execut-
ing side-effecting code. In this paper, we have examined
the side-effecting operations,particularly the syscalls,per-
formedin critical sectionsin two large,multithreadedwork-
loads. We have classiÞedthe kinds of syscallsthus per-
formed, noting that the presenceof correct compensation
codeandatransactionalÞlesystempermitnearlyall syscalls
to be executedspeculatively. Transaction-safe systemli-
braries,linkedto transactionalÞlesystems,couldenableap-
plication programmers to speculatively invoke, directly or
throughcomposition,nearlyeverysyscall.
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(b) Syscalling-TCS Overlap in MySQL
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Figure 5. Degreeof Overlap of Toplevel SyscallingCritical Sections(syscalling-TCSs)and Toplevel Critical Sections
(TCSs)

All syscalling-TCSsin (a) Firefox,(b) MySQL.Thiscumulativeplot shows(black line)howmanysyscalling-TCSs(y-axis)
overlap(x-axis)or fewerTCS; (grey line) howmanysyscalling-TCSs(y-axis)overlap(x-axis)or fewerothersyscalling-TCSs
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Syscalling TCSs

All TCSs

Results: ÒGoing NonspeculativeÓ



Conclusions
¥ Critical sections do have side effects in real code -- outlawing 

wonÕt be trivial

¥ However, between correct system-library-level compensation 
code and a transactional Þlesystem, nearly all of the observed 
side effects can be handled speculatively, by protecting them 
at the library level

¥ Deferring side-effects until commit applies in only a minority 
of cases

¥ ÒGoing nonspeculativeÓ is not observed to be likely to affect 
performance, and could be a good choice if explicit aborts 
are not required

¥ No solution is a comprehensive answer!
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