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Side-E#cts inTransactions

begin_transaction();
myarr[x]= fgetc(myfile)
end_transaction();

¥ Will programmers use side-effts?
¥ How will programmers use side-etfts?

¥Whatimp|ications does this ka on proposed
mechanisms handling sideeeff in transactions?




Analzing Side-Etts In
Transactions

¥ E is pr etty tough because therar no large
transactional wrkloads

¥ We assume that side-effts in curent critical
sections ae representatie of transactions

¥ So ve looked inside critical sections in
two large multithreaded gplications:
Fir efo x andMySQL




Our Findings

¥ Critical sections do pedrm side-efécts

¥ E and not just for mutual exclusion on l/Oesources
Ide-e#cting critical sections tend to be long

ide-eficts ae distributed though their lies

ide-effctsO outputs tend to be consumeefral unlikely)

¥ Serializing side-effting transactions can be viable

¥ If non-conRicting transactionsearGserialized

¥ Compensatiaran sevice >90% of side-eftting operations

¥ Can be integrated with transactional Plesystem and systemylib

¥ No proposed transactional 1/0 technique dominates




Existingr M 1/O Proposal:

¥ Outla w:simpy forbid ary non{protectedactions inside transaction.
+ clean semantics
- Limits pogrammability and composition\wrely
¥ Defer :postpone side-edicting actions until commit
- Prohibits dependences on sideadting actions
¥ (5o Nonspeculativ - eOserialize side-aftting transactions
+ \ery simple and transpant,permits dependences
- Can aféct perbrmanceprecludesexplicit abds
¥ Compensate :protect unpotectedactions with compensation cod
+ Permits explicit abots,doesniGerializepermits dependences
- New source of bugsno implicit isolation or conf3ict detection




Experimental Method.:
What® a Side-EfttingAction?

¥ InTM,side-efécts ae /O
¥ Three ways to perbrm I/O in x86:
¥ in andout instrs:not seen in critsecs

¥ memoty-maped I/O:only perbrmed by the
kernel and the single X11 tkad

¥ syscallsvhat we sav plenty of




Experimental Method:
Should all syscalls be consel@iside-eHcting’

¥ Prior work suggestsgplication transaction:
ought not to subsumedrnel-mode vork

¥ Performance isolation can be lost ireknel
sharing

¥ STMscannosubsume &rnel-mode vork

¥ So we consider all syscalls to be penfned
extra-transactionayl and thus potentiaj
side-efécting




Experimental Method

¥ We use Pindr binary instrumentation

¥ Tracled critical sections Yocounting
pthread _mutex acquies and eleases

¥ Only consideed top-level critical sections

¥ Looked fr syscalls in critical sections:
¥ when they hgppened
¥ what they were

¥ which critical sections thelived in




ResultsSyscalls Seer

Frequencyin Critsecs
MySQL Fir efox
Time gettimeofday, clock_gettime 3.91% 70.18%
read*,write¥*, open, close, 1seek, access, dup,
mkdir, ftruncate, fsync,writev, pread#*,
pwrite*, stat, fstat, fcntl, getdents, getcwd,

fdatasync, mmap*, munmap*, mprotect*
ProcesdMlemory brk, mmap*, munmap*, mprotect* 31.03% 0.32%
waltpid, clone, sched_setscheduler,

sched_get_priority max,
sched_get_priority.min, rt_sigaction,

rt_sigprocmask, tgkill

- v * 1 * *
ioctI, socket, pipe, read¥, write*, pread, 2.07% 0.40%
pwrite*

Systeminfo sysinfo, uname 0.23% 0.03%

Category of Syscall SyscallsSeenin Critical Sections

Filesystem 53.79% 28.75%

ProcesdMaintenance 8.97% 0.32%

Communication

¥A Transactional Filesystan potect blesystem syscal
¥ Can the est be compensatedi?




Resultsthe Advantage of Compensati

¥round bur Opotection classesO among the syscai®hbsered,
representing what mtection they require at the scope of the call:

¥Null compensation  syscallsequire no protection- e.g@ettimeofday O
¥ over 70% in Fiefox, under 10% in MySQL

¥Memory-|3x~up syscalls onlafect kernel statecan easyl becompensated
e.gBeek O

¥Fu|l compensation  syscalls peofrm unppotected/O actionsand require
Qoing nonspeculam/elcompensatlon e.g.an©pen O call eating a ble nya

compensate witldnlink O

¥YReal syscalls cannot be adequatebmpensatefdr at the scope of the
call -- eg@kill (OSocket OProgrammers mpcompensate at

higher leels
¥ 7% in MySQIs1% in Fiefox

¥Compensation code within the system libyais widey gpplicable




ResultsCritical Section Lengt

¥Sysca|lin7g50ple\/el Critical Sections (TCSs)ar lot
longer than non-syscallilgCSs

= Syscallslekrredfor more time;transactiongying
nonspeculativethat is,serializing --dr longer




ResultsSyscalI Dlstrlbutlon

(a) Distrib Sysc syscalling-T (b) Distribution of Syscalls in syscalling-TCSs in MySQL
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¥ Syscalls ppen thioughout their critical sections

¥ Increased oppdunity for intra-critsec dependence on
syscalls




ResultsSyscall Distribution

(a) Distribution of First Syscalls in syscalling-TCSs in Firefox (b) Distribution of First Syscalls in syscalling-TCSs in MySQL
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¥ First syscalls aralso faiyf distributed
¥ If@ping nonspeculafdgerialized egions my be large




Implicationsdr Existing
TM 1/O Proposals

¥ Outla w:simpy forbid ary non{protectedactions inside transaction.
¥ Defer :postpone side-eficting actions until commit

¥ GGo Nonspeculativ'  eOserialize side-eftting transactions

¥ Compensate :protect unpotectedactions with compensation cod

What does our data saabout these?




ResultsThe Applicability
of Deferral

¥ We anafzed syscalling-TCSssponsibledr 90% of
the dynamic instances in ouronkloads:

¥ Over 96% of those in MySQand 100% in Feéfox,
consumed the esult of their brst syscall

= Detralis not a general solution




\ ResultsThe Cost of ,
OGoing Nonspeculag®

¥ Two agpproachesOcommit lockO aalinkillable

¥We measued theoverlapof syscalling-TCSs:

¥ a syscalling-TCSoverlaps with all othelTCSs
which retire betweenx® brst syscall and itgleast

¥We use this eerlgp to quantify the cost of
@ping nonspeculative

¥ Overlap represents the nmber of transactions
which would like to retire but cannot




ResultsOGoing Nonspeculagi®

(a) Syscalling-TCS Overlap in Firefox (b) Syscalling-TCS Overlap in MySQL
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¥ If@ping nonspeculafivserializesll transactionsmuch parallelism is lo:

¥ If it serializes onisyscallingansactionsmuch less parallelism is lost




Conclusions

¥ Critical sectiongdohave side ekcts in eal code --outlawing
won®©be trivial

¥ However, between corect system-liary-leeel compensation
code and dransactional blesysteaarly all of the obseved
side efécts can be handled speculatyby protecting them
at the library level

¥ Detrnngside-efécts until commit pplies in ony a minority
of cases

¥ dBoing nonspeculafivis not obsesed to be lilely to afect
performanceand could be aapd choice if explicit abds
are not required

¥ No solution is a compehensie ansver!
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