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“*What is group communication

A message sent to a group should be received by
every member of that group

“*Why we need group communication
Replication
Secure conferencing
Military

CSC458 Class presentation - Group Comprunication 2



%QR@ What are the assumptions?

“*We assume they are all good citizens and
are fail-stop

“*Processes are assumed to operate
correctly

Reliable = every group member receives the
message

“*Processes might fail unexpectedly

Reliable = a message is delivered to either every
member or none of them
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Protocols we will cover today

<»Scalable Reliable Multicasting (SRM)
“*Virtual Synchrony

<+ Epidemic Protocols
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@QR% Basic reliable-multicasting schemes

»Best-effort (assumes no faulty processes)
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Figure 7-8. A simple solution to reliable multicasting when all receivers are

known and are assumed mnot to fail. (a) Message transmission. (b) Reporting

fee Figure from Tanenbaum and van Steen
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ﬁHBN Basic reliable-multicasting schemes

“*Problems
Too many messages

< Trade-offs
Piggyback ACKs with other messages
Retransmitting with point-to-point communication
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ﬁURN Scalable Reliable Multicasting (SRM)

< Best-effort

“*No ACKs, only NACKs

“»Feedback suppression, retransmission
requests are sent after some random delay

Sender receives Receivers suppress their feedback

only ona NACK j &
Sender Receiver Heceiver Recsiver Receiver
T=3 T=4 T=1 T=2
E NACK NACK NACK NACK
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Network

Figure from Tanenbaum and van Steen
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@UB% Scalable Reliable Multicasting (SRM)

“+*Problems

In theory, sender is forced to keep its messages
in history buffer forever

Interrupts processes who have received the
message successfully

It is not easy to ensure only one request for
retransmission
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%mﬁq Hierarchical feedback control

»Each subgroup has a local coordinator
which has its own history buffer

Sender

(Long-haul) connection

Local-area network
Coordinator Lr

C

]

Receiver

<*Problems
Constructing the tree

Figure from Tanenbaum and van Steen
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Scalability issues

“*Request and retransmission storms

SRM protocols with system wide constant noise, tree topology SREM protocols with system wide constant noise, tree topology
15 . . . . . . . . . 15 T .
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Figure 3: As the size of the group increases, a low level of background noise (0.1% in this case) can trigger
high rates of requests (left) and retransmissions (right) for the SRM protocols. Most of these are duplicates.
Notice that the data rate is being held constant; only the size of the group is increased in these experiments.

Figure from Birman, van Renesse and Vogels
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;‘;%HBRQQ When there are faulty processes

< Atomic multicast

Guarantees that a message is delivered to either
all processes or to none at all

messages are delivered to all processes in the
same order (total ordering)
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IR

«» Definitions
Message receipt vs. message delivery

Application
Message is delivered to application —)»
| I- Comm. layer
Message is received by communication layer ———»
Message comes in from the network oS
\4 /]
Natwork

Figure from Tanenbaum and van Steen
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< Definitions
Message ordering
* Unordered multicasts
* FIFO-ordered multicasts
- Causally-ordered multicasts

Muiticast Basic Message Ordering | Total-Ordered Delivery?
Reliable multicast None | No
FIFO multicast FIFO-ordered delivery | No
Causal multicast Causal-ordered delivery | No
Atomic multicast None Yeos
FIFO atormic multicast FIFO-ordered delivery Yeos
Causal atomic multicast | Causal-ordered delivery | Yes

Table from Tanenbaum and van Steen
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=1l

Definitions

Group view: the view on the set of processes
contained in the group at the time a sender
multicast a message. All group members should
agree on this view.

View change: a multicasting message announcing
the joining or leaving of a process

Stable: a message m is stable if it has been
received by all members in the group
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IR

»Virtual synchronous multicast

Reliable multicast by multipie

P1 joins the group point-to-point messages P3 crashes P3 rejoins
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Figure from Tanenbaum and van Steen
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IR

< Implementation
Use reliable point-to-point communication, TCP
View change

Figure from Tanenbaum and van Steen
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IR

“*Good reliability
Automated tracking of group membership
Reporting of membership changes to the members
Fault-tolerance multicast

“*What about scalability?
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Scalability issues

» Throughput instability

250

—6&—  group size: 32
——  group size: 64
—B—  group size: 96

200

150 |

100 |

50

0 0.1 0.2 0.3 0.4 . 0.5 0.6 0.7 0.8 0.9
Percentage of time sleeping

O 1 i 1 1

Figure from Birman, van Renesse and Vogels
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ﬁHﬂqu Scalability issues

<* Micropartitions

Set failure detection threshold aggressively to
knock out the slow receivers

Costly leave/rejoin
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ﬁHﬂqu Scalability issues

<+ "Convoys” with hierarchies
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Figure from Birman, van Renesse and Vogels
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Reliability vs. Scalability

*Reliability guarantees come at a cost

<»Can we scale better while providing
reliability most of the time?
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Epidemic protocols

<+ Try to "infect” all members in the group
with new updates as fast as possible
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Epidemic protocols

<+ Infective: server that holds updates and is
willing to spread out

<+ Susceptible: server that has not been
updated yet

<*Removed: server that is not willing or not
able to spread its update
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QHBRNO Anti-entropy

< A server P picks up a server Q at random

P only pushes its own updates to Q
- Spreads slowly

P only pullsin new updates from Q
- Works better when most servers are infective

P and Q send updates to each other (push-pull)
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“+If P is updated with data item x, it will
contact an arbitrary server Q and tries to
push the updates to Q

+If Q has already got the update, P with a
probability of 1/k would lose interest in
spreading it further
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%QR@ Bimodal Multicast

< Gossip-based protocol

<» Two sub-protocols
Unreliable data distribution protocol
"gap-repairing” protocol
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@HORN Bimodal Multicast

“*Unreliable data distribution protocol

Upon arrival, a message enters the receiver's
message buffer

Messages are delivered to the application layer in
FIFO order and are garbage collected out of the
message buffer after some period of time
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;»;%HRQQ Bimodal Multicast

“»"Gap-repairing” protocol - Repair gaps in
the message delivery record
Each process in the system maintains a list

containing some random subset of the full system
membership

* Prefers nearby processes
Each participant select one process randomly and

send a digest message of its current message
buffer contents periodically

- Pull missing messages by sending retransmission
solicitations

- push missing messages by sending unsolicited
retransmissions
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Bimodal Multicast

“»Gossip is primarily done to nearby
processes over low-latency links

<+Use "gossip pull” for “young” messages and
"gossip push” for “old” ones

< Don't buffer every message at every
process

Using a hash scheme to spread the buffering load
around the system
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@HORN Bimodal Multicast

< Reliability

Tunable reliability

* Increasing reliability by increasing the time length
before a message is garbage collected

Reliability guarantees are midway between SRM
and virtual-synchrony
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;-;%HBR(‘Q Bimodal Multicast

<+ Scalability
Constant loads

Each gossip round = 1 message sent + 1 messaged
received (with high probability) + retransmit a
bounded amount of data
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Bimodal multicast

<+ Scalability
Pbcast: bimodal multicast
8 processes

High bandwidth comparison of pb.cast performance at faulty and correct hosts
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Figure from Birman et al.
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Bimodal Multicast

<+ Scalability
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Figure from Birman et al.
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Probabilistic Tools

< Bimodal multicast
< Astrolabe (hierarchical tables)
»Gravitational gossip (publish-subscribe)

» Anonymous gossip (mobile wireless device)
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*SRM is a best-effort group communication
protocol. Reliability is not guaranteed with
faulty processes.

<»Virtual synchrony is a reliable group
communication protocol.

<+*Both SRM and virtual synchrony does not
scale well

»Gossip-based protocols can provide good
scalability while provide probabilistic
reliability guarantees
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Thank You !
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