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This code is incorrect.  Keir Fraser provided the following fix in January 2003:

    if fetch_and_decrement(&reader_count) = 1
            and (w := next_writer) != nil
            and reader_count = 0
            and compare_and_store(&next_writer, w, nil)
        // I'm the last active reader and there exists a waiting
        // writer and no readers *after* identifying the writer
        w->blocked := false





type qnode : record
next : “qnede
blocked : Boolean
type WPQlock = record
reader_head : “qnode := nil
writer_tail : "qnode := nil
writer_head : "qnode := nil
rdr_cnt_and_flags : unsigned integer := 0

// layout of rdr_cnt_and_flags:
31 ... 3 2

1/ 1 0
/] + + * *
;5 | active rdrs | int. rdr? | wtr & no rdr? | wtr? |

const WFLAGL x1 // writer interested or active
const WFLAG2 x2 // writer, no entering rdr
const RFLAG = 0x4 // rdr int. but not active
const RC_INGR = 0x8 // to adjust reader count

// I points to a qnode record allocated
// (in an enclosing scope) in shared memory
// locally-accessible to the invoking processor

procedure start_write(L : "WPQlock, I :
with I~, L~
blocked := true
next := nil
pred : “qnode :=
fetch_and_store(&writer_tail, I)
if pred = nil
set_next_writer(L, I)
else
pred->next := I
repeat while blocked

~qnode)

procedure set_next_writer(L : "WPQlock, ¥ : ~qnode)
with L™
writer_head := W
if not (fetch_and_or(&rdr_cnt_and_flags,WFLAGL)
& RFLAG)

// no reader in timing window
if not (fetch_and_or(&rdr_cnt_and_flags,
WFLAG2) >= RC_INCR)
// no readers are active
W->blocked := false

procedure start_read(L : “WPQlock, I : ~qnode)
with I, L~
blocked := true
next := fetch_and_store(&reader_head, I)

if next = nil
// first arriving reader in my group
// set rdr interest flag, test writer flag
if not (fetch_and_or(&rdr_cnt_and_flags,
RFLAG) & (WFLAG1 + WFLAG2))
// no active or interested writers
unblock_readers (L
repeat while blocked

if next != nil
atomic_add (8rdr_cnt_and_flags, RC_INCR)
next->blocked := false // wake successor
procedure unblock_readers(L : ~WPQlock)
with L~

// clear rdr interest flag, increment rdr count
atomic_add(&rdr_cnt_and_flags, RC_INCR - RFLAG)
// indicate clear of window
if (rdr_cnt_and_flags & WFLAG1) and not
(rdr_cnt_and_flags & WFLAG2)
atomic_or(&rdr_cnt_and_flags, WFLAG2)
// unblock self and any other waiting rdrs
head : “qnode :=
fetch_and_store(&reader_head, nil)
head->blocked := false

procedure end_write(L : “WPQlock, I : ~qnode)

with I7, L
if next != nil
next->blocked := false
else

// clear wtr flag, test rdr interest flag
if fetch_and_and%&rdr_cnt_and_flags,
~“(WFLAGL + WFLAG2)) & RFLAG

unblock_readers(L)

if compare_and_swap(&writer_tail, I, nil)
return

else
repeat while next = nil
set_next_writer(L, next)

procedure end_read(L : “WPQlock, I : “qnode)

with I-, L~
if (fetch_and_add(&rdr_cnt_and_flags, -RC_INGR)
& "RFLAG) = (RC_INCR + WFLAGL + WFLAG2)

// last active rdr must wake waiting writer
writer_head->blocked := false

// if only WFLAG1 is set and not WFLAG2, then

// the writer that set it will take care of

// itself

Algorithm 6: A writer preference lock with local-only spin-
ning.

4 Empirical Performance Results

We have measured the performance of C language ver-
sions of our reader-writer algorithms on a BBN Butter-
fly TC2000, a distributed shared-memory multiprocessor
based on the MC88100 microprocessor. Atomic read, write,
and fetch-and store instructions are triggered directly by
the instruction set of the processor; other atomic operations
are triggered by kernel calls, which use a privileged archi-
tectural feature to provide extended atomicity.

The implemented versions of the local-spin reader pref-
erence and writer preference algorithms differ slightly from
those presented in section 3. Adjustments to the algorithms
were made to improve the single processor latency, gener-
ally by means of an initial compare_and swap that bypasses
large parts of the protocol when it determines that no in-
terfering operations are in progress. Although these adjust-
ments improve the single processor latency, they add to the
cost in the case that multiple processes are competing for
the lock. Anyone wishing to reproduce our results or ex-
tend our work to other machines can obtain copies of our
source code via anonymous ftp from titan.rice.edu (/pub-
lic/scalable_synch/TC2000/read -write).

Our results were obtained by embedding a lock acquisi-
tion/release pair inside a loop and averaging over 10° oper-
ations. Table 1 reports the single processor latency for each
of the lock operations in the absence of competition. Re-
ported values are slightly pessimistic in that the overhead
of the test loop was not factored out of the timings.

Figure 1 compares the performance of the simple reader-
writer protocols with centralized busy waiting versus their
local-spin counterparts. Each data point (P,T) represents
the average time T for an individual processor to acquire
and release the lock once, with P processors competing for
access. Each processor performs a mixture of read and write
requests. We used a pseudo-random number generator (off-
line) to generate request sequences in which reads outnum-
ber writes 3-1. As expected, the queue based locks show
excellent performance. The single processor latencies of the
local-spin protocols are comparable to those of the far sim-



start_read/ | start_write/
Lock type end_read end_write
simple reader pref. 22.3 ps 20.2 us
simple fair 22.3 us 22.3 us
local-spin fair 44.5 ps 29.6 us
local-spin reader pref. 20.3 us 22.5 us
local-spin writer pref. 20.2 us 36.6 us

Table 1: Single processor latencies for each pair of lock op-
erations.
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Figure 1: Timing results for reader-writer spin locks on the

BBN TC2000.

pler centralized protocols. As the number of processors com-
peting for a lock increases, the advantage of the local-spin
protocols becomes more apparent. In the simple central-
ized protocols, waiting processors continuously poll the lock
status generating intense memory and network contention
that slows the progress of active processors. In the local-
spin protocols, waiting processors generate no network traf-
fic, keeping them out of the way of active processors. Figure
2 shows an expanded view of the performance of the local-
spin algorithms. Initially, the average time for an acquire
and release pair drops as more processors compete for the
lock. This effect results from overlapped execution of por-
tions of the entry and exit protocols and from increases in
the average number of simultaneous readers (particularly in
the writer preference lock).

5 Discussion and Conclusions

We have demonstrated in this paper that simple
fetch-and ® operations, in conjunction with local access to
shared memory, can lead to reader-writer spin locks in which
memory and interconnect contention due to busy waiting is
non-existent. Our queue-based algorithms provide excellent
single-processor latency in the absence of competition, and
work well on distributed shared memory multiprocessors.
Together with similar findings for mutual exclusion spin
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Figure 2: Expanded timing results for scalable reader-writer
spin locks on the BBN TC2000.

locks and barriers [9], this result indicates that contention
due to busy-wait synchronization is much less a problem
than has generally been thought.

Our algorithms require two forms of hardware support.
First, they require a modest set of fetch_and ® operations.
(Our fair queue-based lock requires compare_and swap and
fetch_and store. Our queue-based reader and writer pref-
erence locks also require fetch-and or, fetch-and and, and
fetch.and_add.) Second, they require that for every pro-
cessor there be some region of shared memory that can be
inspected locally, without going through the interconnec-
tion network, but which nonetheless can be modified re-
motely. This requirement is satisfied by all cache-coherent
architectures, as well as by architectures in which shared
memory is distributed. Other things being equal, the ef-
ficiency and scalability of our algorithms suggest that ma-
chines be constructed with these attributes—that they not
skimp on the atomic operations, nor adopt “dance-hall” ar-
chitectures in which all processors access shared locations
through a common global interconnect. QOur experience
with fetch_and_® operations, particularly fetch_and store
and compare_and _swap, is consistent with the results of Her-
lihy [6] and of Kruskal, Rudolph, and Snir [7], who have
found them valuable in the construction of a wide range of
concurrent data structures.

Reader or writer preference locks are likely to be the
mechanism of choice in many applications. While more
complex than mutual exclusion locks, our algorithms have
similar latency in the single-processor case, and admit more
parallelism under load. Reader preference locks maximize
throughput; writer preference locks prevent readers from
seeing outdated information. Fair locks ensure that nei-
ther readers nor writers are locked out when competition
remains high for an extended period of time, though an ap-
plication in which this situation can arise is probably poorly
designed.
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A Definitions of Atomic Operations

Our algorithms rely on the atomicity of reads and writes
of 8, 16 and 32 bit quantities as well as the following atomic
operations:

atomic_add(p: “word, i: word): void

pTi=p” t+i

atomic_decrement(p: “word): void

pTi=p -1

atomic_increment(p: “word): void

pTi=p 41

clear_then_add(p: “word; m, i: word): void
pTi=(p" & "m) + i

compare_and_swap(p: “word; o, n: word): boolean
cc: boolean := (p~ = 0)
if cc
pP° i=n
return cc

fetch_and_add(p: “word, i: word): word
temp: word := p~
p° :=p  +1i
return temp

fetch_and_and(p: “word, i: word): word
temp: word := p~
p- :=p &k i
return temp

fetch_and_decrement(p: “word): word
temp: word := p~
pTi=p" -1
return temp

fetch_and_or(p: “word, i: word): word
temp: word := p~
p-:=p" | i

return temp

fetch_and_store(p: “word, i: word): word
temp: word := p~
p° =1

return temp

fetch_clear_then_add(p: “word; m, i: word): word
temp: word := p~
pT = (" & "m) +1i
return temp

The atomic operations described above execute indivisibly
with respect to each other and with respect to reads and
writes. Our algorithms use the simplest operation that
provides the necessary functionality. For example, we use
atomic_add rather than fetch_and_add whenever the return
value is not needed. With the exception of compare_and -
swap, the functionality of fetch clear_then add subsumes
that of all of the other atomic operations listed.



