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Abstract

Webusage miningis an activeresearch areafor its uses
in website maintenanceand for the potentialeconomical
impact.In thepast,research hasfocusedonoff–linestatis-
tical analysis,learningtheuserbehaviorandonidentifying
mostfrequentlyvisitedstructures. Our papertakesan am-
bitiousapproach by proposingandstudyingeffectswith an
on–linemonitoringmechanismof webusage. In our sys-
temnamedW3

live , wedeviseef�cient real–timealgorithms
for identifyingmostvisitedsitesandsite-pathsin real time.
We alsoincludefeaturessuch asanadvancewarningwhen
there is a potentialdenialof serviceattack. TheW3

live sys-
temusesLOGML[3] andthegraphlibrary of theWWWPal
suite[2], andlay thefoundationfor futuredevelopments.

Weconcludebyanalyzingperformancepropertiesof our
systemandproposesomesuggestionsfor futurework.

1 Intr oduction

Popularityof a web site is in most part relatedto the
content,presentationandconstructof a website. For com-
mercialweb sitesthis is of prime importanceaseachvisit
indicatesa potentialconsumer. Theconsumermight either
buy, betemptedto buyor recommendthesitetoothers.This
factorresultsin apotentialfor increasedtraf�c to awebsite
which in turncanresultin advertisingrevenue.

In caseof commercialweb sites,web managerswork
with designers,contentproducers,andprogrammersto pop-
ularizetheirwebsites.WebsitestatisticssuchasURL loca-
tion, numberof hitsdeterminesiteusageaswell aswebsite
traf�c. While webmanagerspreferto have largenumberof
usersto visit theirpages,therearetimeswhenusersorches-
tratea �ood of visits to preventothersto visit aspeci�c web
site. This is damagingas this not only paralyzesthe web
sitebut alsocouldresultin a lossof revenuestream.

Studiesand researchin web usagemining have ad-
dressedthesescenariosin the past. Traditionally this has
beenaccomplishedby gatheringdataon off- line statistics,
usersessions,mostvisitedwebpages,mosttraversedweb
pathsetc [3], [4]. Our paperaddressesa moreambitious
goal: that of identifying and classifying the visited web
sites,traversedweb pathsin real–time. At the Computer
ScienceDepartment,RensselaerPolytechnicInstitute, we
havebuilt a tool W3

live thataddressestheseissues.
W3

live hasbeendevelopedan opensourcesoftwareim-
plementedin C with botha consoleandGNOMEinterface.
While monitoringreal–timeeventsof websiteusageit also
providesadviceaswell asan instantwarningmechanism
to web managers.Thesefeaturesareextremelyusefules-
pecially in preventingdenialof serviceattacksby knowing
the load on web pages(explainedlater in the paper). Our
systemalsolays thefoundationfor futuredevelopmentsto
enhancetheexisting framework.

2 Previous Work

Webusagemining is theprocessof studyinganddiscov-
eringwebuserbehavior fromweblogdata.Usuallytheweb
log datacollectionis doneover a long periodof time (one
day, onemonth,oneyear, etc). Later, threesteps,namely,
preprocessing,patterndiscoveryandpatternanalysis[5] are
carriedout. Preprocessingis thetechniqueof transforming
theraw datainto a usabledatamodel. Thepatterndiscov-
ery stepusesseveral datamining algorithmsto extract the
userpatterns.Finally, patternanalysisrevealsusefulandin-
terestinguserpatternsandtrends.Thesestepsarenormally
executedaftertheweblog datais collected.

W3
live extractsandanalysesuserpatternsin real-time,as

the web log datais collected. Several commercialappli-
cations,suchasKantara[6], Deepmetrix[7], ClickTracks
[8] and CacheFlow [9], have implementedreal-time fea-
turesto reportusersessions.Kantaramonitorsandtracks
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theusersasthey accessthewebpages.Visitor Intelligence
from DeepMetrixusesreal-timeprocessingto updatethe
businessmetricsto identify businesstrends. The web site
canbemodi�ed to improve thosebusinessmetrics. Click-
Tracksis installedin webpagesto seeuserpatterns.Finally
CacheFlow ReportergeneratesUser, Network Traf�c, Se-
curity andTop TensummariesReportsfrom web log data.
CacheFlow hasalsoreal-timemonitoringfeatures.Interest-
ing work hasalsobeendonefor distributedreal-timeweb
usagemining [11] for frequentbehavior patterns.W3

live not
only reportsuserpatternsusing LOGML (standardXML
application),it alsovisualizesuserpatterns(usersessions
webgraph).W3

live is designedfor researchpurposesandit
is anopensourceapplication.

3 Realizationof the System

W3
live is realizedasa setof opensourcetools. Its core

componentsareasfollows.

� w3ld: TheW3
live daemonacceptsextendedlog �le en-

triesasthey aregeneratedandbuilds thestructuresde-
scribingthecurrentstateof thewebserver.

� w3lc: TheW3
live client is a consoleprogramfor com-

municatingwith w3ld.
� w3live: w3live is a GNOME graphicalinterfacepro-

viding easieraccessto the core featuresof W3
live as

well asproviding visualizationof webusergraphs.

Figure1 describesthe systemarchitecture.W3
live reads

webserver logsin theextendedlog �le format[1].

Figure 1. W3
live Architecture

Building onpreviouswork, GraphPack[10] andWWW-
Pal areemployedfor thecollectionandanalysisof log data.
Figure2 shows therealizedW3

live userinterface.

Figure 2. Graph of user clic ks thr ough website

3.1 ExampleAnalysis

TheW3
live softwareattemptsto giveinsightinto how web

usersareusingawebsiteandtherelationshipsbetweensite
structureandsuccessin �nding information.

The web site of the departmentof computer sci-
ence at RensselaerPolytechnic Institute serves as an
example for studying real-time web usage. The site
http://www.cs.rpi.eduserves approximately100 requests
per minuteduring daytimeactivity. It primarily servesas
spacefor computersciencefaculty and studentsto serve
classinformation,researchandpersonalinformation.

Figure 3. User Search Path

ThroughW3
live webusergraphvisualizationwe areable

to notevarioussearchpatternsandjudgethe effectiveness
of thesitestructure.

Figure 3 illustratesa usersearchpath generatedusing
W3

live . A popularsearchenginehasimpreciselyreferred
theuserto the site andhasleft theuserto performfurther
search.A Web Managerpresentedwith suchinformation
will be ableto bettermold web site structureto the user's
searchstyles,or designbettersearchenginesbasedon how
usersarelooking for information.

Activity over a 10 minuteperiod is shown in Figure4.



Figure 4. Snapshot of Site Activity

Immediateinsightinto thenatureof useractivity ontheweb
site is given. The ad-hocstructureof the departmentweb
siteis immediatelyclear. A WebManagermayusesuchin-
formationin determiningthesuccessor failureof theglobal
websitestructure.

Figure 5. Evolution of user paths

Figure 5 shows the evolution of user pathsover time
(from top left to bottom right). In this analysis of
www.cs.rpi.eduover� veminutes,weseeseveralsmallhubs
emergingandthelackof site-widecoherencebecomingob-
vious.

4 Algorithms Used

Thefollowing algorithmsarerealizedasW3
live , a setof

programsfor real-timewebusageanalysis.Figure6 gives
an overview of the dataacquisitionloop, wherebylog en-
tries are processedinto more meaningfulstructures. The
functions ProcessLog Entries and Terminate Expir ed
Usersareexpectedto runconcurrently.

Eachiterationbeginsby updatingagraphof nodesrepre-
sentingrequesteddocumentandedgesrepresentingtherela-
tionshipbetweenareferringandtargetdocument.Building
on previouswork we employ theGraphPacklibrary [2] for
storageandmanipulationof graphicaldata.

Following thegraphupdateweupdatesitewidestatistics
anduserstatistics.Weemploy WWWPal'sWebLoglibrary
for this task.It is importantto notethattheWebLoglibrary
doesmuchmorethanis neededfor ourtask,andthusweget
a slight performancedegradationin thesesuper�uouscom-
putations.Section5 furtherdescribessuchconsiderations.

In thefollowing sectionswedescribealgorithmsfor dis-
coveringunusualor perhapsharmfulsiteactivity.

4.1 ExplosivePopularity

Wherebyadenialof serviceattackmaybeconfusedwith
legitimateusage,it is worthwhile to differentiatethe good
from the bad traf�c. A suddenexplosionof popularity is
likely dueto anunexpectedlink from a sitewith moretraf-
�c. We would thereforelike to determineif a singledoc-
umentis receiving an abnormalamountof traf�c. Sudden
explosivepopularitymayoverloadawebserverandcauseit
to stopresponding.Early detectionwould allow sometime
for a WebManagerto rerouterequeststo anotherserver, or
allow for ascaleddown versionof adocumentto beserved.

We assumedocumentpopularity is governedby a Zipf
distribution [12]. Eachdocumentrequestedis assigneda
valuerepresentingits load.

Let d bethecurrentdocumentandt betherequestcount.
The function ltime (d) indicatesthe last time documentd
wasrequested.The load ` of documentd at iterationt is
computedasfollows

` t (d) = 1 +
` t � 1(d)

(now � ltime(d)) + 1
(1)

In orderto seeif ` t (d) representsnormaltraf�c wewould
like to compareit againstaZipf (power law) distributionof
loadaveragessitewide. To do thiswemeasurethedistance



ProcessLog Entries
while(entry= ReadNext Log Entry)

O(1)

8
>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>><

>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>:

entrydata= extract log entry data(entry)
Lock Data(mutex)

update webgraph(entrydata)

O(1)

8
>>>>>>>>>>>>>>>>>>><

>>>>>>>>>>>>>>>>>>>:

referrer = �nd node(entrydata.referer)
if (referer not in graph)

referrer = createnode(
entrydata.referrerURL)

target = �nd node(entrydata.target)
if (target not in graph)

target = createnode(entrydata.target)

edge= �nd edge(referer,target)
if (edge not found)

edge = createedge(referer,target)

updatenode(target,entrydata)
update load average(target)

updateedge(edge,entrydata)
updategraph load average(

target.loadAverage)

update userstats(entrydata)

O(1)

8
>>>>>><

>>>>>>:

user= �nd user(entrydata.address)
if (usernot found)

user= new user(entrydata)

updateuser stats(user,entrydata)
updateuser load average(user,

entrydata)
updatesite load average(

user.loadAverage)

Unlock Data(mutex)

test for events()

O(1)

8
>>>>>>><

>>>>>>>:

if ((graph.loadAvg�
threshold� graph.StdDev)�
target.loadAvg < 0)

ALER T!(useris hoggingbandwidth)

if ((site.requestrate�
threshold� site.StdDev)�
requestrate < 0)

ALER T!(currenttarget is receiving
abnormallyheavily load)

Terminate Expir ed Users
while(1)

O( jusersj )

8
>>><

>>>:

wait USERTIMEOUT seconds
Lock Data(mutex)
for eachuserin thelist of users

O(1)

�
if (last accesstime(user) >

USERTIMEOUT)
terminate(user)

Unlock Data(mutex)

Figure 6. Statistics Updating Loop with Time
Comple xity Overview

from thecurrentloadaverage,̀ (d), to thegreatestloadav-
erage,̀ (dmax), andcompareit to anaverageloadaverage,
representedby the logarithmicdifferencebetweenthemax
loadaveragè (dmax) andthemin loadaveragè (dmin).

log
`(d)

`(dmax)
> log

`(dmax)
`(dmin)

�
1



(2)

Givena threshold
 , wemaysay` t (d) representsexplo-
sive popularity if ` t (d) is more than 1


 times the slopeof
thepower law curvefurtherfrom thelargest̀ normalusage'
loadaverage

In thenext sectionwe �nd thatexplosivepopularityand
denialof serviceattacksmay be confused.Oneshouldbe
givenexplicit precedenceover theotherso thata triggered
alarmwill bemutuallyexclusiveamongthetwo.

4.2 Denial of ServiceMonitoring

An averagedenial of serviceattack on a web server
will be detectedby a suddenoverpowering �ood of re-
quests. Commonlytheserequestscomefrom an arrayof
machinesrunningsynchronizedprogramswhosejob is sim-
ply to makerequests.

We would like to examinethetemporalspacingbetween
requests.We assumea Zipf distribution andlook for spots
whenthespacebetweenrequestsis abnormallysmall.

Let ct representthe time of a requestat iterationt. The
minimum length of time betweenperceived requestsde-
pendson themaximumbetweenhow quickly a webserver
cangeneratelog �le entries,andhow quickly asingleentry
canbe processed.The representationof ct shouldre�ect
thisminimumtime in accuracy. It is likely thatsecondswill
betoo large,andmillisecondswill besuf�cient.

In orderto tell if anunusualrequestrateis occurringwe
maylook atperturbationin thelog-logslopeof occurrences
of timesbetweenrequests.It will besuf�cient to countonly
theoccurrencesof theminimumandmaximumof timesbe-
tweenrequests.

For � t = ct � ct � 1, let � min be the minimum � t , and
� max be the maximum� t . Given O(� t ), the occurrence
countfor � t we look for instanceswhere

log
O(� max)
O(� min)

< log
� max
� min

�
1



(3)

In situationswhereEquation3 aretruefor agiven
 , and
Equation2 arefalse,it maybesaidthata denialof service
attackis in progress,andappropriateactionmaybetaken.

5 Performanceof the System

The W3
live softwareis testedfor performanceandcom-

parisonagainstthe statedalgorithms. For easeof imple-
mentationthestatedalgorithmsarenot followedexplicitly.
Weshow divergencebetweenpossibletimecomplexity and
realtestingandexplainhow thesystemmaybetuned.



Figure 7. Log Parsing given as time to com­
plete n log lines on a logarithmic scale .

As log entriesareread,we must�rst parsethedataback
out of string format. Figure7 shows the time requiredto
computen entrieson a logarithmicscale. Log processing
on a wholehaslinearcomplexity while theprocessingof a
singleentryis O(1).

Figure 8. Time in milliseconds for web graph
update for each request

Figure 8 shows the time in millisecondsto updatethe
webgraphateachiteration.Thestrati�cation in Figure8 is
attributedto thevaryingcaseswherebyany combinationof
addinga new target node,addinga new referrernodeand
addinganew edgemayoccur. Further, theinitial clustering
of datapointsbetween40 and50 millisecondsis attributed
to thenecessityof eachrequestresultingin theadditionof
new nodesandedges.

Figure 9 shows the time in millisecondsto updatethe
site and userstatistics. It is important to note that more

Figure 9. Statistic Update Times With Con­
stantl y Increasing Number of Users

Figure 10. Statistic Update Times With a Con­
stant 100 Users

and more usersand documentsare being addedas more
andmorerequestsarebeingmadeandthusthe complexi-
tiesbeingrepresentedarea functionof requestcount,user
list countanddocumentlist count.

Thelinearcomplexity representsthevastmajority of re-
quests.The linearity is producedby scansover the list of
users,bothassearchesandscanningfor userswhoarelikely
to have �nished their sessions.

TheO(1) complexity represents�le transfererrors,user
requestsnotof typeGETor unrecoverablelog entryanoma-
lies. In eachof thesecases,minimal statisticalupdatingis
performed.

The higher stratum represents a worst case of
O(jusersj2) complexity occurringwhena user's sessionis
terminated. The list of usersis scannedon occasionfor
user's whosesessionshave expired. If a sessionis found



to bestale,they areremovedfrom a list, requiringanother
scanthroughthe list of users. This is the price payedfor
building on topof anoff-line mining packageandfalls into
theclassof neededimprovements.

Figure 10 representsthe time complexity for updating
statisticswith a constantbaseof 100users.In this casethe
linear time complexity is attributedto thegrowing number
of documentsbeingtrackedasthewebgraph.Therelatively
slow growth is notnoticeablein Figure9 asit is dominated
by theincreasingdif�culty of usermanagementasmoreand
moreusersareadded.

Figure 11. Times for Building the List of Active
Users

When studyingweb usage,perhapsthe most common
taskis to requesta list of currentlyactive users.Figure11
shows the numberof active userson a server versusthe
numberof millisecondsneededto compilethe list of users
andrespond.We seethat compiling the list is O(jusersj)
asexpectedfor sucha task.

6 Conclusion

Thispaperpresentsasystemfor ef�cient real-timemon-
itoring of websites.Theadvantagesof this systemare:

� It is anopensourcesystem.
� It is easily extendible to include monitoring of new

events.
� It providesa real–timevisualizationof userbehavior.
� It providesadvancewarningsof denialof serviceat-

tacks.

Futureresearchwill focuson further improving the ef-
�ciency of weblog library. We are also planningon en-
hancingW3

live systemto capturethe semanticsof the vis-
ited structuresin real–time. Semanticinformationsuchas

commonkeywords,geographiclocationandexternalrefer-
erswill help to offer moreaccurateadvancewarningsand
improve visualization. It will also lay the foundationfor
futuresemanticwebmining research.
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