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1. Temporal Data Mining  
 

Many real-world applications deal with huge amounts of temporal data. Examples 
include alarms/events and performance measurements generated by distributed computer 
systems and by telecommunication networks, the web server logs, online transaction logs, 
financial data, and sensor data collected from sensor networks. Conventionally, temporal 
data is classified to either categorical event streams or numerical time series and both 
types have been intensively studied in data mining and statistics. However, several 
previously less emphasized aspects of temporal data have proven their importance in 
emerging applications and posed several challenges calling for more research.  
 
The setting of traditional temporal data analysis is to apply one algorithm on a static, 
regular and relatively small temporal data set. Many practitioners found existing analysis 
methods inadequate for their real-world data. Many struggle to transform the data in 
order to apply existing methods or even to reduce the original problems to better studied 
ones; either ways induce in more preprocessing effort, more artificial parameters and less 
interpretable results. We believe these new aspects of temporal data deserve theories and 
algorithms of their own. Some of these new aspects are: 

• Irregularity—Many types of numerical temporal data are not equally paced.  
• Asynchronousness— In distributed computing environments like sensor networks, 

data from different sources tend to be not aligned and hence can not apply 
synchronous methods.  

• Distributed analysis--- A trend in temporal data analysis is to perform data 
filtering, transformation and analysis as close as possible to the data sources to 
avoid the prohibitive amount of data being transmitted and analyzed. This new 
computing paradigm calls for a new theoretical foundation. 

• Streaming data--- It is often desirable to analyze temporal data in (near-) real time 
for monitoring system health, detecting anomaly, alerting exceptional conditions, 
diagnosing problem, and performing actions including feedback control and self-
healing of systems.  

• Heterogeneous data types --- It is very common that temporal data is partly 
categorical events and partly numerical time series. It remains to be an interesting 
challenging to best analyze all possible data in a uniform way. 

• Huge volume— the stream of data can be huge for a long, continuous observation 
period. Many types of measurements can be obtained from a large number of data 
sources. This requires designing scalable solutions in analyzing a large volume of 
temporal data, in terms of both the large number of data points and the large 
number of types of measurements. 

 
Driven by the new aspects of temporal data, several fundamental problems need to be 
revisited. Just to name a few of them: 

• Prediction • Correlation 



• Regression  
• Benchmarking 
• Periodic Pattern Mining 
• Temporal Association Finding 
• Sequential Event Patterns 
• Causality Analysis 

• Threshold selection 
• Frequency Analysis 
• Anomaly Detection 
• Clustering 
• Classification 

 
 
 
2. The Workshop  

 
The main objective of the “Temporal Data Mining: Algorithms, Theory and 
Applications” workshop is to bring together researchers from both industry and 
academia with different backgrounds: data mining, machine learning, database, statistical 
analysis, and application knowledge to propose new ideas, identify promising 
technologies and address the aforementioned technical challenges. The homepage for the 
workshop is http://www.cs.rochester.edu/~taoli/workshop/. 
 
 
The workshop program included 8 technical papers selected by the program committee. 
It also included invited talks by Dr. Sheng Ma from IBM research and Dr. Oscar 
Kipersztok from Boeing Research.   
 
We are very indebted to all program committee members who helped us organize the 
workshop and reviewed the papers very carefully.  We would also like to thank all the 
authors who submitted their papers to the workshop; they provided us with an excellent 
workshop program. 
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Abstract 
One of the major tasks in time series database 

application is time series query. Time series data is always 
exist in large data size and high dimensionality. However, 
different from traditional data, it is impossible to index the 
time series in traditional database system. Moreover, time 
series with different lengths always coexists in the same 
database. Therefore, development of a time series indexing 
approach is of fundamental importance for maintaining an 
acceptable speed for time series query. By identifying the 
perceptually important points (PIPs) from the time domain, 
time series of different lengths can be compared and the 
dimensionality of the time series can be greatly reduced. In 
this paper, a time series indexing approach, based on 
clustering the time series data in low resolution, is proposed. 
This approach is customized for stock time series to cater 
for its unique behaviors. It follows the time domain 
approach to carry out the indexing process which is 
intuitive to ordinary data analysts. One may find it 
particularly attractive in applications like stock data 
analysis. The proposed approach is efficient and effective as 
well. As demonstrated by the experiments, the proposed 
approach speeds up the time series query process while it 
also guarantees no false dismissals. In addition, the 
proposed approach can handle the problem of updating new 
entries to the database without any difficulty. 
 
 
1. Introduction 

Recently, time series data is of growing importance in 
many new database applications, such as data mining or 
data warehousing. A time series is a sequence of real 
numbers, each number representing a value at a time point. 
For example, the sequence could represent sales, exchange 
rates, weather data, biomedical measurements, stock 
prices … etc.  
 
 

We are often interested in finding similar time series [1] and 
querying time series database [2]. A time series database 
stores a large number of time series. The way of locating 
time series of interest in massive time series data efficiently 
is an important and non-trivial problem. Thus, indexing 
those time series is one of the possible solutions for 
increasing or at least maintaining an acceptable speed.  
 
In this paper, an approach for indexing stock time series is 
proposed. A new time series representation scheme for 
various stock data analyses and mining tasks is first 
introduced. Stock time series has its own characteristics 
over other time series data such as the data from scientific 
areas like electrocardiogram ECG. For example, a stock 
time series is typically characterized by a few critical points 
and multi-resolution consideration is always necessary for 
long-term and short-term analyses. In addition, technical 
analysis is usually used to identify patterns of market 
behavior, which have high probability to repeat themselves. 
These patterns are similar in the overall shape but with 
different amplitude and/or duration. The perceptually 
important point (PIP) identification technique is adopted to 
determine data point importance and transform the original 
time series data into lower resolution. In addition, the time 
series database is indexed by clustering technique based on 
the low resolution of the time series. The paper is organized 
into six sections. Next section contains a discussion of 
related works. In section 3, the PIP time series 
representation framework based on data point reordering is 
introduced. The proposed time series indexing approach 
based on clustering is in Section 4. The simulation results 
are reported in Section 5 and the final section makes the 
conclusions of the paper. 
 
2. Related Work 

Reference [2] proposed the problem of similarity search 
in time series database and this problem has become an 
active research area afterward. Moreover, the problem of 



  

indexing time series has attracted many researchers in the 
database community. The original GEMINI framework with 
different dimensionality reduction approaches in reference 
[3] was applied to time series indexing. Furthermore, most 
of the techniques for signal analysis require the data which 
is in the frequency domain. Therefore, distance-preserving 
orthonormal transformations are often used to transform the 
data from the time domain to the frequency domain. 
Usually, data-independent transformation is applied to 
where the transformation matrix is determined by prior and 
independent input data. One of the most popular data-
independent transformations is the Discrete Fourier 
transform (DFT) [2, 4, 5]. 
 
In reference [6], it identifies a safe set of Fourier 
transformations and presents a query processing algorithm 
that uses the underlying multidimensional index built over 
the data set to answer similarity queries efficiently. On the 
other hand, the similarity search methods perform 
dimensionality reduction on the data, and then use a 
multidimensional structure to index the data in the 
transformed space. The technique was introduced in 
reference [2] and extended in references [4, 5]. Since the 
distance between two signals in the time domain is the same 
as their Euclidean distance in the frequency domain, the 
DFT performs well in preserving essentials in the first few 
coefficients. For efficient access, a multidimensional index 
is constructed using the first few Fourier coefficients. When 
a similarity query is submitted, the index is used to retrieve 
the sequences that are at a certain small distance away from 
the query sequence. 
 
Moreover, there are several kinds of indexing technique 
based on the frequency domain: Wavelets, Discrete Wavelet 
Transform (DWT) [7, 8, 9, 10], Singular Value 
Decomposition (SVD) [11] and Inner Products [12]. It can 
be concluded that traditional query process for time series 
data transforms data from the time domain into the 
frequency domain. However, it is less controllable by the 
end users and also affects the visualization ability. 
Therefore, this is not well suited for pattern queries that find 
time series patterns with many dynamical and specified user 
constraints such as stock time series queries.  
 
On the other hand, the time domain approach works on the 
temporal data points directly, for example, Piecewise 
Aggregate Approximation (PAA) [13] and Adaptive 
Piecewise Constant Approximation (APCA) [14]. The 
majority of works focused solely on performance issues in 
the time domain, though some authors also considered other 
issues such as supporting non Euclidean distance measures 
[5, 13, 14] and allowing queries time series of different 
lengths [13, 14, 15]. There is another popular dissimilarity 
metric called the “time warping” distance. From the 
indexing viewpoint, this metric presents two major 
challenges: (a) it does not lead to any natural indexing 
“features”, and (b) it requires time quadratic in the sequence 

length when comparing two sequences. To address each 
problem, reference [16] proposes to map sequences into 
points, with little compromise of “recall” for speeding up 
the query process. Moreover, reference [17] introduces a 
technique for the exact indexing of dynamic time warping. 
The same author gives a comprehensive survey on time 
series data mining in paper [18]. 
 
Furthermore, reference [15] presents a method to search 
time series data which first transforms time sequences into 
symbol strings using changeable ratio between contiguous 
data points in time series. Next, a suffix tree is built to index 
all suffixes of the symbol strings. The focus of this paper is 
to demonstrate how this method can adapt to the processing 
of the dynamically constrained time series queries. Recent 
work in reference [19] proposed a new symbolic 
representation and the transformed time series adopts the 
same indexing technique as reference [15]. 
 
There are much more time series indexing techniques [20, 
21, 22, 23, 24] which address the problem of similarity 
search in large time series databases efficiently. To sum up, 
much of the recent database technology research on this 
problem, or similar ones, can be characterized procedurally 
in the following general manner [25]: (i) To find an 
approximation and robust representation for a time series, 
for example, Fourier coefficients, piecewise linear models, 
etc.; (ii) To define a flexible indexing function that can 
handle various pattern deformations (scaling, 
transformations, etc.); and (iii) To provide an efficient 
scalable and updatable algorithm by using the adopted 
representation and matching function for massive time 
series data sets. In this paper we proposed a time series 
indexing framework based on data point importance for 
dimensional reduction. It is found especially useful when 
focusing on time series domain that the fluctuations of the 
time series are important signals and multi-resolution 
consideration is necessary (i.e. technical analysis in 
financial domain). 
 
3. Reorder ing of Time Ser ies Data Points 

In this section, the proposed time series representation 
scheme is introduced. It is based on the reordering of the 
data points in the time series. Instead of storing the time 
series data according to time, or transforming it into other 
domains (e.g. frequency domain), data points of a time 
series are stored according to their importance. Based on 
this representation, the time series can transform to low 
resolution for indexing. Two main steps are needed for 
reordering the time series: perceptually important point 
identification and data point importance list construction. 
They are described in the following subsections. Table I 
shows most of the notations used in this paper. 

 
 
 



  

 
 
Table I. Notations used in this paper 
Symbol Meaning 

P A time series P=p1,…,pm 
Q A query pattern Q=q1,…,qn 
SP Low resolution from P, SP=sp1,…,spn where 

mn~  
L The data point importance list L=l1,…,lm 
k Number of cluster 

Mi Cluster centroid M=m1,…,mn where i=1 to k 
N Number of object in the database, x1,…,xN 

 
3.1 Perceptually Impor tant Point Identification 

In view of the importance of extreme points in stock 
time series, the identification of perceptually important 
points (PIP) is first introduced in [26] and used for pattern 
matching of technical (analysis) patterns in financial 
applications. The idea was later found similar to a technique 
proposed about 30 years ago for reducing the number of 
points required to represent a line [27] (see also [28]). We 
also found independent works in [29, 30, 31] which work 
on similar ideas. In this subsection, let us review this idea 
by revisiting our previously proposed PIP identification 
process. 
 
The frequently used stock patterns are typically 
characterized by a few critical points. For example, the 
head-and-shoulder pattern consists of a head point, two 
shoulder points and a pair of neck points. These points are 
perceptually important in the human identification process 
and should be considered of higher importance (Fig.1). 
 

 
Figure 1. PIP identification results (from 30 data points in the 
data sequence P to 7 PIPs) 
 
The PIP identification scheme follows this idea by locating 
those perceptually important points in the data sequence P 
in accordance with the query sequence Q (for pattern 
matching applications) or the specified number of PIPs.  
The locating process works as follows.  
 
With sequences P and Q being normalized (for shifting and 
uniform amplitude scaling invariant), the PIPs are located in 
order according to Fig.2. Currently, the first two PIPs will 
be the first and the last points of P. The next PIP will be the 
point in P with maximum distance to the first two PIPs. The 
fourth PIP will then be the point in P with maximum 
distance to its two adjacent PIPs, either in between the first 
and second PIPs or in between the second and the last PIPs. 
The PIP location process continues until its number is equal 
to the length of query sequence Q or the required number of 

PIPs is reached. 
 

Function Point_locate (P,Q) 
 Input: sequence P[1..m], length of Q[1..n] 
 Output: pattern SP[1..n] 
Begin 
 Set sp[1]=p[1], sp[n]=p[m] 
 Repeat until SP[1..n] all filled 
 Begin 
  Select point p[j] with maximum distance to 

the adjacent points in SP (sp[1] and sp[n] 
initially) 

  Add p[j] TO SP  
 End 
 Return SP 
End 

Figure 2. Pseudo code of the PIP identification process 
 
The distance metric for distance measurement (i.e. 
calculation of fluctuation value of a data point) is the 
vertical distance (VD) between a test point p3 and the line 
connecting the two adjacent PIPs, i.e., 
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where 3xxc ? . Eqn. (1) is intended to capture the 

fluctuation of the data sequence and the highly fluctuated 
points (or locally extreme points) would be considered as 
PIPs. 
 
To illustrate the identification process, Fig.3 shows the step-
by-step results. Here, the number of data points in the input 
sequence P and query sequence Q (or the required number 
of PIPs) are 10 and 5 respectively, i.e., m=10 and n=5. 
 

 
Figure 3. Identification of 5 perceptually important points  
 
3.2 Building Data Point Impor tance List 

Inspired from the above idea, a reordering mechanism 
for the data points in a time series is proposed in paper [32]. 
Instead of only identifying n PIPs from the longer sequence 
m for pattern matching, only one time series is provided in 
the current scenario. Therefore, all the data points in the 
time series P will go through the PIP identification process. 
In order words, the number of PIPs to be identified is equal 
to the number of data points in the given time series. 
However, the sequence of the data points being identified is 
the main focus. 



  

 
The sequence of PIPs is ordered according to Fig.4. It is the 
same as the original process except the PIP identification 
process continues until all the data points in the given time 
series P have been processed and appended to the list L. 
 

Function Build_list (P) 
 Input:  sequence P[1..m] 
 Output: sequence L[1..m] 
Begin 
 Set l[1]=p[1], l[2]=p[m] 
 Repeat until l[1..m] all filled 
 Begin 
  Select point p[j] with maximum distance to 

the adjacent points in the list (l[1] and 
l[2] initially) 

  Append point p[j] TO L  
 End 
 Return L 
End 

Figure 4. Pseudo code of the data point importance list 
construction 
 
According to Fig.4, the PIPs identified in the earlier 
iterations should be considered as more important than 
those points identified later. Therefore, they have higher 
importance. Continued with the example in the previous 
sub-section, Fig.5 shows the reordered sequence of the data 
points based on the PIP identification process. The points 
with smaller number label are more important (e.g. PIP 3 is 
more important than PIP 4). Table II shows the data point 
importance list built for this example. Besides the 
importance of the PIPs, their corresponding amplitude y and 
vertical distance measured are also stored in the table for 
future references. A point needed to be mentioned here is 
that the fluctuation value, i.e. the VD value, is not 
guaranteed to decrease with the decrease in importance. It is 
because the measurement of VD depends on the global 
shape captured in previous PIP identification iteration but 
not an overall shape. So, the change of such shape will 
affect the calculation of VD of the data points in the 
original time series compared with the pattern formed by 
the identified PIPs (e.g. PIPs with importance 6 and 7). 
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 Figure 5. The order of points found by the PIP identification 
process 
 
 
 
 
 

 
 
Table II. Example of data point importance list 
Impor tance x y (Amplitude) Fluctuation (VD) 

1 1 0.1 n/a 
2 10 0.5 n/a 
3 5 0.9 0.62 
4 9 0.3 0.28 
5 3 0.3 0.20 
6 2 0.4 0.20 
7 6 0.6 0.15 
8 7 0.7 0.20 
9 8 0.4 0.10 
10 4 0.7 0.10 

 
With the construction of the data point importance list, the 
retrieval, analysis and processing of time series can be 
carried based on this list and different degrees of benefit, in 
terms of efficiency and effectiveness, can be obtained. A 
tree structure representation for storing the list is proposed 
in paper [32]. In this paper, the data point importance list is 
applied for dimensionality reduction to represent the time 
series in lower resolution for indexing. 
 
4. Stock Time Ser ies Indexing based on 

Cluster ing 
 To facilitate time series indexing, representing the time 
series in low dimension is of fundamental importance. It is 
because time series data with different lengths always 
coexists and measuring the distance among them is the 
necessary step of the indexing process. Furthermore, a 
mechanism for representing time series in a low resolution 
can improve the efficiency of the indexing algorithm and 
maintain the visualization ability. Reference [33] further 
shows that initializing the clusters’ centroids on a low 
resolution of the data can improve the quality. Therefore, 
the overall process for the proposed stock time series 
indexing scheme can be classified as two main components: 
dimensionality reduction of the time series data to a lower 
resolution and the clustering process for time series 
indexing. 
 
4.1  Dimensionality Reduction by Accessing the 
 Data Point Impor tant List 

With the data point importance list L built for the time 
series P, the low resolution of the time series SP can be 
obtained by selecting n number of PIPs from the top of the 
list as Fig.6, where n<<m. By applying this method, all the 
time series in the database can provide a lower resolution 
version of representation with uniform length for indexing 
and, therefore, dimensionality reduction can be achieved. 

 
 
 
 
 
 



  

 
 

Function PIP_retrieval (L, n) 
 Input:  sequence L[1..m] 
 Output: sequence SP[1..n] 
Begin 
 For i = 1 to n 
 Begin 
  Append point l[i] TO SP 
 End 
 Return SP 
End 

Figure 6. Data point retrieval from the data point important list 
for dimensionality reduction 
 
Referring to the example in section 3.2, if n=3, it means that 
the first 3 PIPs, (10, 0.5), (1, 0.1) and (5, 0.9), should be 
retrieved from the data point important list to represent the 
time series in lower resolution. The visualization result of 
the low resolution of the sample time series is as Fig.7. 
 

 
Figure 7. Low resolution (n=3) of the sample time series in Fig.5 
 
4.2  Building Index by Cluster ing 
 After we transformed all the time series in the database 
to a lower resolution, we can group the time series with 
similar shape together for indexing. Clustering is a common 
method for finding structure in given data [9, 11], in 
particular for finding structure related to time. There are 
many popular clustering techniques developed, such as 
hierarchical, nearest neighbor, and k-means algorithms. In 
the data mining context, the most common one perhaps is k-
means algorithm [34] and it is good enough for our time 
series indexing process. 
 
In k-means clustering, each cluster is represented by the 
center of the cluster, centroid. The k-means algorithm is 
implemented in 4 steps: (1) cluster objects into k nonempty 
subsets, (2) compute seed points as the centroids of the 
clusters of the current partition, (3) Assign each object to 
the cluster with the nearest seed point and (4) go back to the 
step 2, stop when no more new assignment or excess the 
maximum number of iteration. 
 
Suppose that there exist N objects, x1, x2, … xN, in the 
database, and we know that they fall into k compact clusters, 
k<<N. Let Mi be the mean of the vectors, that is, the cluster 
centroid, in cluster i. If the clusters are well separated, a 
minimum distance classifier can be used to separate them. 
That is, we can say that x is in cluster i of |x-Mi| is the 

minimum of all the k clusters. This suggests the procedure 
in Fig.8 for finding the k means. 
 
Function k_means_clustering (N) 
 Input:  object x[1..N] 
Begin 
 Make initial guesses for the means M 1, M 2, …, M k 
 Until there are no changes in any mean or 
 excess the maximum number of iteration 
  Use the estimated means to classify the  
  objects into clusters 
  For i from 1 to k 
   Replace Mi  with the mean of all the   
   objects for cluster i 
  End for 
 End Until 
End 
Figure 8. k-means clustering process 
 
To index the time series database by clustering process, all 
the time series in the database are the input objects for the 
clustering process and the low resolution of these time 
series is considered as the input feature vectors. As the low 
resolution of the time series n is smaller or equal to the 
smallest length among all time series in the database, all the 
time series can be indexed even though the length of 
original time series in the database are different. Finally, 
each of the time series will group into one cluster among k 
clusters as Fig.9. 
 
The distance between the low resolution of the time series 
(SP) from time series (P) and the cluster centroid Mi can be 
computed using direct point-to-point comparison, that is, 
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for all centroids, M, during the clustering process. 

 

 
Figure 9. Time series clustering 
 
 



  

 
4.3  Updating the Index 

In addition, it is an easy task to update the index when 
adding a new time series Pnew. The data point importance 
list of the new time series should first be built and the 
resolution of this time series can then be reduced to n, SPnew. 
Afterwards, it can be added to the cluster i that |SPnew-Mi| is 
the minimum of all the k clusters, or else, a new cluster has 
to be created for this new time series if |SPnew-Mi|>n, where 
n is an user defined threshold (Fig.10). 
 

Function Incremental_update (P new) 
 Input:  sequence P new[1..m] 
Begin 
 L new = Build_List (P new) 
 SP new = PIP_retrieval (L new) 
 
 Find min(|SP new-Mi |) for all cluster (M 1 to M k) 
 
 If min(|SP new-Mi |)> n 
  Create a new cluster M k+1  for P new 
 Else 
  Append Pnew to cluster i 
 End If 
End 

Figure 10. Incremental updating of the index 
 
4.4  Query the Index 

After building the index, the users can query the time 
series database by first providing the shape of the time 
series, Q (i.e. query by example) with n number of data 
points or reducing the dimension of Q to n by building the 
proposed data point important list, where n is same as the 
low resolution of the time series in the database. Direct 
comparison can be applied between Q and the cluster 
centroids, M, using Eq.2. By identifying which cluster the 
query sequence belongs to (with minimum distance), only 
the time series which belongs to this cluster is needed to 
evaluate. By this method, the number of time series needed 
to examine can be reduced while the overall shape of the 
time series can still be preserved. Fig.11 shows the query 
procedure. 
 

Function Query (Q) 
 Input:  sequence Q[1..n] 
 Output: sequence P[i..m] 
Begin 
 Find min(|Q-M i |) for all cluster (M 1 to M k) 
 Examine all the time series belongs to M i  and 
 find P which with the minimum distance with Q 
 Return P 
End 

Figure 11. Query process for our indexing approach 
 

5. Simulation Results 
In this section, the performance of the proposed time 

series indexing algorithm will be reported. The dataset used 
was taken from the opening price time series of the Hong 
Kong stock market. 200 stock time series with the length 
between 251 and 1685 were considered. And the average 

length is 1537. Five different time series were randomly 
selected from the dataset to serve as the query series and the 
figures of all the experiments were the average of the five 
results.  
 
Firstly, the effects on space consumption when increasing 
the resolution, which are the number of PIP retrieved n and 
the number of cluster k, were tested. Obviously, more space 
was required when increasing either the number of PIP or 
the number of cluster (Fig.12). 
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Figure 12. (a) Space consumption vs. number of PIP and (b) 
Space consumption vs. number of cluster 
 
Secondly, the CPU cost (i.e. speed) and the number of 
iteration needed to converge for building the index with 
different parameters settings, which are the resolution 
(number of PIP retrieved, n) and the number of cluster k, 
were tested. The number of clustering is fixed to 4. As 
shown in Fig.13, the increase of number of PIP raised the 
time for building the index. It is because the increase of the 
number of PIP augments the dimension of the input feature 
vector for the clustering process. Moreover, it was more 
difficult for the clustering process to converge in a higher 
dimension. More iterations were also needed (Fig.14). 
When the number of PIP was set to 15 and 20, the 
maximum number of iteration (i.e. 500 cycles) was reached. 
It means that the index built by these two experiments 
might have false dismissals as the clusters were not well 
separated. Fig.15 shows the shapes of the cluster centroids 
after the clustering process with different numbers of PIP. 
Similar shapes were obtained in different resolutions but 
more detail of the shapes was shown in higher resolution. 
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Figure 13. CPU cost for building the index against number of PIP 
(n) 
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Figure 14. Number of iteration for building the index against 
number of PIP (n) 
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Figure 15. Visualization of  clusters’ centroids (a) n=3 (b) n=5 (c) 
n=10, (d) n=15 and (e) n=20 
 
Then, the number of PIP was fixed to 10. When increasing 
the number of cluster, the time for building the index 
increased more stably compared to the increase of the 
number of PIP. The result of the experiment shows that the 
dimension of the input feature vector dominates the time for 
the indexing process when comparing to the number of 
clustering. Furthermore, Fig.17 shows that the dependency 
between the number of cluster and the number of iteration 
needed for building the index was low but it should be in 
direct proportion.  
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Figure 16. CPU cost for building the index against number of 
cluster (k) 
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Figure 17. Number of iteration for building the index against 
number of cluster (k) 
 
Thirdly, the pruning power and the CPU cost of the 
proposed algorithm were measured with different n and k 
during the query process. Pruning power is defined as Eqt. 
(3) [14]. 
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In this part, the effect of n was tested first. The number of 
cluster k was fixed to 4. As shown in Fig.18 and Fig.19, 
both the pruning power and the query time were 
independent to the number of PIP but rather dependent on 
the number of cluster. Then, n is fixed to 10, and the effect 
of using different number of cluster k was tested. As shown 
in Fig.20 and Fig.21, the increase of number of clustering 
improved the query performance. However, as the size of 
the dataset was not large, the improvement was kept in 
stable after 4 clusters were used. 
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 Figure 18. Pruning power against number of PIP (n) 
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Figure 19. Query time against number of PIP (n) 
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 Figure 20. Pruning power against number of cluster (k) 
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 Figure 21. Query time against number of cluster (k) 
 
In the above experiments, although time is needed to build 
the index of the time series database, this is only a one-time 
process. On the other hand, the query time can be reduced 
in an obvious degree with no false dismissals when the 
clustering process could be converged before reaching the 
maximum number of iteration. It can be easily achieved by 
considering the low resolution (the number of PIP n) of the 
input feature vector. Moreover, the time series database can 
be updated easily as suggested in section 4.3. Finally, 
Fig.22 shows the comparison on the query time between the 
sequential scanning of the time series database and the 
proposed indexing approach (n=10 and k=4). Obviously, the 
proposed approach outperformed the sequential scanning 
and the query time could be kept stable when increasing the 
number of object in the database. 
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 Figure 22. Comparison on the query time between sequential 
scanning and the proposed indexing approach 
 

6. Conclusions 
In this paper, a stock time series indexing approach is 

proposed. It is based on data point importance to reduce the 
dimension of the time series data. Then, the clustering 
process is applied to the low resolution of the time series for 
indexing. This method can solve the problem of the 
coexisting of time series with different lengths in the 
database. It is not only efficient but also effective. The 
proposed approach is customized for stock time series data 



  

which has its unique behaviors. As demonstrated by the 
experiments, the proposed approach speeds up the time 
series query process while no false dismissals can be 
guaranteed. In addition, the proposed approach can handle 
the updating problem of the time series database without 
any difficulty. For further development, it is possible to 
further enhance the indexing process by applying the 
concept of hierarchical indexing. That is, multiple-
resolution clustering technique can be applied and clustered 
the time series data from low resolution to high resolution.  
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Abstract

Modern computer systems are instrumented to generate
huge amounts of system log data. This data contains valu-
able information for managing the system, localizing fail-
ures, and recovery. However, the complexity of these sys-
tems greatly surpasses what can be understood by human
operators and thus automated analysis systems are begin-
ning to be used. Due to preprocessing required by the statis-
tical algorithms, the extremely high volume of data cannot
be processed using ad-hoc scripts. We present a flexible,
modular and scalable architecture for statistical learning
from large data streams that can easily process lots of data.
We built a prototype that is evaluated using system log data
from a commercial on-line service. Moreover, the results
of the analysis were genuinely useful for the on-line service
operators.

1. Introduction

Data analysis and collection in general
Most on-line services such as Amazon or eBay suffer from
various user-visible failures. As reported by various authors
(such as [14]), the most common causes of failure in com-
puter systems aresoftware bugs, human operator errorsand
hardware failures. These failures cause system downtime
which is very expensive; for example, [15] estimates that 1
hour of downtime of a large on-line service can cost up to
$1 million. Predicting, detecting or localizing these failures
is a very difficult task – some systems consist of hundreds of
software components running on up to 50,000 servers [13].

A standard approach of most companies is to instrument
the system so that it reports various statistics such as perfor-
mance of each machine, execution details for each request,
or network statistics. Human operators monitoring the sys-
tem use the log data and their experience to detect failures
and identify possible root causes.

This approach has several limitations: computer systems
are too complex and their behavior cannot be easily under-

stood by humans. The systems today generate as much as
1 TB of log data every day [4]. Using more fine-grained in-
strumentation they could generate 100x more log data, but
it is impossible to manually process such large data sets.

Motivation
The recorded data contains more useful information than
the operators can discern. The data might be used to predict
that a particular machine is likely to crash in a few minutes
or that a certain software component has a bug. This extra
information can expedite detection and localization of fail-
ures. A fully automated analysis would be cheaper, more
reliable and could potentially understand more complex be-
haviors. However, most of the companies today use very
limited automated analysis of the log data they collect.

One of the reasons why it is difficult to build an auto-
mated analysis system is that it is hard to manage so much
data in real time. A lot of preprocessing (such as sam-
pling, adding/removing attributes, merging data from dif-
ferent sources, and so on) is required before the data reach
the algorithms. Our experience shows that systems based on
Python scripts are not flexible enough to analyze the scale of
log data produced in on-line services. Using ad-hoc scripts
for parallel preprocessing of data is tedious and does not
allow easy modification of data streams and algorithms.

Instead, we need a better data model for the system log,
and a scalable, modular architecture that can be distributed
over a cluster of machines to process the data quickly. We
need to be able to easily add new data streams of different
types and data rates, create new features/attributes on-line,
and try different types of algorithms. Since we need to test
the system in production environments, it needs to be easily
deployable for testing.

Contribution
In this paper we propose the use of stream-based processing
and present a prototype of a system that allows us to prepro-
cess data for any off-line or on-line statistical learning algo-
rithm against massive quantities of system logs. The sys-
tem can be easily distributed over a cluster of machines and
new data streams and algorithms can be added on-the-fly.



Although our architecture is designed for analyzing system
log data, it can be used in other situations where data min-
ing and statistical learning theory (SLT) algorithms need to
be applied to huge amounts of data. To demonstrate its ben-
efits, we implemented a decision tree algorithm for generat-
ing interesting rules from the log data. The algorithms and
the architecture are evaluated on a data set from an on-line
service with data rate of about 150GB per day.

The structure of the paper is as follows: in Section 2 we
present a set of decision-tree-based algorithms for off-line
detection of interesting rules/behavior in a typical computer
system; Section 3 highlights practical problems we ran into
when trying to implement them. Sections 4 and 5 describe
the new system and our experience with it. The results of
the algorithms in Section 6 are followed by the details of
the design and implementation of the system in Section 7.

2. System log data analysis

In this section we describe a typical data set obtained
from an on-line service that we use in our experiments. We
also describe a few types of algorithms that would be useful
for system operators and present some specific examples.
These algorithms and problems with their implementation
serve as motivation for our stream-based system.

2.1. Data set X

Our data set comes from a commercial on-line service
(similar to AOL) running on 440 nodes. Since failure infor-
mation is sensitive, the company sharing this data prefers to
be anonymous (we refer to it as company X or system X).
The data was recorded during a 20-day period and its size
is about 2.5 TB.

The data set contains three types of data:
Request data.Every request executed in the system re-

ports at least the following attributes:time, machine, user
id, andapplication. In addition to that, a request reports
a subset of 450 attributes includingrequest type, content
lengthor queue duration; the actual attributes that are re-
ported depend on the application that is executed and the
events that happen during the execution. Note thatrequests
are not restricted to requests fromusers; requests from other
parts of the system are also included. Due to privacy rea-
sons, some of the attributes wereanonymized; replaced by
a hash of their string value. The peak rate of requests is
about 11,000 requests per second. Each 1 minute of request
data from all machines is stored in one compressed file of
size≈ 20 MB (uncompressed size is≈ 80 MB).

Performance data.Every node reports its performance
statistics every five minutes – 17 attributes such as:memory
utilization, swap utilization, load average, CPU idle time,

or TCP segments received in error. The size of the perfor-
mance data for 20 days is≈ 850 MB; the data rate is about
10,000 times slower than for the request data.

Trouble ticket data. The problems detected by opera-
tors were written to a log (≈ 450 kB) that includes possible
causes for the failures.

2.2. What is useful

Our experience with several companies suggests that the
following types of automatic log data analysis would be
useful in general:

1. localizing the root cause of a failure: Often the
system operators know thatsomethingin the system
failed, but localization of the root cause is a significant
problem. As reported by [9], one large site estimates
that about 93% of recovery time from application-level
failures is spent in detecting and diagnosing them.

2. predicting failures before they happen: If we could
predict failures of particular machines, we could redi-
rect the traffic from the affected machine and avoid ser-
vice disruptions.

3. detecting (unexpected) patterns in the data: During
thepost-mortemanalysis of a failure it would be use-
ful to have models of typical and unexpected system
behavior. These models would allow the operators to
better understand the system.

The automated analysis systems should not replace the
operators but help them understand the system better. Hu-
man operators are experienced with the system, so we need
to exploit it in our analysis. The analysis systems should
thus also incorporate feedback from the operators.

2.3. Analyzing the data

It is still not known what algorithms work best for system
log analysis. However, as summarized in Section 8, current
research mostly applies off-line algorithms such as decision
trees, Bayes nets or association rules along with time series
analysis and statistical tests. For analysis of our data set we
decided to start with a simple decision tree algorithm and
then gradually extend it.

Decision trees for important attributes
The basic algorithm uses decision trees to generate inter-
esting rules about the behavior of the system. Some of
the reported attributes indicate a possible error:error-code,
response-code, result, or db-error. For the system operators
it is important to understand what requests report different
values of such attributes. Since we prefer output in human-
readable format, it is natural to use decision trees to classify
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the values of such attributes using the values of the remain-
ing attributes.

Thus, this simple algorithm would look at all requests on
one machine during a specified time interval (say, an hour),
treat one of the attributes as aclass attributeand train a
decision tree using this data set. An operator can then easily
extract useful rules that define the classes.

It is often not enough to use only the original attributes
from the raw data. An operator who understands the sys-
tem might like to addnew attributesthat he would like to
classify or use in classification of other attributes. For ex-
ample, since most attributes are not reported most of the
time (such aserror-code), the presence of an attribute indi-
cates an event of interest. Therefore, for every attributeA in
the original raw log data, we define new boolean attribute
R A: ”is attribute A reported?”.

An anomalous value of a numeric attribute (such asdu-
ration) is yet another interesting event. For every numeric
attributeB in the original raw data, we define new boolean
attributeO B: ”is attribute B anomalous?”. We compute
the averageµB and standard deviationσB of the past val-
ues and define the new attribute to be true if its value is
outside the following interval:(µB − 3σB , µB + 3σB).

The algorithm described in this subsection (referred to
as algorithm A1) was implemented and the results are pre-
sented in Section 6.

Alternate algorithms

In the more advanced algorithm (A2) we would like to cor-
relate the performance and request data. We noticed many
short peaks in the performance data that last only for one
5-minute interval; values in the previous and the following
5-minute intervals appear normal. It would be interesting
to compare the requests during theanomalousinterval with
the requests during the previous or the following interval.
The details of the algorithm are as follows: 1) look at the
performance data and detect outliers/peaks, and 2) after de-
tecting an outlier at time intervalT , build a data set from
requests during intervalT − 1 (classnormal) and requests
during intervalT (classoutliers). The decision tree algo-
rithm will then try to classify the requests into these two
classes; the resulting tree would indicate the most impor-
tant differences between the classes.

Other extensions include using data from all machines
to detect types of requests of particular machines that cause
problems and using a better outlier detection algorithm such
as a one-class SVM (algorithm A3).

We tried to perform the required preprocessing ad-hoc
using Python scripts, but we found that it is very tedious
and time consuming to do, as described in the next section.

3. Practical problems of log data processing

When presented with terabytes of data, before trying out
any SLT algorithm, we need to think about how to handle it
efficiently. In this section, we describe our experience with
analyzing huge amounts of data. We first describe our early
attempts which use ad-hoc Python scripts and traditional re-
lational database systems for handling the data. We discuss
the need for a flexible architecture both for processing raw
log data and for providing input for SLT algorithms.

3.1. Preprocessing data for SLT algorithms

In practice, system log data are in arbitrary formats, and
thus, far from ready to be fed into an SLT algorithm. The
required preprocessing includes the following:

• Sampling: we need to sample the original log because
we are not able – and it is not necessary – to look at all
the observed data. Other reasons for sampling include
temporally variable data rate, dealing with unbalanced
data sets, removing duplicate entries or removing en-
tries that do not report the class attribute. Thus, a re-
configurable sampling algorithm must be supported.

• Cleaning the data: we need to filter out some unnec-
essary attributes from each of the event log entries: at-
tributes not reported by any sample and attributes with
constant values.

• Adding new attributes: the original attributes in the
raw data are often not enough or not suitable for anal-
ysis using SLT algorithms, as described in Section 2.3.
Values of some new attributes are easily generated;”is
attribute A reported?”. However, other attributes –
such as”is attribute B anomalous?”– might require
running a simple algorithm.

• Integrating streams from multiple sources: System
logs are generated on separate machines describing
different aspect of the system. For example, our data
set contains performance statistics, request log and
problem tickets, as described in Section 2.1. It is also
often necessary to integrate data sources unanticipated
at design time, since we might find more related infor-
mation as our familiarity of the system increases.

• Running multiple algorithms : Applying several dif-
ferent algorithms to our data is an important part of
our research. However, different types of algorithms
(such as on-line and off-line) require different exper-
iment setup and many publicly available implementa-
tions require different format of input data. Because
of huge amounts of raw log data, accessing it is a very
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expensive operation. Thus, we need to produce a sepa-
rate output file for each algorithm with one scan of the
raw data.

We needed a flexible system that can be configured to
generate input data for SLT algorithms in a more convenient
way.

3.2. Early experience with Python scripts

At the early stages of this project, we did not realize all
of the practical problems discussed in the previous section.
In order to get started testing the algorithms as soon as pos-
sible, we began writing Python scripts to process the data.

Python is a scripting language, which is very efficient
(in terms of code length) in processing text files. The sim-
plest preprocessing (scan through the data, project certain
attributes of each entry and output them as a text file) can
be expressed in about 50 lines of code, and some of our
original results were obtained with the data preprocessed in
this manner.

However, as we were trying out more algorithms, we
found ourselves frustrated by the following problems:

1. It takes a huge amount of time to scan through the
data. In our case, a single scan through one minute of
log data takes more than 10-12 minutes. Most of the
time is spent on reading the data from disk, uncom-
pressing it, and parsing it.

2. It is hard to handle multiple queries in a single
script. Producing data for multiple algorithms in a sin-
gle script makes the Python scripts significantly more
complex. A couple of aggregation queries take about
150 lines of Python code. It became even more com-
plex when we wanted to save some of the intermediate
results to disk for future use.

3. It is hard to add/modify existing queries. Adding
one query to the code may require changing the code
for existing queries, because we share the buffer and
intermediate results among the queries.

4. Fine grained parallelism is much harder to achieve.
We observed that preprocessing is CPU bounded (in-
stead of I/O bounded) on our cluster, so speedup can
only be obtained by using multiple processors. Paral-
lel processing of the data is very hard to implement in
fine granularities (such as at single-request level).

Our experience shows that even though ad-hoc scripts
are enough for small data sets, they can be very difficult to
maintain if re-running the script is slow and the set of SLT
algorithms we need to preprocess the data for is not known
in advance.

3.3. Problems with relational databases

We also considered using traditional relational databases
for our data, since the preprocessing can be specified as
SQL queries, reducing the complexity of preprocessing
scripts. We rejected this approach for the following reasons:

1. System logs do not have a fixed schema.System
logs usually have no fixed schema. Efficient relational
database operations require a well designed schema;
both logical (tables) and physical (file organization, in-
dexing etc.). Changing schema is assumed rare and ex-
pensive. However, the format of system logs changes
as the system evolves.

2. One-time-queries are not suitable for generating
multiple data output. The queries in a relational
database areone-time queries; generating another re-
sult usually requires a separate query. If a scan is re-
quired on a terabyte data base, each of the queries will
take days to run.

3. It is hard to support queries involving temporal
properties of data. However, this is essential in tem-
poral data analysis.

4. The cost of using a relational database is high.
Importing multi-terabytes of data into a relational
database would have brought to us very high initial
cost (both I/O and CPU) and storage cost.

4. A flexible architecture

In this section, we introduce a better data model –data
streamsand Telegraph Continuous Query processor to solve
the problem described in previous section.

We focus on the functionality and flexibility of our soft-
ware architecture and experience we get from running a
prototype implementation. For the interested readers, we
describe the details of the design and implementation of the
system in Section 7.

4.1. Stream model of system log data

As our early experience suggests, a good data model is
necessary for processing huge amounts of system log data.
A data modelis a collection of high-level data description
constructs that hides the underlying low-level storage de-
tails [16]. It helps people to understand the data better and
they can build proper data processing systems to manipulate
the data.

We found that system logs fit the stream data models
well, because of the following characteristics [2]:
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1. Log data entries arrive on-line. The rate is determined
by the data source and the temporal rate variation can
be large. Also, the stream processor does not have any
control over the order in which data elements arrive.
In large scale distributed computer systems, such as
the system X, logs are generated continuously on each
of the machines with different data rate.

2. A data stream is an infinitely long sequence of data
elements, but the memory on the stream processor is
limited. Once a data element is processed, it has to be
either discarded or archived, which makes it hard to lo-
cate the element and process it again. This situation fits
our application well, since old system events are much
less valuable, for failure detection, and even for long
term client behavior analysis. Once the desired statis-
tics have been obtained from the raw data, it becomes
less important, and people usually do not have a chance
to look into the old data again. Typical companies
archive raw system log data for a few weeks before
discarding them, but the statistics and data represent-
ing interesting system events are preserved. Stream
processing and SLT can help us find and preserve the
interesting data more efficiently.

3. A time stamp is attached to every entry in the data
stream explicitly or implicitly (i.e., the arrival time at
the stream processing system). Therefore, the system
preserves the temporal properties of the data. It also
allows most recent data to be accessed more efficiently
so that temporal algorithms can be used easily.

The benefits of using data stream over ad-hoc scripts and
relational databases are the following:

Continuous queries

The queries on data streams are usuallycontinuous queries,
in contrast to one-time-queries. One-time-queries run on a
snapshot of the data, and return a single result to the user,
while continuous queries are evaluated as data elements in
the stream arrive.

Here is an example of a continuous query:Which ma-
chine has handled 5 times more requests than any other
machine over the last 10 minutes?This query has to be re-
evaluated each time a new system log entry arrives, and thus
produces an output data stream containing the name of ma-
chines. The output stream can be used directly as an indica-
tor of system failures or can be used as a regular data stream,
for example, as an input to an SLT algorithm. Continuous
queries can either be pre-defined or ad-hoc, and multiple
queries can run on a single data stream concurrently. The
ability to perform continuous queries has great advantage
for preparing data for SLT algorithms.

Off-line SLT algorithms can be used too
As described in Section 8, many commonly used SLT algo-
rithms are off-line algorithms (e.g., our decision tree algo-
rithm), which work onchunksof data instead of streams. It
is trivial to accumulate preprocessed stream in a buffer to
get a data chunk large enough for the off-line algorithm. It
is better than traditional methods in that preprocessing the
databeforebuffering it allows us to save only the data we
want, thus making the buffering much more efficient.

Easy-to-change schemas
It is easy to change stream schema, since there is no data
stored in database. This makes it easy to add new streams
and modify the output desired. For example, to generate the
data for algorithm A2 (Section 2.3) we needed to integrate
performance and request data.

The idea of stream processing has been commonly used
in the past. For example,grep in UNIX is a program that
processes stream queries specified as regular expressions.
The Python scripts we wrote are also stream processors.
However, they resulted in ad-hoc and complex solutions.

4.2. Overview of the architecture

We wanted to build an infrastructure to support data anal-
ysis research of system log data. A major concern issim-
plicity. It should be simple enough that the initial con-
figuration should either be automatically generated or be
specified with a high-level description. The interface be-
tween our architecture and the system monitored should al-
low easy deploymentin production environment. This ar-
chitecture should beflexibleenough to accommodate many
algorithms, both on-line and off-line, without significant re-
configuration. It should also be easy to add or remove data
streams and components.

The purpose of the system is also tomake the algorithm
implementation as easy as possible, so that SLT researchers
can focus on the algorithm rather than on tedious job of
accommodating various input formats of raw data.

We tried tomake use of available softwarefrom other
research projects. The major component we use is Tele-
graph Continuous Query engine (TCQ) [12, 18]. TCQ
is a continuous dataflow processing engine build on the
code base of PostgreSQL, a popular open-source object-
relational database system. It contains functionality of both
relational database and stream processing. It supports con-
tinuous queries over streams, the cost of query evaluation
is shared among all queries and the executor adapts to the
characteristic change of the streams. It overcomes the prob-
lems with relational databases discussed in Section 3.3.

The use of TCQ helped us to easily specify and
add/remove continuous queries, which solved the second
and third problem discussed in Section 3.2.
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Figure 1. A general structure of the system. We used publicly available TCQ implementation as our major building block, and
other components are currently written in Python. Our data are originally stored in a single data file. To make the data processing
rate as fast as possible, we used 4 machines as stream sources, and load splitter is used to split the the stream round-robin by time
to a set of (up to) 36 identical TCQ instances. Before splitting, a unique sequence number is assigned to all the entries of the log
to allow a later reconstruction of the original order. The first tier of TCQ nodes performs queries that are independent of time (i.e.
queries that do not have a time window specification). The output streams are directed to the stream combiner to reconstruct the time
order. If many output streams are required, multiple combiners can be implemented. After the streams are combined, the second
tier of TCQ instances performs time dependent queries. The final output streams are output to SLT algorithms. The output from
SLT algorithms is also modelled as a data stream which can be displayed in a GUI and/or redirected to a centralized controller as
feedback from the system.

Turn-around timeis our next concern, or more specifi-
cally, the delay before one can start evaluating an SLT al-
gorithm. We organized our architecture in multiple tiers
and run each tier in parallel. Our software architecture is
build on TCQ, which has all benefits of TCQ and it allows
user to specify fine-grained parallel execution over a com-
puter cluster to achieve short turn-around time and scalabil-
ity. The main features include:

1. Data in the system are modelled as data streams, which
are easy to understand and manipulate. Design of the
system is driven by the flow of data. The output of
one stream processor can be used as input of another
and any stream can be buffered and used by an off-
line algorithm. Another advantage of using streams,
is that users unfamiliar with SQL can simply specify
their queries in other languages such as Java.

2. It is easy to buffer a stream of data for a certain pe-
riod of time to support off-line algorithms that require
chunks of data. Result-saving policy can be specified
separately for each stream in order to deal with tempo-
ral variation of stream data rate, importance of differ-
ent streams and storage constraints.

3. It is also simple to cache/store any intermediate stream
to disk and reuse it later. This is especially impor-
tant for research purposes, as we are constrained by
the hardware resources available to us.

The architecture also supports the functionality de-
scribed in Section 3.1, which we present with an example
in the following section.

5. Experience with our prototype

We implemented a prototype of software architecture
on a local cluster. The prototype is designed to be mod-
ular enough so each component can be easily replaced as
long as it follows a simple stream interface. Major compo-
nents include: data source, load splitter, stream combiner,
TCQ processor, and SLT algorithm wrapper. The struc-
ture of the system is easily specified in an object oriented
way (description of the components and the interconnec-
tions among them), and then automatically translated into a
sequence of scripts which start all the components on mul-
tiple nodes of the cluster.

The general structure of the architecture is described in
Figure 1. The functionality and interface of these compo-
nents are described in more detail in Section 7. Here we
focus on how to use the system and the benefits of using it,
which we believe is of more interest to our readers.

This example uses two tiers; the first tier performs time-
independent sampling and processing that reduces the size
of the stream for time-dependent processing. The data are
currently processed in the order they enter the system for
the ease of implementation. We consider more advanced
load balancing as an important part of our future work.

A simple query
We start with a simple query from a traditional monitoring
system; query R:the average latency for HTTP requests
over last 30 seconds. Note that this query cannot be run on
TCQ instances of tier 1 (query Q on Figure 1), since not
all the data for ”last 30 seconds” is present in either one of
the queries Q. Instead, query Q just performs sampling to
decrease the size of the stream (time independent) and the
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select avg(f_delay) as f_delay_avf,
stddev(f_delay) as f_delay_stddev

from rawlog
where f_app=’http’
group by f_app window r [’30sec’];

Figure 2. A continuous query that computes the average
latency for HTTP requests in the input stream over the last
30 seconds. This query can only run on tier 2 in Figure 1,
since it involves time-dependent queries.

request data A1Q

Figure 3. System architecture for algorithm A1. The
outer rounded rectangle corresponds to the whole architec-
ture from Figure 1. For this algorithm the input stream con-
sists of 450 attributes. If an attribute is not present in the
entry, its value is defined as NULL.

actual query R is executedafter the combiner in the sec-
ond tier of TCQ instances. Adding a query (as specified
in Figure 2) only takes one SQL statement and running a
single-line shell command and can be done on-line without
stopping the stream sources.

Supporting Algorithm A 1

Figure 3 presents the simplified system configuration for al-
gorithm A1 (Section 2.3). In particular, we want to generate
a decision tree for attributef class for requests from ma-
chinemachine54 and applicationproxy . Query Q on
Figure 4 shows all the required preprocessing. The output
stream generated by Q is formatted as comma-separated-
values and can be directly used in a decision tree imple-
mentation. Note that this stream must be buffered to form
a chunk before passed to the algorithm. The description of
the system takes 48 lines of code.

select f_class, f_app, f_machine, f_bytes-served, f_ip,
(f_error-code is not null) as f_error-code_reported,
(f_duration < LOW OR HIGH < f_duration)

as f_duration_outlier
from rawlog
where f_app=’proxy’

f_machine=’machine54’
f_class is not NULL

Figure 4. Query Q for algorithm A1: the first line projects
the specified attributes and the next two lines generate two
new attributes (Section 2.3) from raw log. Thewhere
clause specifies that only accepted entries are from ma-
chinemachine54 and applicationproxy that also report
a value for the class attribute. Note that we prefer to let this
query run on tier 1 (Figure 1), since the output stream is
much smaller than the input.
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Figure 5. When increasing the number of TCQ instances
running in parallel, average throughput increases linearly.
System X generates about 8360 log data entries per second
which can be handled on 8 TCQ nodes in real-time. 36
TCQ nodes can handle 36500 entries per second which is≈
600GB of log data per day. We used 4 parallel data sources;
with fewer data sources, their throughput will eventually
become bottleneck of the system.

The speedup when using multiple machines in parallel is
shown in Figure 5. We used 4 parallel stream sources (i.e.,
we split the log file containing data for all of the 430 ma-
chines into four pieces and used 4 nodes to generate stream).
Running up to 36 TCQ instances in parallel, we observed
linear speedup and the system processed 1 minute of the
system log (501572 log entries) in 13.7 seconds. We think
that this turn-around time is good enough for us. Also, since
the data are produced in time order, we can run algorithms
on the output streams without waiting for the processing to
complete. In a real world implementation, the data source
itself is naturally parallel since the logs are generated on
different machines.

Supporting algorithms A2 and A3

To support algorithm A2, we need to add the performance
data stream to the system. This can be done by simply
adding a data source and since the data rate is very low,
a load splitter is not required. We connect this stream di-
rectly to one of the TCQ instances in the second tier, after
the first tier processing is done. This TCQ instance looks
at the performance metrics and uses their average and stan-
dard deviation to detect outliers. The output stream of this
query (called acontrol stream) is non-zero when an outlier
is detected. The control stream is then connected to another
TCQ instance in the first tier that generates an appropriate
stream for A2.

The architecture for A3 presented on Figure 6 is very
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Figure 6. structure of the architecture that supports A3.
The data stream is used to build a Support Vector Machine
(SVM), which is an off-line algorithm. the SVM built is
then used on-line to detect outliers. Once an outlier is de-
tected, a new query is initiated so that the data from last 10
minutes are preprocessed for decision tree algorithm C4.5
as described in Section 2.3.

similar to A2. The outlier detection is now performed by an
external algorithm – an off-line one-class SVM. The per-
formance data stream is thus forwarded to two components:
one that generates the model and another one that use a pre-
viously generated model for outlier detection. The rest of
the architecture remains unchanged. These simple changes
to the architecture for A1 show the flexibility of the system.

Supporting any algorithm
Since the data flows in streams that can be buffered we can
use this architecture with any on-line or off-line data mining
or SLT algorithm. All entries entering the system contain a
time stamp and, in addition, we assign them a unique se-
quence number. All the processing (such as SQL queries
or merging different data streams) preserves the original or-
der of entries and thus temporal algorithms can be used too.
Further, because the output of any algorithm is also mod-
elled as a stream, we can arbitrarily combine multiple algo-
rithms.

Updating a component of the system
In our initial setup, we used a very simple stream source
component which was implemented using a single-threaded
Python script. After the system was up and running, we
found its performance unsatisfactory, so we implemented a
new stream source with multi-threading. Removing the old
source and adding the new one took only two shell com-
mands (one to stop the old one and the other to start the
new one), while all other components were left intact with-
out restarting. The whole process took only a couple of
minutes, before the system continued to produce new output
data. All the stream source implementations are straightfor-
ward and even the multi-threaded one consists of only 90
lines of Python code.

6. Results of algorithm A1

In this section we present results of the algorithm A1

from Section 2.3. We used the standard implementation
of C4.5 decision tree algorithm from the machine learning
tools package Weka [23]. The depth of the trees was con-
strained to be no more than 7 and the minimal number of
samples in a leaf was set to 10.

The results are based on 4 hours of request data from a
single machine running mainly the proxy application. The
following preprocessing was applied: a) add new attributes
as described in Section 2.3, b) remove useless samples (ones
that did not report the class attribute), c) remove useless at-
tributes (ones that are constant), and d) resample the data
to obtain smaller data set (about 20 - 30 MB) and to bal-
ance the classes of the class attribute. The resulting trees
are presented in Figure 7. The decision treesB’ and C’

were generated from the original data set after filtering out
attributesR cache-served andduration , respectively.

How useful this is for the operators
As this is work in progress, we didn’t yet carry out any ex-
tensive evaluation of this algorithm. However, the early re-
sults are encouraging; we showed these decision trees to
one of the operators in company X and he thinks they are
very useful.

For the operators, there are two main characteristics that
make this approach very valuable. First, the decision tree al-
gorithm can automatically search through the large number
of attributes and find a small subset that is correlated with
the class attribute. For example, the first decision tree for
attributeR error-code says the following:”the requests
that report anerror-code (almost certainly) do not re-
port attributescache-served and server-duration” .
The structure of the decision tree also allows the operator
to quickly identify points of interest: for example URLs
6520... and2336... (see the decision treeB’ ) almost
always generate anerror-code . The possibility of defin-
ing new attributes on-the-fly makes this very attractive.

We can hardly expect an automated analysis system to
replace the operators; an ideal system will thus accept feed-
back from the operators and improve its analysis accord-
ingly. Decision trees allow a simple version of this: if the
decision tree generates rules that are trivial for the operator
and he understands them, a few attributes can be filtered out
from the data set and the algorithm can generate an alterna-
tive explanation.

An example can be seen in the decision tree for attribute
O client-write-duration ; the first decision tree gener-
ated a simple decision tree that is probably clear for the op-
erator (”attribute duration is almost perfectly correlated
with the outliers in attributeclient-write-duration” ).
After removing the attributeduration from the data set,
the alternative decision tree offers more interesting insights.
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A: class attribute: error-code
bytes-served <= 195: 145 (135/9)
bytes-served > 195
| R_content-len = yes: 32 (98)
| R_content-len != yes
| | R_not-cached-reason = yes: 32 (45/19)
| | R_not-cached-reason != yes
| | | duration <= 15.2
| | | | bytes-received <= 2680: -13 (39)
| | | | bytes-received > 2680
| | | | | bytes-received <= 2805: 131 (30/7)
| | | | | bytes-received > 2805: -13 (85/13)
| | | duration > 15.2: 131 (69/6)

_____________

B: class attribute: R error-code
R_cache-served = yes: no (10469)
R_cache-served != yes
| R_server-duration = yes: no (7686)
| R_server-duration != yes: yes (18094/5)

B’: class attribute: R error-code
attribute R_cache-served removed
duration <= 2.25
| client-write-duration <= 0.0: yes (200/4)
| client-write-duration > 0.0
| | bytes-served <= 210
| | | R_server-duration = yes: no (873)
| | | R_server-duration != yes: yes (1969/10)
| | bytes-served > 210
| | | visit-url = 6520...: yes (69)
| | | visit-url != 6520...
| | | | visit-url = 2336...: yes (72/1)
| | | | visit-url != 2336...: no (18909/1934)
duration > 2.25
| R_server-duration = yes: no (291)
| R_server-duration != yes: yes (13866/6)

_____________

C: class attribute: O client-write-duration
duration <= 9.71: false (18018)
duration > 9.71: true (18231/71)

C’: class attribute: O client-write-duration
attribute duration removed
bytes-served <= 67958
| R_error-code = yes
| | R_content-type = yes: true (253/6)
| | R_content-type != yes: false (17)
| R_error-code != yes
| | gmt = 2003-06-24 00:01:07: true (54)
| | gmt != 2003-06-24 00:01:07
| | | user-id = 96848766314153157: true (99/6)
| | | user-id != 96848766314153157
| | | | gmt = 2003-06-24 02:23:28: true (45)
| | | | gmt != 2003-06-24 02:23:28
| | | | | visit-url = 8227...: true (43)
| | | | | visit-url != 8227...: false (18005)
bytes-served > 67958: true (17733/55)

Figure 7. Binary decision trees for the attributeserror-
code, P error-code, and O client-write-duration. Every
line represents one conditional branch in the tree. The class
attribute is in bold. The numbers in brackets represent the
number of samples in that leaf (x) or number of samples
and number of false positives for that leaf (x/y). The top of
the treeA thus means: ”Ifbytes-served≤ 195, the value of
error-codeis 145 (if the error code is reported). This rule
is valid for 135 samples and invalid for 9 samples. Ifbytes-
served> 195 ...” (we move to the other branch). The at-
tribute ”R attr” represents a newly generated attribute ”was
attributeattr reported?”, ”Oattr” represents ”is attribute
attr an outlier?”.

Remember that these results were generated using data
from a single machine and a single application running on
that machine. After we add requests from all the machines
and all the applications we get a much more powerful tool
that allows us to correlate events across the whole cluster.

7 Design and Implementation details

In this section, we describe the components and their in-
terfaces in our architecture in more detail.

7.1. Key component, Telegraph Continuous Query
Engine

General stream processing techniques have been studied
in database community in great depth [1, 6]. A number
of general purpose stream processing systems have been
built [2, 12]. We use Telegraph Continuous Query en-
gine [12], which is designed to process data streams with
adaptive, continuous queries.

The queries are specified in PostgreSQL SQL, with all
data types and functions. One query is usually specified by
a few lines of SQL and all the query plans are automati-
cally optimized. This makes adding and modifying queries
significantly easier than ad-hoc scripts.

As the characteristics of the data stream change, the
query execution changes adaptively. For example, during
a system failure the average delay may suddenly go very
high and thus a selection condition ”delay> 10 sec”, which
normally throws away almost all tuples suddenly becomes
not selective. Without adaptive query execution, the query
evaluation may become very inefficient for other operators
in the query plan.

TCQ supports running multiple queries on a single data
stream and generating multiple outputs concurrently. This
best fits our case of running different SLT algorithms re-
quiring different input data on a single log file. The compu-
tation and storage are shared aggressively, so running more
queries on the same stream does not increase workload sig-
nificantly.

TCQ is still in its early research stage [18]. The released
version is functional, but not optimized for performance. A
single node running TCQ takes 7 to 14 minutes to process
one minute of system log data in our data set, which is the
reason why we used multiple instances of TCQ running in
parallel. We are interacting with the TCQ research team to
investigate higher performance and new features.

7.2. Other building blocks

Modularity is an important goal of our design. We de-
signed the system so that it consists of simple building
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blocks (see Figure 1) that communicate with each other us-
ing sockets. They can be deployed on a single physical node
or over multiple nodes in a cluster. These components were
written in Python and comprise about 750 lines of code.

Data sourceis the interface for getting the various kinds
of data, translating them into data streams and feed them
into the stream processing system. It provides a small inter-
face to the production system, and can be overridden to use
multiple types of data, such as logs stored on disk, network
monitoring readings, or live stream of system event reports.

Load splitter is a small component used for load balanc-
ing that takes a single input stream, divides it into multiple
streams and redirects them on to multiple nodes. When the
data rate cannot be handled by a single TCQ instance, we
create multiple instances and use the load splitter to route
the stream to all the instances. The data processing within
the load splitter should be simple and fast, since it is on the
critical path of the system and always sees a large data rate.
Currently we think the best algorithm is splitting by time,
i.e. sending data elements in round-robin manner to each
of the stream processors. This provides best throughput
since there is no cost for examining and parsing the data.
Of course, more advanced load splitter can be built, espe-
cially considering the properties of the source stream. Load
splitter can be changed in the system without affecting any
other components.

Stream combineris a component used to combine mul-
tiple streams generated by load splitter to re-create the orig-
inal order of entries. It works on the original time-stamp
attached to each entry in the stream. If the time-stamp is
too coarse grained to order the entries (for example, there
are 600 events in a single second and some of them have
causal dependency), we attach a unique sequence number
to each entry when it is pushed into the system.

TCQ instances, as described in Section 7.1, are the key
components in the system. They take in multiple SQL
queries, multiple data streams and output the results of the
queries as data streams. The output data streams can be
buffered for off-line algorithms or written to files for future
use. The raw stream can be configured to be archived. The
TCQ instances also output its own performance statistics as
data streams (which is called introspective query) to cen-
tralized controllers.

SLT algorithms are defined as a components taking data
streams or a file as input and output another data stream.
The data stream can be interpreted by a GUI component for
human administrators to review or achieved for future refer-
ence. Publicly available algorithms can be plugged into the
system with only a minor wrapper for reading data streams
(for example, through JDBC or simply through a UNIX
pipe).

Note that the data streams between each component are
not necessary in the same format. They can be implemented

as text streams, but we can also use binary streams with type
definition which saves parse time. Changing the format of
a stream is simple; it only requires to change the output
format of the sender and input format of the receiver or add
a separate wrapper around the receiver.

7.3. Putting everything together

We provided a simple way to build the system from com-
ponents with simple object oriented specifications. All the
components are modeled as a class. To build the system,
one only needs to specify the parameters of the components
or override some of the functionalities and the interconnec-
tions among them. A program we provide automatically
generates a shell script that starts the components on mul-
tiple machines in the cluster. There are separate scripts for
adding and removing streams and queries from each.

There are two steps to add a new SLT algorithm. First,
the algorithm ”subscribes” a stream from the system, which
is done by specifying a new query. Second, the user may
need to write a simple wrapper to generate the correct for-
mat and/or add a header.

We feel that although now it takes only less than half
an hour to write the script that generate the architecture in
Section 5, it would be more convenient to use a GUI.

8. Related work

This research is a multi-disciplinary research involving
SLT, data mining, dependable system design, data ware-
housing and processing.

SLT for systems
Recently, a few researchers started using SLT algorithms for
detecting and localizing system failures and software bugs.

In [4], Chen uses decision trees for localization of fail-
ures on the eBay web site. Each executed request reports at-
tributes such as name, type, machine, version and status of
the request. A decision tree is trained to predict the status
attribute and the generated rules are used to localize what
machine, type of request, or version of software is causing
problems.

In his work on Pinpoint [3, 9], Kiciman instrumented the
JBoss application server so that a J2EE application reports
execution pathsof all requests. The path is a list of J2EE
components that the particular request used. Pinpoint can
detect anomalous paths and correlate them to identify the
failed components.

Cohenet al. [5] uses Tree-Augmented Bayes Nets for
automated performance analysis. 124 types of performance
metrics are measured on a sample server and the induced
model is used for prediction of Service Level Objective vi-
olation.

10



Researchers at IBM Research [21, 22, 17] apply tempo-
ral data mining and time series analysis to predict critical
events in computer system such ashigh CPU utilizationor
imminent router failure.

Liblit [10] proposes a sampling infrastructure for gather-
ing information about execution of C programs. He instru-
ments the source code of the program at every branch, as-
signment and function call. The recorded information from
runs of the program that crash are correlated to obtain the
possible bugs.

Most of the work mentioned above has the same goal as
our research – use automated analysis of computer systems.
However, experiments conducted in the referenced papers
use smaller data sets (10 – 100MB) compared to our data
set of a few terabytes.

System monitoring and management
There have been a lot of efforts on monitoring systems in
both academia and industry. Simple Network Management
Protocol (SNMP) [8] allows user to instrument and monitor
aggregated performance of heterogeneous component in a
network environment. It provides a visualized and hierar-
chical infrastructure to support high volume data collection
and separating management boundaries.

There are commercial tools that allow user to
monitor and do simple analysis on the data col-
lected. The major tools include HP OpenView (http://-
www.openview.hp.com/), IBM Tivoli (http://www-306.-
ibm.com/software/tivoli/), Microsoft Operations Manager
(http://www.microsoft.com/mom/). These tools allow user
to navigate through the collected and stored data, and run
statistical analysis on them. However, they are not designed
for preparing data for SLT algorithms.

Traditionally, the collected data are sent to some cen-
tralized servers which may waste bandwidth. Both Astro-
labe [20] and PIER [7] manage to collect and analyze the
data on the node where they are generated. Astrolabe makes
use of gossip protocol and the architecture is formed in a hi-
erarchical structure of domains. PIER is implemented on a
DHT [19]. Both allow user to run queries in SQL which are
then evaluated in a distributed way in the system.

Stream data processing and mining
Our work is also related to the stream processing and data
mining work in database community. Stream processing ad-
dressed the issue of dealing with data that arrive in multiple,
continuous, rapid and time-varying data streams [2].

A number of stream processing systems have been pro-
posed to handle continuous queries over a data stream [2, 1].
TelegraphCQ [12] addresses this problem with eddy query
processing framework that adapts the temporal variation of
data streams in data rate and statistical characteristic of the
data stream. It also allows to share evaluation path among
multiple queries.

Several new algorithms that are suitable for mining data
streams were proposed. The characteristic of most of these
algorithms is that they only look at every tuple in the stream
once [6]. In contrast, for most of the SLT algorithms it is
not enough to look at each data tuple just once. Buffering
and caching of old data are supported in our work to solve
this problem.

Stream processing is also used in sensor network data
monitoring and analysis [11]. Though the data rate from
sensor network can also be high, it is much less complex
than logs generated by a large cluster of computers.

9. Future work

As a joint disciplinary research project, we have two
tracks of future research that are interleaved.

SLT algorithms
There are a few interesting challenges for SLT researchers.
To understand a system better, we can – in the extreme
case – instrument every line of source code of the appli-
cations running on the servers. However, this instrumenta-
tion is highly redundant and so an interesting question to
ask is ”how much instrumentation do we need to get the
best results?”Source code instrumentation at even a much
coarser level will generate a few orders of magnitude more
attributes;”how can we select a subset that contains the
most interesting attributes?”

Another problem of current SLT algorithms is that they
assume global knowledge of all the data. However, with
tens of thousands of machines, the central storage will cer-
tainly become a bottleneck; we cannot even download all
the data. The possible solutions include: a) store history
of the raw log data in the machines, monitor only a few
selected attributes and download the necessary data only af-
ter we detect a problem, b) do early processing of the log
data in the machines, or c) sample all the attributes and over
time decide which ones are less/more important and sample
slower/faster.

Software architecture
We will turn the prototype discussed in the paper into a
more general toolkit and make it publicly available to the
SLT researchers. There are several other components that
we plan to add into our system, which are not implemented
in the prototype.

• We want to support the operator-automated system in-
teraction. We want to implement this by a GUI for
viewing the output of the algorithm, modify the param-
eters and data fed into the algorithm to generate better
result. We also want to model human input as another
stream into the system and let the system adjust queries
automatically.
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• Adding a centralized controller to the architecture,
which collects statistics from different components
and dynamically allocates physical nodes to each of
the components. This gives us the ability to monitor
and analyze the architecture itself. We can monitor
the load of each component of the system and dynam-
ically balance load when sudden load change happens
or query behavior changes.

• A distributed optimizer for query evaluation. Currently
adaptive query executor only works on single node, but
we need a centralized/distributed query optimizer in
order to remove the job of routing the stream manually
among the nodes, and thus providing a single system
image of the distributed architecture.

10. Conclusion

Our experience suggests that we cannot use ad-hoc sys-
tems for automated analysis of huge system log data set
from on-line services. Instead, we propose a modular archi-
tecture that was shown to easily handle 600 GB of system
log data a day. The architecture is flexible enough to be used
for any type of on-line or off-line data analysis algorithm.
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Abstract

We are given temporal customer-oriented dataset, where
each transaction consists of set of events that are associ-
ated with a customer id and a timestamp. For each cus-
tomer there are several transactions with different times-
tamps. One of the events is defined as the target event. We
introduce the problem of mining target events rules that are
based on the discovery of continuous sequential patterns
over such databases. We propose two algorithms to solve
this problem and evaluate their performance using real-
life data. The presented algorithms, CTSPD and CSPADE,
have comparable evaluations, but the CTSPD, as expected,
turns out to work faster.

1 Introduction

Motivation Many of the the modern databases are tempo-
ral and customer-oriented, like the famous basket database,
that is, a dataset of purchases where each purchase is asso-
ciated with an owner and a time [3, 8, 2]. Such databases
collect and store the transactions in the order of receiving
the data. A huge amount of data is collected every day in
the form of event time sequences. Common examples are
recordings of different values of stock shares during a day,
accesses to a computer via an external network, bank trans-
actions, or events related to malfunctions in an industrial
plant. These sequences register events with corresponding
values of certain processes, and are valuable sources of in-
formation not only to search for a particular value or event
at a specific time, but also to analyze the frequency of cer-
tain events, or sets of events related by particular temporal
relationships. This type of analysis can be very useful for
predicting the future behavior of the monitored process.

Many commercial problems for data mining include pre-
diction of the behavior of the customers. The miner can de-
fine the target predicted event, like the customer will/will�partially supported by the Lynn and Frankel center for computer sci-
ence and by the Paul Ivanir Robotics center.

not buy something or will/will not change his/her status.
The companies are usually interested in the sequence of ac-
tions or events that leads to such particular action (let’s note
thembasicevents andtarget event, respectively) [9]. For
that purpose such companies may collect and store the in-
formation about customers in the form of transactions in-
cluding customer id, time, set of basic events and the target
event associated with that id and time. We introduce the
problem of target events rules using continuous sequential
pattern mining over such dataset.

A sequential pattern is defined asA1 ! A2 ! � � � !An whereAi, 1 � i � n are events (or set of events) and
time(Ai) � time(Aj) for i � j [6, 15, 5, 1].

In the previous algorithms for mining sequential patterns
the resulting sequence need not be continuous (the sequenceAB ! C is continuous if there is no eventD that happens
afterABand beforeC). But such patterns do not contain in-
formation about how exactly the pattern’s events affect its
other events. For instance, the patternA ! B may express
“B happens year afterA, and some other events happened
during that period” and, at the same time, it can mean some-
thing different, like “B happened immediately afterA”. We
are interested only in precise, continuous sequences that im-
ply a target event. An example of such a rule may be: “After
buying a ticket to the football match which was immediately
after purchasing a merchandise, the customer buys a sport
lottery”. We will give a precise definition of these rules later
in this paper.

The application that we are interested in and have real
data on is that of up-sale/cross-sale of telecommunication
companies that are interested in selling additional or up-
graded products to their customers [9]. Companies need
to identify target-customers for product upgrade sales. One
important potential source of information is usage data, e.g.
how much bandwith was used by each user at every hour
during the last weeks or months. Customer usage data dif-
fers in that it is a time series. Although there is a consid-
erable amount of work on time series, most of it deals with
the prediction of a future value in the time series, as in stock
market prediction [11]. In our case, we use the time se-
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ries in order to predict a phenomenon external to the time
series. Our target concept is a boolean feature that indi-
cates whether the customer will buy an upgraded product
in the near future. To reduce the problem to the attribute-
based, we extract the subset of important threshold features
of the form: the fraction of the time in the periodX that
a certain measure was aboveY (for example, such feature
may be the fraction of the time that the bandwidth utiliza-
tion was above90% in the last5 weeks.) Since all the fea-
tures were continuous, we used abstraction algorithms to
map them to discrete values. The reduction of the problem
into attribute based allows us to use conventional data min-
ing algorithms (with our enhancements). In [9] were used
rules received from such algorithms as Association Rules
(including Quantitative and Clustered Association Rules)
and BKB.

Related work The problem of sequential patterns was in-
troduced in [5] by R. Agrawal and R. Srikant. They pre-
sented three algorithms for solving the problem of discov-
ering sequential patterns over large databases of customer
transactions. The proposed algorithms generate a data se-
quence for each customer from the database and search on
this set of sequences for a frequent sequential pattern. For
example, the algorithms can discover that customers typ-
ically rent “Star Wars”, then “Empire Strikes Back”, and
then “Return of the Jedi”. Two of these algorithms, GSP
and AprioriSome, were designed to find only maximal se-
quential patterns and the third algorithm, AprioriAll, finds
all patterns. Briefly, AprioriAll is a three-phase algorithm.
It first finds all itemsets with minimum support (frequent
itemsets), transforms the database so that each transaction
is replaced by the set of all frequent itemsets contained in
the transaction, and then finds sequential patterns. All algo-
rithms are based on the classic Apriori principle, introduced
with the Association Rules Discovery problem [3], [4].

In a later paper, the same authors, [13], generalize the
problem by introducing such terms as time constraints that
specify a minimum and/or maximum time period between
adjacent elements in a pattern, and a user-defined taxonomy
(is-a hierarchy) on items allowing sequential patterns to in-
clude items across all levels of the taxonomy. A sequence
in [13] consists of a list of sets of items, rather than being
simply a list of items. In addition, authors of [13] are inter-
ested in finding all sequences with minimum support rather
than only maximal frequent patterns.

H. Mannila et. al. [12] search event sequences for fre-
quent patterns of events. These patterns have a simple struc-
ture (essentially a partial order) whose total span of time is
constrained by a window given by the user. The technique
of generating candidate patterns from sub-patterns, together
with a sliding window method, results with effective algo-
rithms. Similarly to [5], the strategy of [12] is starting with

simple sub-patterns (subsequences in this case) and incre-
mentally building longer sequence candidates for the dis-
covery process.

The work by Wang et. al. in [14] also deals with the dis-
covery of sequential patterns, where the considered patterns
are in the form of specific regular expressions with a dis-
tance metrics as a dissimilarity measure in comparing two
sequences. The proposed approach is mainly tailored to the
discovery of patterns in protein databases.

M. Zaki, [15], analyzes sequential dependencies among
different events and introduces an algorithm that is called
SPADE (Sequential Pattern Discovery using Equivalence
classes). For efficient and fast search for all frequent pat-
terns, SPADE utilizes combinatorial properties to decom-
pose the original problem into smaller sub-problems, that
can be independently solved in main-memory using effi-
cient lattice search techniques, and using simple join oper-
ations. The ’search space’ is decomposed into prefix-based
parent equivalence classes and all frequent sequences are
enumerated via BFS or DFS search within each class. All
sequences are discovered in only three database scans.

In order to solve the event prediction problem, Gary M.
Weiss in [10] developed Timeweaver, a genetic-based ma-
chine learning system that, given a pre-specified “target”
event, learns to identify patterns in the data that success-
fully predict the future occurrence of that event.

In our work we use some of the above methods but adapt
them to the special application domain where we are inter-
ested only with rules whose right side is a target event and
left side is a consecutive sequential pattern which ends with
the target event.

Organization of the paper We give a formal description
of the problem of mining target events rules in Section 2. In
Section 3, we describe CTSPD, an apriori-based algorithm
for finding such rules from continuous patterns, and present
an illustrative example. In Section 4 we describe the second
algorithm (CSPADE) which is based on SPADE [15], and
is modified according to our problem definition. In Section
5 we empirically compare the performance of CTSPD with
the CSPADE, and study their scale-up properties. We con-
clude with a summary in Section 6. The appendix contains
a more detailed description of SPADE [15].

2 Definitions and Problem Statement

We are given a datasetD of customer transactions.
Each transaction consists of customer id, timestamps (start
date and end date), several basic events and one tar-
get event. More formally, such transactions look likeh
ust id; s date; e date; ev1; ev2; : : : ; evn; targeti,
whereevi is the basic event occurring at[s date; e date℄
and thetarget is a boolean feature that indicates whether
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the customer did or didn’t do some action in the end of
this period (for example, did he buy an upgraded product
or didn’t). Formally, each basic event is associated with the
period betweens date and e date, and each target event
is associated withe date. No customer has more than one
transaction with the same timestamps.

An event evi is denoted by a pairhevent typei; event propertyii, where event typei
is an attribute andevent propertyi is a value of that
attribute in the record.

An itemset is a non-empty set of events occurred at
the same period. Denote itemsetl by (ev1; ev2; : : : ; evn),
whereevi is an event.

A sequenceis an ordered list of itemsets and denoted byl1 ! target1 ! l2 ! target2 ! : : : ln ! targetn,
where li is an itemset of basic events andtargeti is an
event with the boolean property yes/no. We callli theith basi
 level (level of basic events) andtargeti is theith target level. Note thatl1 and/ortargetn need not exist
— the sequence can start from the target level and/or end
on the basic level. The sequence has to be continuous. The
sign! means “happened immediately after” (or, more pre-
cisely, “without other events occurring in between”).

The sequences is denoted byl1 ! target1 ! l2 !target2 ! : : : ln ! targetn is continuousif for each i
there is no eventev : ev =2 li; ev =2 li+1 andev 6= targeti
that happens after period ofli and before the period of theli+1.

All customer transactions of the same id sorted by the
timestamp can be viewed as a single sequence. We will
call it acustomer-sequence. Note, that a customer-sequence
will always have the first basic level and the last target. A
transaction databaseD converted to a collection of such
customer-sequences is calledsequence databaseand is de-
noted byTD.

The lengthof a sequence is the number of levels in the
sequence. Denote the sequence received from the sequences by removing the last level byR-prefixand the sequence
received after removing the first level byR-suffixof s (re-
stricted prefix and suffix accordingly). Thesizeof a se-
quence is the number of events in the sequence. Denote
the sequence of size k byk-sequence. Thesizeof an item-
set is the number of events in the itemset. Denote the
itemset of size k byk-itemset.For instance, the sequenceAB ! U ! C has length equal to 3 and size equal to
4. AB is a 2-itemset andU andC are 1-itemsets (actually,
the target levels are always 1-itemsets). And for sequencesA ! U ! C both length and size are equal to 3.A ! U
is the R-prefix andU ! C is the R-suffix ofs.

Given any continuous and frequent k-sequences denoted
by l1 ! ltarget1 ! l2 ! ltarget2 ! : : : ln ! ltargetn
and there isi (at least one) such thatli is then-itemset withn > 1. We call such sequencenarrowablesequence. The

sequence formed by substitution ofli for l0i, wherel0i � li
andj l0i j= n� 1 is called anarrowed-sequenceof s.

Lemma 1:

a) All narrowed-sequences of a frequent continuous se-
quence (if exist) must be frequent and continuous too
(reverse is not true).

b) R-suffix and R-prefix of the frequent continuous se-
quence must be continuous and frequent too.

The sequences0 l1 ! ltarget1 ! l2 ! ltarget2 !: : : ln ! ltargetn is containedin another sequences k1 !ktarget1 ! k2 ! ktarget2 ! : : : km ! ktargetm (de-
note s0 � s) if and only if 9j : 8i; 1 � i � n li �kj+i and ltargeti = ktargetj+i.

Lemma 2:If s0 � s and size(s0) = size(s)� 1 thens0 is
either narrowed-sequence or R-prefix or R-suffix ofs.

Also, some sequences0 may be contained more than
once in another sequences. For example,AB ! U ! C
is contained in theABC ! U ! CD ! U . However,
the sequencesAB ! U ! C or AD ! U ! C are
not. The sequenceC ! U is contained in the sequenceAC ! U ! BC ! U ! C twice.

Definition 1: �s;s0 is the number of occurrences of se-
quences0 in a sequences. A customer-sequences matches
the other sequences0 if s0 � s.

Definition 2: The supportof sequences0, denoted by
sup(s0), is a fraction

�TD;s0jDj , where�TD;s0 = Ps2TD �s;s0
and j D j is the number of transactions in the transaction
database. A sequence with minimum support is called a
frequent sequence.

Definition 3: Target ruleis a sequence tailed with any
target event.

Definition 4: The confidencefor target ruler, denoted
by conf(r) is defined as the fraction:

�TD;r�TD;r̂ , wherer̂ is the

R-prefix ofr. A rule with minimum support and minimum
confidence is called afrequent rule.

Given a transaction datasetD as defined above, the prob-
lem of mining target events rules using continuous sequen-
tial mining is to find all frequent target rules.

3 The CTSPD algorithm

Our first algorithm CTSPD (Continuous Target Sequen-
tial Patterns Discovery) is based on Apriori and has two spe-
cial properties:

i. The structure of sequences and

ii. The consecutiveness property.

These properties affect both candidate generation and prun-
ing as is shown below. The CTSPD consists of several basic
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phases, that transform the transaction database to the se-
quence database, mine all frequent sequences and then se-
lect from them appropriate rules. In this section we give a
description for each phase and an illustrative example.

1. Sorting the database First of all, we sort the seed
dataset by a customer id and start/end time as primary and
secondary keys accodingly. The purpose of this action is
straightforward transformation phase — transforming the
dataset into a set of customer-sequences. An example of
the dataset after such sorting can be seen in Figure 1.

2. Frequent 1-sequences generationTo find the support
for events we scan the datasetD, and count the number of
occurrences for each event. At the end of the scan we know
all frequent events. We store the frequent events in two sep-
arate structures: hash table for basic events (for quick ac-
cess) and a 2-element array for the target events. We calcu-
late the number of basic frequent eventsN and map them
to a set of contiguous integers. These integers are used as
the indexes for alternate bit representation of the sequences,
described below. To represent the itemset we use a bit string
of lengthN , where the biti is set to1 if the event with indexi is present in this itemset. Example for both mappings are
depicted in Figure 2.

3. Transformation phase The goal of this phase is the
transformation of the given database to the collection of
user-sequences (one sequence for a user, that includes all
his frequent events in order of occurring). We don’t include
the non-frequent events to the customer-sequences, based
on the Apriori principle, confirming that frequent itemsets
do not include non-frequent elements. If all transactions for
a customer do not contain frequent basic events at all, we
do not create the respective customer-sequence. To store
the temporal relations on events we need a special structure
for transactions. We store each sequence in form of ordered
list of plevels, where eachpleveli is the pairli ! targeti,
whereli is theith basic level andtargeti is theith target
level. We present the itemset of basic level by a bit-string
as was described above. For example, the itemsetACDwill
look as 101100 given the mapping from the Figure 2. We
use single bit for target level, that is set to1 if the target =
trueand to0 otherwise.

The set of customer-sequences is denoted byTD.

4. Frequent 2-sequences creationDenote the term of
basic event bybevand the target event bytev. We create
2 types of pairs:bev! tevandtev! bevfrom the events
generated in the second phase. We need not create the pairs
where both right and left parts are basic or target (likebev! bevor tev! tev) because they cannot be continuous and

Algorithm 1 Frequent sequence generation
Result  �;Lk = L2;
while( Lk 6= �) f

Result = Result [ Lk;Ck = GenerateCandidates (Lk; L2);
SupportCompute (Ck);Lk++ = Ck;g

will not participate in the candidate generation phase. The
pair of typebev! tev is represented by one level and for
the pairtev! bevwe create two levels, where the first one
has an empty basic level, and the target of the second level
is empty.

5. The frequent sequences generation phaseIn order to
find all the frequent continuous sequences we perform mul-
tiple passes over the transformed database. In each passk
we start with the initial set of frequentk+1-sequences and
create the next potentially frequentk + 2-sequences, called
candidates. We find the support for these candidates during
the scan ofTD, and at the end of the scan we know which of
them are frequent. The set of these new frequent sequences
becomes the initial set for the nextk + 1 pass. We denote
the initial set byLk and the new candidates byCk. This is
shown in Algorithm 1. The procedure CenerateCandidates
uses two different joins in candidates generation and prun-
ing as described below.

6. Rules generation Rules generation is the last phase of
the algorithm where we filter the sequences found in phase
5. The first filter passes sequences ended by the target level.
Then, for each one we calculate the confidence, according
to the formula. We remove all sequences having confidence
less thanmin conf.

Algorithm 2 GenerateCandidates(Lk; L2)Ck  ;;
for ( i = 0; i < Lk.size ; i++)

for ( j = i+ 1; j < Lk.size ; j ++)
ExpJoin ( Lk[i℄; Lk[j℄);

for ( k = 0; k < L2.size ; k ++)
ConcatJoin ( Lk[i℄; L2[k℄);

3.1 Candidate Generation

To generate the next potentially frequent continuous se-
quences we use two different joins (see Algorithm 2). The
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first one joins the frequentk-sequences from the previ-
ous pass, and is called Expanding Join (ExpJoin). This
procedure is responsible forexpansionof the sequences.
By expansionwe denote the process from which two seedk-sequences of the same length, produces a newk + 1-
sequence (of the same length). It may happen by extend-
ing one of the basic levels. This procedure is given two
sequences, s1 and s2, checks if their lengths are equal,
and if there is a pair of plevels which is appropriate for
the Expanding Join given all other plevels are identical.
This expansion is similar to itemset expansion in Apriori
(see Algorithm 3 and also 4). For example, two sequencesAB ! U ! C andAD ! U ! C form the candi-
dateABD ! U ! C. This technique doesn’t protect us
from the repeating generations of the same candidates, and
to avoid this before inserting the candidate toCk we need
to check if it’s already contained.

The second join, called Concatenating Join (Con-
catJoin), concatenates a k-sequences fromLk with 2-
sequences fromL2. As a result from this procedure, we re-
ceive the newk+1-sequence of lengthm+1, wherem is the
length of the seed k-sequence. The procedure receives two
sequences, s1 and s2, and compares s1’s last level to the first
one of s2 and s1’s first level to the last one of s2. As a result,
we can generate a maximum of two new candidates from a
single pair. This is shown in Algorithm 5. For example, the
sequencesA ! U ! B ! U andU ! A are appropri-
ate for double concatenation. The two new candidates are:A! U ! B ! U ! A andU ! A! U ! B ! U .

3.2 Pruning

In the Pruning stage we remove all sequences that are
not continuous and/or not frequent. As we mentioned in
the Lemmas of Section 2, allk � 1-subsequences of a fre-
quent and continuous sequence must be frequent and con-
tinuous. To save time by not counting the support for the
non-frequent and/or non-continuous sequences, we prune
the candidates which do not support this check. For narrow-
able sequence we generate narrowed subsequences. For the
non-narrowable sequences we generate two subsequences:
R-prefix and R-suffix. The procedure is described in Algo-
rithm 6.

3.3 Support counting

In order to check frequency of candidates, we scan
the sequence databaseTD and count the number of se-
quence occurences in the user-sequences (procedure Sup-
portCount). The procedure used for support calculating and
for checking the candidate continuity, is procedure Match
described below. It receives two parameters: user-sequence
and candidate, and returns number of occurrences of this

Algorithm 3 ExpJoin(s1, s2)
lev  �1;
if (s1.length == s2.length) f

for ( i = 0; i < s1.length ; i++)
if (s1.plevel i 6= s2.plevel i)f

if ExpJoinAppr(s1.plevel i; s2.plevel i) f
if (lev == -1)

//first and uniquely matching
lev = i;

else return;
//there is more than one match-
ing g

else return;
//the plevels are not equal
and not appropriategg

Candidate = ExpandLevel(s1, s2,
plev);
//plev denotes where the expan-
sion
occurs

if (!Prune(Candidate))Ck = Ck[ Candidate;

Algorithm 4 ExpJoinAppr(plev1, plev2)
if(first k � 1 bits at the

basic levels are the same
&& kth bits are different
&& target1 == target2)

return true;
else

return false;

Algorithm 5 ConcatJoin(s1, s2)

if(s1.lastLevel == s2.firstLevel) f
Candidate = concat(s1, s2);
if (!Prune(Candidate))Ck = Ck [ Candidate;g

if(s1.firstLevel = s2.lastLevel) f
Candidate = concat(s2, s1);
if (!Prune(Candidate))Ck = Ck [ Candidate;g
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Algorithm 6 Prune(s)
for all basic levels bl 2 s,jblj = m > 1 f

for all ist � bl, jistj = m� 1 f
seq = s with ist in-

stead of bl;
if seq =2 Lk�1

return true;gg
if 6 9 bl 2 s; jblj = m > 1

prefix = first k � 1 levels;
if prefix =2 Lk�1

return true;
suffux = last k � 1 levels;
if suffix =2 Lk�1

return true;
return false;

candidate in the sequence. If the strings representing the
itemsets are short ehough we can use theXORfunction to
check containment fast. See Algorithm 8.

Algorithm 7 SupportCount(Ck)
for all sequences us 2 TD

for all candidates 
and 2 Ck
and.supp + = Match( us; 
and);
if us the last sequence

and 
and.supp < min sup
remove 
and from Ck;

3.4 Example

Consider the datasetD from Figure 1. The transactions
are sorted by userId and startDate. Given support of 30%,
6 basic events and all the target events are frequent. We
enumerate the frequent basic events and map them to con-
tiguous integers as illustrated in Figure 2. The same Fig-
ure presents an alternate representation of the target events.
Figure 3 contains set of customer-sequences formed fromD, which contain only the frequent events. Eight frequent
pairs are presented in Figure 4 with their alternate repre-
sentation. Note, that there are no frequent patterns of typeU ! ev. Figure 5 illustrates all candidates received during
the discovery process. The frequent patterns are in bold.
During 4-sequences generation we prune such sequences asF ! U ! AC (generated fromF ! U andU ! AC by
ConcatJoin),F ! U ! A ! U (ConcatJoin onF ! U
andU ! A ! U ), F ! U ! C ! U (concatF ! U
with U ! C ! U ), B ! U ! E ! U (B ! U and

Algorithm 8 Match(us, cand)
count  0;
for ( i = 0; i <us.plevels.size-
cand.plevels.size;i++)

for ( j = 0; j <
cand.plevels.size ; j ++) f

cl = cand.level j ;
sl = us.level i+j ;
if ((cl.basicLevel � sl.basicLevel

or cl.basicLevel == �)
and cl.target == sl.target)

count ++;
else break;g

return count;

Frequent Basic Events
event den. by sup int bit-string

(trendDay, increase) A 50% 0 100000
(trendDay, flat) B 40% 1 010000

(trendNight, increase) C 50% 2 001000
(trendNight, flat) D 30% 3 000100

(trendDayNight, flat) E 40% 4 000010
(trendDayNight, decrease) F 40% 5 000001

Target events
event denoted by support bit

(DidUpgrade, Yes) U 40% 1
(DidUpgrade,No) U 60% 0

Figure 2. Enumeration and mapping the fre-
quent eventsU ! E ! U accordingly) andF ! U ! E ! U . The

first two patterns are pruned sinceF ! U ! A =2 L3, the
third is pruned becauseF ! U ! C is not frequent, the
fourth from the reason thatB ! U ! E =2 L3 and for the
lastF ! U ! E =2 L3. Some patterns were repeatedly
generated, likeU ! A ! U andB ! U ! A during the
first step, andB ! U ! AC andB ! U ! A ! U
during the second iteration of algorithm 5. In Figure 6 all
target rules, givenmin conf 70%, are presented. We also
have four rules :A ! U , C ! U , U ! A ! U andU ! C ! U with confidence less thanmin conf (60%).

4 The CSPADE algorithm

In this section we describe the basic phases of slightly
modified SPADE algorithm that we call CSPADE (Con-
tinuous Sequential Patterns Descovery using Equivalent

6



userId startDate endDate trendDay trendNight trendDayNight DidUpgrade

1 20/05/01 12/06/01 flat flat increase No
1 13/06/01 09/09/01 increase increase increase No
1 12/09/01 05/10/01 increase increase flat Yes
2 25/01/01 03/02/01 decrease decrease decrease No
2 10/02/01 30/01/01 increase flat flat Yes
2 05/02/01 12/02/01 flat decrease decrease No
2 13/02/01 20/02/01 increase increase decrease Yes
3 30/01/01 15/02/01 flat flat flat No
3 17/02/01 27/02/01 increase increase decrease No
3 01/03/01 12/03/01 flat increase flat Yes

Figure 1. Dataset D after sorting by userId and startDate

userId sequence alternate representation

1 BD! U ! AC! U ! ACE! U 010100;0! 101000;0! 101010;1
2 F! U ! ADE! U! BF! U ! ACF! U 000001;0! 100110;1! 010001;0! 101001;1
3 BDE! U ! ACF! U ! BCE! U 010110;0! 101000;0! 011010;1

Figure 3. Transformed dataset - set of customer sequences

pattern support alternate representation

A! U 30% 100000;1
C! U 30% 001000;1
E! U 30% 000010;1
B! U 30% 010000;0
F! U 30% 000001;0U ! A 50% NULL;0 ! 100000;NULLU ! C 50% NULL;0 ! 001000;NULLU ! E 30% NULL;0 ! 000010;NULL

Figure 4. Frequent pairs

Classes). We made three main modifications to this algo-
rithm:

i. Using our definition of support,

ii. We added an additional criterion for pruning during the
processing of a class,

iii. Filtering the non-continuous patterns after discovering
all frequent sequences.

Recall that SPADE ([15]) works independently on equiva-
lent classes which are specified by a common prefix. The
main disadvantage of this algorithm is that partitioning
into Equivalent Classes does not allow us to use our tech-
nique for generating only continuous patterns inside each
class (the ConcatJoin and, in some cases, the ExpJoin do
not work, because the seed sequences belong to different
classes). Also, we cannot prune all non-appropriate patterns

3-sequences

candidate support

AC! U 20%
AE! U 20%
CE! U 20%
BF! U 10%
U ! AC 40%U ! AE 20%U ! CE 20%

U ! A! U 30%
U! C! U 30%
U ! E! U 30%
B! U ! A 30%
B! U ! C 30%
B! U ! E 0%
F! U ! A 20%
F! U ! C 20%
F! U ! E 20%

4-sequences

candidate supportU ! AC! U 20%U ! AE! U 20%U ! CE! U 20%
B! U ! AC 30%

B! U ! A! U 10%
B! U ! C! U 10%

Figure 5. Candidates generation
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rule support confidenceE ! U 30% 75%B ! U 30% 75%F ! U 30% 75%U ! E ! U 30% 100%

Figure 6. Target Rules

during the class processing because they can produce ap-
propriate candidates in the future (non-continuous patterns
can form continuous). However, we can use the indepen-
dency of classes and the fact, that each of them give patterns
with the same prefix to limit the number of generated can-
didates. Recall that sequential patterns in our domain can-
not have a “non-continuous” (or violated) structure, that isl1 ! l2 ! � � � ! lk, where9 i : li andli+1 are both either
target or basic levels, orli contains target event as well as
basic ones. We avoid creation of classes specified by prefix
that has such structure. This affects the way of creating new
candidates, namely temporal join. We describe this later.

Note that the structure based method of pruning still does
not guarantee that we’ll get only frequent continuous pat-
terns. So, after processing of all classes we filter all pat-
terns which are inappropriate to be target rules. We describe
all the new phases below. Since the first, third and last
phases, called Sorting the database, Transformaton phase
and Rules generation respectively, are equivalent to the re-
spective phases in Section 3, we omit these phases in the
description. The phases describing partition into the Equiv-
alent Classes and their processing do not differ from the
respective phases of the original algorithm [15]. We briefly
summarize them in the Appendix. The other phases are:

2. The computation of the frequent 1-sequencesWe
use a vertical database format (see figure 8), where we
maintain an id-list for each item. Each entry of the id-list is
a h
id; tidi pair where the item occurs (cid is the customer
id and tid is the time id). Note, that for the basic event we as-
sociate thestart timeand for the target theendtime. Using
our definition of support, we do not calculate the fraction
of customers supporting the pattern, but the number of oc-
currences of this pattern in the database. Given the vertical
id-list database, all frequent 1-sequences can be computed
in a single database scan. For each database item, we scan
its id-list, incrementing the support for each new entry en-
countered.

4. The computation of the frequent pairs We use hori-
zontal format of the database as described in the Appendix
and [15]. We create all possible pairs, except for the Event
Atoms (see Appendix) where at least one of the events
is target. The reason is that such patterns will give non-

appropriate candidates in the future due to their illegal struc-
ture and temporal join properties. We give more explana-
tions in the paragraph 4.

5. The decomposition into prefix-based parent equiva-
lence classes See Appendix and [15].

6. Processing the classesIn addition to what is described
in the Appendix and [15], we do not create new equiva-
lent classes with a prefix which is a sequence with non-
continuous structure, during the recursive application of�k. We can prove that such class will give us only non-
continuous patterns that will not affect the whole process of
sequence generation due to the independence of classes. In
order to avoid the creation of such classes we need to ex-
clude the patterns forming them, namely, the patterns with
violated prefix (denote them violated patterns). It affectsthe
frequent sequence enumeration inside a class, namely the
temporal join (see Appendix, 6.2). We add several check-
ings to the join 3. The candidates of joiningP ! A andP ! B will be: P ! AB if it is valid, P ! A ! B ifP ! A is valid andP ! B ! A if P ! B is valid.

It can be proved (we omit this proof here due to space
limits), that these modifications in addition to constraints in-
troduced in paragraph 4 guarantee, that we’ll never receive
violated sequences during processing the classes.

We also use the support-based (see Appendix) pruning
during processing of classes and the temporal join, but in
calculation of the support we do not check the continuity
of a pattern, and therefore we may receive a value which
is equal or bigger than the actual support value. This is
discussed next.

Algorithm 9 Filtering of non-appropriate patternsL2 = fpg; p 2 L2 and p is frequent
and continuous;L L2;k  3;
while( Lk 6= ;) f

for all p 2 Lk f
for all subs � p; jsubsj = jpj � 1;

if ( subs =2 L) f
remove p from Lk;
break;gg

SupportCount( Lk);L = Lk++;g
8



cid st time end time b items target
1 10 14 C D U
1 15 20 A B C U
1 21 24 A B F U
1 25 31 A C D F U
2 15 19 A B F U
2 20 25 E U
3 10 15 A B F U
4 10 15 D G H U
4 20 24 B F U
4 25 30 A G H U

Figure 7. Original Input-Sequence Database

7. Filtering the non-relevant sequences As we already
mentioned, after using the structure-based and support-
based (see the Appendix) pruning techniques during pro-
cessing of classes, we still may receive non-frequent se-
quences. Before checking support and continuity for the
discovered patterns via scanning the customer-sequences,
we save time by pruning potentially non-appropriate pat-
terns. We use the pruning technique described in Section
3. It is clear that we cannot filter patterns of a class until
we finish with all the classes (the subsequences of a pattern
may belong to different classes). To start the checking, we
filter F2 by scanningTD, to form the seed set for the ini-
tial iteration of the Pruning procedure. Then we go from
the next upper setL3 to the last one and, at each iterationi, filter the patterns of setLi�2 by generating appropriate
subsequences for each pattern (see the Pruning subsection
of Section 3), and check if they belong to the previous setLi�1. If the pattern was not pruned, we scanTD and check
its frequency and continuity, using procedure Match, de-
scribed earlier. The remaining patterns form the seed set for
the next iteration. This is shown in Algorithm 9.

4.1 Example

Consider the input database shown in Figure 7. The
database has 8 basic events, 4 customers (specified by a cid),
and 10 events in all. Figure 8 shows all the frequent events
with a minimum support of40% with their id-lists. The
support ofA is 60% and ofB;F; U andU is 50%. In Fig-
ure 9 the horisontal format for the events is depicted. All
frequent pairs and 3-sequences, and lattice of equivalence
classes, induced by them, are seen in Figure 14.

5 Performance evaluation and experiments

To compare the performance of our algorithms and rep-
resent their scale-up properties, we performed several ex-
periments on a Dual Xeon workstation with a CPU clock

A:

CID TID

1 15
1 21
1 25
2 15
3 10
4 25B:

CID TID

1 15
1 21
2 15
3 10
4 20F :

CID TID

1 21
1 25
2 15
3 10
4 20U :

CID TID

1 20
1 31
2 25
3 15
4 30U :

CID TID

1 14
1 24
2 19
4 15
4 24

Figure 8. Id-lists for the Atoms

dataset j D j C T E
DB1 102100 11540 9 20
DB2 102100 11540 9 11
DB3 81700 11530 7 20

Figure 10. Tested Datasets Parameters
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cid (item,tid) pairs
1 (A 15) (A 21) (A 25) (B 15) (B 21) (F 21) (F 25) (U 20) (U 31) (U 14) (U 24)
2 (A 15) (B 15) (F 15) (U 25) (U 19)
3 (A 10) (B 10) (F 10) (U 15)
4 (A 25) (B 20) (F 20) (U 30) (U 15) (U 24)

Figure 9. Vertical-to-Horizontal Database Recovery
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Figure 11. Scale-up of CTSPD

rate of 2.4 GHz, 2 GB RAM, running Linux. The data is
stored on Oracle 9i. The algorithms were implemented in
Java and intergrated with the FlexMine system[7].

5.1 The Tested Data

We evaluated the performance of the algorithms over rel-
ative big real-life data. We varies such parameters as num-
ber of customers in the dataset (C), number of events per
transaction (E), average number of transactions per cus-
tomer (T ) or number of transactions at all (j D j). These
parameters for the chosen 3 datasets (DB1, DB2 and DB3
respectively) are shown in Figure 10. DB3 is a80% sam-
ple of DB1. In this paper we show the results of relative
performance on DB1 and DB3.

5.2 Scale-up Properties

In this section we present the results of scale-up experi-
ments for both our algorithms. We tested the scale-up both
as depending on the number of customers and on the num-
ber of events in a single transaction. Figures 11 and 12 rep-
resent the scale-up experiments for both algorithms with
the number of customers increased from 3000 to 11500.
The results are shown for the DB1. We keep all parame-
ters of dataset constant and fixed the minimum support, that
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Figure 12. Scale-up of CSPADE

is 20%, 35% and50% respectively. As shown, the execu-
tion time increased with the customers number increased.
The CTSPD is faster and its execution time scale more uni-
formly. An execution time of CSPADE strongly increased
on customer number equals9500. We also made experi-
ments with the number of events per transaction, that varies
from 11 to 20, and with the number of generated rules, that
varies from1 to 482 in DB1, from 1 to 106 in DB2 and
from 1 to 309 in DB3. Both algorithms show similar scale-
up properties for both cases — an execution time increased
with the number of events/generated rules increased. Also,
we got experimental results, that demonstrate increasing the
number of generated rules with the support decreased.

5.3 Relative Performance

Figure 13 presents the relative execution times for both
algorithms. CSPADE is slower than CTSPD, because it
generates a lot of candidates which are filtered at the end
of process. The results are shown for DB1 with fixed min-
imum support, from20% to 60%. As expected, the exe-
cution time increased as the minimum support decreased
due to the increased number of generated rules. Also, we
present the relative execution times as a function of the ac-
tual number of generated rules. These results received on
DB3 and show that the execution time scales quite linearly.
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6 Conclusions

In this paper a new problem definition was introduced for
target rules mining, and two algorithms for solving it were
proposed. Both algorithms, CTSPD and CSPADE, mine
target sequential patterns, that have to be continuous, over
the temporal database of customer transactions.

The first algorithm, CTSPD, is based on the Apriori prin-
ciple, but adapted to our special application domain and
considering only continuous candidates. The second algo-
rithm, CSPADE, is based on SPADE and was adapted sim-
ilarly to our continuous target based patterns.

We presented the relative performance and scale-up ex-
periments for both algorithms, using real-life data. As ex-
pected, CTSPD was faster than CSPADE, which generated
many more candidates. Both algorithms have comparable
scale-up properties. The derived rules are used for improv-
ing the prediction of customers product upgrade that was
introduced in [9]. After presenting the prediction experi-
ments on our rules, we got results much better than any of
those reported in [9].
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7 Appendix

4. The computation of the frequent pairs We perform
a vertical-to-horizontal transformation on-the-fly. Thisfor-
mat consists of a list ofhitem; tidi pairs for each cid (see
figure 9). There are only frequent items present. Comput-
ing F2 from the recovered horizontal database is straight-
forward. We form a list of all 2-sequences in the list for
each cid, counting number of occurrence of sequence for
this cid, and update counts in a 2-dimensional array indexed
by the frequent items.

5. The decomposition into prefix-based parent equiva-
lence classes We can represent all frequent sequences as
a lattice, where the sequences are represented by the nodes
and the edges between pair of sequenceshs1; s2i mean thats1 is subsequence ofs2. If we had enough main-memory,
we could enumerate all frequent sequences by traversing
the lattice. However, we have a limited amount of main-
memory and this brings up a question: can we decompose
the original lattice into small pieces such that each piece can
be solved independently in main-memory. The suggestion
is to decompose the lattice to equivalence classes.

Define an equivalence relation�k on the set of sequences
as follows: two sequences are in the same class if they share
a commonk length prefix. We decompose all frequent2-
sequences into equivalence classes so that two sequences
are in the same class if they share a common1-length prefix
- partition introduced by�1. One can see such decompo-
sition in Figure 14. Theoretically, we can decompose anyFk so, thatk-sequences in the same class share a commonk � 1-length prefix - by�k�1.

6. Processing the classesWe can process the classes by
two methods:DFSorBFS. Both these methods are based on
a recursive decomposition of each parent class into smaller
classes induced by the equivalence relation�k.

In BFSthe lattice of equivalence classes is generated by
the recursive application of�k in a bottom-up manner. We
process all the child classes at a level before moving on to
the next level. For instance, we process the classesf[AB],
[AF ], [A! U ]g before moving on to the classesf[AB !U ], [AF ! U ]g, and so on.

In DFS,we solve all child equivalence classes along one
path before moving on to the next path. For example, we
process the classes in the following order: [AB], [AB !U ], [AF ], [AF ! U ] and so on.

AB->U

AB A->UB->U

AB

AF->U

AFF->U

F

{}

BF->U

BF

B->~U->U

B->~U ~U->U

~U

B->A

~U->AF

~U->A~U->F

~U->A->U

Figure 14. Equivalence Classes Introduced by�1
6.1 Enumerating Frequent Sequences of a Class

Frequent sequences are generated by joining the id-lists of
all pairs of atoms and checking the cardinality (number ofhcid, timei pairs) of the resulting id-list againstmin sup.
Before joining the id-lists a pruning step can be inserted to
ensure that all subsequences of the resulting sequences are
frequent. If this is true, we can calculate the id-list join,
otherwise we can avoid the temporal join. The sequences
found to be frequent at the current level form the atoms of
classes for the next level. This recursive process is repeated
until all frequent sequences have been enumerated.

6.2 Temporal Id-List Join We now describe how we
perform the id-list joints for two sequences. Consider an
Equivalence class[B ! A℄ with the atom setfB !AB;B ! AD;B ! A ! A;B ! A ! D;B ! A !Fg. If we let P stand for the prefixB ! A, then we can
rewrite the class to get[P ℄ = fPB;PD;P ! A;P !D;P ! Fg. The class has two kinds of atoms: the event
atomsfPB;PDg, and the sequence atomsfP ! A;P !D;P ! Fg. To extend the class it is sufficient to join the
id-lists of all pairs of atoms. However, depending on the
atom pairs being joined, there can be up to 3 possible re-
sulting frequent sequences:

1. Event Atomwith Event Atom: If we are joiningPB
with PD, then the only possible outcome is new event
atomPBD.

2. Event Atomwith Sequence Atom: If we are joiningPB
with P!A, then the only possible outcome is new se-
quence atomPB!A.

3. Sequence Atomwith Sequence Atom: If we are join-
ing P!A with P!F, then there are three possible out-
comes: a new event atomP!AF, and two new se-
quence atomsP!A!F andP!F!A. A special case
arises when we joinP!A with itself, which can pro-
duce only the new sequence atomP!A!A.
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concept drift in a non-stationary data stream by repeatedly 

constructing a new model from a sliding window of latest 

examples. In this paper, we introduce an incremental 

version of the OLIN algorithm, which saves a significant 

amount of computational effort by updating an existing 

model as long as no concept drift is detected. The 

approach is evaluated on large real-world streams of 

traffic and stock data. 
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1. Introduction 
 

In the last 20 years, there has been a huge increase in the 

amount of information and data, which are kept in 

databases and computer files. The data to be stored is 

doubling itself every year. Study made by the UC 

Berkeley's School of Information Management and 

Systems in 2003 about the storage and flows analyzes of 

data [3], indicates the following findings:  

‚ Information flow via electronic channels - telephone, 

radio, TV, and the Internet (The World Wide Web 

contains about 170 terabytes of information), contained 

almost 18 exabytes of new information. Three and a half 

times more than is recorded in storage media. 

‚ Each year, 800 MB of recorded information is produced 

per person. 

‚ Ninety-two percent of new information is stored on 

magnetic media, primarily hard disks. 

According to another study [12], transaction-processing 

workload climbed from an average of 2,094 transactions 

per second (tps) in 2001 to 3,223 tps two years later, an 

increase of 54 percent. 

The modern information technology produces every 

year more powerful computers, which enable us to collect, 

store, transfer, and combine huge amounts of data at very 

low cost. The progress of the digital data acquisition and 

technology of storage made the growth of the huge 

databases possible. This progress in database capability has 

influenced many areas in human's life, from supermarket 

transaction data and credit card usage records to molecular 

and medical databases. 

The growth in data has also increased the difficulties 

and challenges of extracting valid and potentially useful 

information from these databases, which is the main task of 

data mining and Knowledge Discovery in Databases 

(KDD). The main difficulty in mining non-stationary data 

streams is to cope with the changing data concept. , The 

fundamental processes generating most real-time data 

streams may change over years, months and even seconds, 

at times drastically. This change, also known as concept 

drift [1], causes the data-mining model generated from past 

data, to become less accurate in the classification of new 

data. Algorithms and methods, which extract patterns from 

continuous data streams, are known as online learning [4]. 

Real-time data mining of high-speed data streams has large 

potential in fields such as monitoring manufacturing 

processes, prediction of stock prices, and intrusion 

detection in computer networks. 

In this paper, we propose a new, incremental approach 

to mining non-stationary data streams. The main idea of the 

incremental approach is to increase the average 

classification rate (in records per second) of real-time data 

mining systems by reducing the number of times a 

completely new model is generated.  The proposed 

approach is evaluated on an incremental version of the On-

Line Information Network (OLIN) algorithm presented by 

Last in [5]. OLIN is based on the batch Info-Fuzzy 

Network (IFN) algorithm developed by Last & Maimon [6] 

[7]. The proposed incremental algorithm keeps updating an 



 

 

existing model as long as no concept drift is detected in the 

arriving data. While most of the existing online algorithms, 

which deal with the problem of concept drift, build a new 

model from every new window of training examples, our 

incremental approach saves the expensive CPU time by 

performing minimal changes in the current structure of the 

classification model. 

 

2. Related Work 
 

When dealing with non-stationary data streams, the 

optimal situation is to have KDD systems that operate 

continuously, constantly processing the data received so 

that potentially valuable information is never lost. In order 

to achieve this goal, several methods for extracting patterns 

from non-stationary streams of data have been developed, 

all under the general title of online (incremental) learning 

methods. 

The pure incremental learning methods take into 

account every new instance that arrives. These algorithms 

may be irrelevant when dealing with high-speed data 

streams. Widmer & Kubat [2] have described a series of 

purely incremental learning algorithms that flexibly react to 

concept drift and can take advantage of situations where 

context repeats itself. The series of algorithms is based on a 

framework called FLORA. FLORA maintains a 

dynamically adjustable window during the learning process 

and whenever a concept drift seems to occur (a drop in 

predictive accuracy) the window shrinks (forgets old 

instances), and when the concept seems to be stable the 

window is kept fixed. Otherwise, the window keeps 

growing until the concept seems to be stable.  FLORA is a 

computationally expensive methodology, since it updates 

the classification model with every example added to or 

removed from the training window. 

Domingos & Hulten [8] have proposed the VFDT (Very 

Fast Decision Trees learner) system in order to overcome 

the longer training time issue of the pure incremental 

algorithms. The VFDT system is based on a decision tree 

learning method, which builds the trees based on sub-

sampling of a stationary data stream. To deal with changing 

data streams, Domingos & Hulten [9] have proposed an 

improvement to the VFDT algorithm which is the CVFDT 

(Concept-adapting Very Fast Decision Tree learner). 

CVFDT applies the VFDT algorithm to a sliding window 

of a fixed size and builds the model in an incremental 

manner instead of building it from scratch whenever a new 

set of examples arrives.  CVFDT increases the 

computational overload vs. VFDT by growing alternate 

sub-trees at its internal nodes.  The model is modified when 

the alternate becomes more accurate than the original. 

Last in [5] describes an online classification system that 

uses an info-fuzzy network (IFN). The system called OLIN 

(On Line Information Network) gets a continuous stream 

of non-stationary data and builds a network based on the 

latest examples (sliding window). OLIN detects a concept 

drift (an unexpected rise in the classification error rate) and 

dynamically adjusts the size of the training window and 

accordingly, the rate of the model reconstruction. The 

calculations of the window size in OLIN are based on the 

information theory and statistics.  The experimental results 

of [5] show that in non-stationary data streams, dynamic 

windowing generates more accurate models than the static 

(fixed size) windowing approach used by CVFDT. 

 

3. The IFN Algorithm 
 

Many learning methods use information theory to 

induce classification rules. One of the methods, developed 

by Last & Maimon [6] [7] is the IFN algorithm. IFN, or 

Info-Fuzzy Network, is an oblivious tree-like classification 

model, which is designed to minimize the total number of 

predicting attributes. The underlying principle of the IFN 

method is to construct a multi-layered network in order to 

test the Mutual Information (MI) between the input and 

output attributes. Each hidden layer is related to a specific 

input attribute and represents the interaction between this 

input attribute and the other ones. The IFN algorithm is 

using the pre-pruning strategy: a node is split if this 

procedure brings about a statistically significant decrease in 

the entropy value (or increase in the mutual information) of 

the target attribute. If none of the remaining input attributes 

provides a statistically significant increase in mutual 

information, the network construction stops. The output of 

this algorithm is a network, which can be used to predict 

the values of a target attribute similarly to the prediction 

technique used in decision trees.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig. 1 illustrates a sample structure of an info-fuzzy 

network. In this example, the network contains two layers, 

which represent two input attributes. The first input 

attribute has three values, represented by nodes no. 1, 2, 

and 3 in the first layer. Nodes no. 1 and 3 are split by the 

network construction procedure. The second layer has four 

nodes, which are the combinations of two values of the 

second input attribute with two split nodes of the first layer. 

Figure 1. Info-fuzzy Network Two Layered 
Structure [7] 



 

 

The target layer represents the target attribute, which gets 

three values. 

 

4. Incremental On-Line Information Network 
 

4.1. Algorithm Overview 
 

The online algorithm of Last [5] deals with the concept 

drift problem simply by generating a new model for every 

new sliding window. On one hand, this regenerative 

approach ensures accurate and relevant models over time 

and therefore an increase in the classification accuracy. On 

the other hand, the OLIN algorithm has a major drawback, 

which is the high cost of generating new models. The 

regenerative on-line IFN does not take into account the 

costs involved in replacing the existing model with a new 

one. 

In this paper, we present a new algorithm, called 

Incremental On-Line Information Network (Incremental 

OLIN), which is an extension, to the regenerative OLIN 

algorithm of Last [5]. As shown in the evaluation section 

below, the incremental algorithm achieves almost the same 

and sometimes even higher accuracy rates than the 

regenerative algorithm and it is significantly cheaper since 

it does not require producing a new model for every new 

window of examples. As long as no concept drift is 

detected, the Incremental OLIN algorithm is applied 

repeatedly to a sliding window in order to update the 

current model rather than replace it completely.  

The basic intuition behind the incremental approach is 

to update the current classification model with the current 

training window concept as long as no major concept drift 

has been detected and to build a new model in case of a 

major concept drift. From applying the regenerative OLIN 

[5] to several data sets (in transportation, manufacturing, 

and stock market domains) a few phenomena have been 

observed. The first one: when there is no concept drift 

between two adjacent training windows, the differences 

between the new constructed model and the former one are 

minor (about 80% of the network structure remains the 

same). This means that instead of re-constructing a new 

model (in case of no concept drift), the latest model can be 

updated in much less time and effort. The second one: 

when there is no concept drift between two adjacent 

windows, the main differences between the new model and 

the former model are in the last hidden layer. The third one: 

when a concept drift is discovered between two adjacent 

windows, the new model is almost totally different from 

the former one (in 90% of the cases the differences 

propagate up to the root node). The above phenomena 

indicate that in updating an existing model, it is sufficient 

to update its last layer and that if a concept drift has been 

detected, it is preferable to construct a new model.  

Several operations for updating the model can be 

applied. One of them is to check the split validity on each 

node starting from the root and downwards the network. 

This check is made in order to ensure that the current split 

of a specific node actually contributes to the mutual 

information calculated from the current training set. The 

elimination of non-relevant splits should decrease the error 

rate. Another operation is to check which attribute is more 

appropriate to correspond to the last (terminal) layer: the 

attribute that is already associated with the last layer or the 

second best attribute for the last layer of the previous 

model. The attribute selected for the last layer of the new 

model will be the one with the greater conditional mutual 

information based on the current training window. The last 

operation is attempting to split the nodes of the last layer 

on attributes, which are not yet participating in the updated 

network. 

 

4.2. Detailed Description 
 

Following is the pseudo-code outline of the Incremental 

OLIN algorithm. 

The IFN_Control procedure is responsible for 

managing the application. It gets as input a continuous 

stream of examples (S). The initial size of the training 

window Winit is calculated by using an equation developed 

by Last in [5]. Afterwards, the initial IFN model is 

produced by applying the IN algorithm to the initial 

window of examples. 

IFN_Control (S) 

Calculate the initial size of the training window Winit 

Set W = Winit 

Obtain IFN model by applying the IN algorithm to the 

sliding window (W) 

While S is not finished 

 IFN model = Incremental_IFN (W, IFN model) 

 Return IFN model 

 

The algorithm will run till the end of the data stream. If 

the data stream is infinite, the algorithm will keep running 

and producing IFN models for classification. 

The Incremental_IFN procedure is responsible for 

calculating both error rates of the training and validation 

examples after running the current model on those data 

sets. In addition, the maximum expected difference 

between those errors Max_Diff is calculated at the 99% 

confidence level using a Normal Approximation to the 

Binominal distribution (as shown in [5]). It is important to 

mention that we assume immediate availability of correct 

classifications for the window of validation examples. This 

is a reasonable assumption in stock prediction, traffic 

control, web usage mining, and other real-time data mining 

domains [2], [5]. 

A stable concept is observed if the actual difference 

between the validation and training errors is smaller than 

the maximum expected difference Max_Diff. In this case, 



 

 

operations for updating the network are applied. If a 

concept drift occurs, we are forced to create a new 

network. 

 

Incremental_IFN (W, IFN model) 

Calculate the training error rate Etr of IFN model 

Calculate the validation error rate Eval of IFN model 

Find the maximum expected difference between the last 

training and the validation errors Max_Diff 

If (Eval - Etr) < Max_Diff //concept is stable 

Update_Current_Network (IFN_Model, W) 

Else 

Obtain new IFN model by applying the IN algorithm to 

the sliding window (W) 

Calculate New_Training_Window_Size (W) [5] 

Return updated IFN_Model 

 

The Update_Current_Network procedure gets as inputs 

the current network structure and a sliding window. This 

procedure activates another procedure 

(Check_Split_Validity) for checking the split validity of the 

current network. Afterwards, it replaces the last layer of the 

network if needed. Finally, it activates the 

New_Split_Process procedure performing a new split 

process on the last layer (whether it was replaced or not). 

 

Update_Current_Network (IFN_Model, W) 

Check_Split_Validity (IFN_Model, W) on the last layer of 

the current model 

Calculate the conditional MI of Sec_Best_Attr based on the 

current training set (W) 

IF (conditional MI of the current last layer < conditional 

MI of Sec_Best_Attr) 

Replace last layer with Sec_Best_Attr 

New_Split_Process (IFN) on the last layer of the 

current model 

 

Check_Split_Validity is responsible to check if the 

current split of each node actually contributes to the 

conditional mutual information calculated from the current 

training set. 

 

Check_Split_Validity (IFN_Model, W) 

For i = total_number_of_layers-1 to i = 1  

For j = 1 to j = number of nodes in hidden layer i 

If node j is split 

Calculate the estimated conditional MI of j and 

the target attribute [6] 

Calculate the Likelihood-ratio statistic of j [6] 

If the Likelihood-ratio statistic of j is significant 

Leave the node split 

Else  

Remove the splitting and make j a terminal 

node 

 

New_Split_Process is responsible for splitting the nodes 

of the last layer on attributes, which are not yet included in 

the updated network. 

 

New_Split_Process (IFN) 

Repeat for every candidate input attribute i’ which is still 

not an input attribute 

Repeat for every node z of the final hidden layer 

Calculate the estimated conditional MI of i’ and the 

target attribute given z 

Calculate the Likelihood-ratio statistic of i’ and the 

target attribute given z 

If the Likelihood-ratio statistic of i’ is significant 

Split z on i’ and increment the conditional MI of 

the candidate input attribute i’ and the target 

 

The time complexity of the suggested incremental 

algorithm depends on the number of detected concept 

drifts. As long as no concept drift has been detected, the 

major computational cost is to add a new layer to the 

existing network. Checking the split validity of the nodes 

in the network is relatively cheap (O(n) where n is the 

number of nodes in the network). In case of concept drift, a 

new network should be constructed from scratch, and the 

cost  of the network construction procedure is linear in the 

number of records, linear in the number of distinct attribute 

values, and quadratic in the number of candidate input 

attributes [6]. 

 

5. Evaluation 
 

The Regenerative OLIN reconstructs a new model with 

every new sliding window of training examples. According 

to the results presented [5], the classification models 

produced by this algorithm are relatively accurate but the 

total processing time is very long due to high frequency of 

constructing a new model. The Incremental OLIN 

algorithm presented in this paper is aimed at decreasing the 

processing time per each new example. The Incremental 

OLIN was evaluated in comparison to the original 

Regenerative OLIN on several real-world data streams. 

 

5.1. Traffic Data 
 

The first set of data streams includes traffic flow 

information on a signaled three-way intersection in 

Jerusalem. The traffic data is recorded by lane sensors. The 

vehicles can cross the intersection in five different 

directions. The five data streams obtained for directions 1 

to 5 included the hourly incoming traffic volumes for 24 

hours a day, seven days a week during a period of more 

than 3 years. 

Each original data stream has been converted into a data 

set, where a record contains twelve candidate attributes 

representing the exact time (date, hour, day in week, etc.) 



 

 

when the traffic volume was measured and traffic volumes 

at earlier points of time (the previous hour, the same hour 

of the previous day, etc.). The target attribute represented 

the volume of traffic during a given hour. Due to the fact 

that the target attribute is continuous we have manually 

discretized it to three intervals of high, medium, and low 

traffic volume. The traffic data was divided into five 

separate data tables for the five directions. Each table 

corresponding to a given direction contained about 30,000 

hourly records. 

 

5.2. Stock Data 
 

The second set we used was a stock market data. This 

data set was also used in [5] for the evaluation of the 

Regenerative OLIN. The raw data represents the daily 

stock prices of 373 companies from the Standard & Poor’s 

index [10], over a 5-year period (from 8/29/94 to 8/27/99). 

The data was obtained from the Microsoft™ 伊MoneyCentral 

web site [11]. An average of 15.64 intervals (with distinct 

trends) per company have been identified and the 

classification problem has been defined as predicting the 

correct length of the current interval based on the known 

characteristics of the current and the preceding intervals. 

The data table contains 5,462 records with six candidate 

attributes, which include the duration, the slope and the 

fluctuation measured in each interval as well as the sector 

of the corresponding stock. The target attribute which is the 

duration of the second interval in an interval-pair, has been 

discretized to five intervals of nearly equal frequency. 

 

5.3. Initial Results 
 

The runs of both algorithms were carried out on a 

Pentium ıK  processor with 256 MB of RAM. In the 

experiments, the online learning on the traffic data starts 

after inducing the initial model from the first 500 records, 

which leaves the system to work with about 30,000 records 

for each direction. For the stock data, the online learning 

starts after the first 462 records, which are used for 

inducing the initial model. Tables 1 and 2 show the results 

after applying the regenerative and the Incremental OLIN 

to the traffic data sets and the stock data set respectively. 

From the results on the traffic data, it can be seen that 

the Incremental OLIN has reduced the run time by at least 

20% and at most by 87% (the average run time saving was 

75%). At the same time, the accuracy rate decreased by 4% 

in the worst case while the average accuracy loss was only 

2%. One can also see that the incremental algorithm has 

increased the classification rate from 55 to 139 records per 

second. In the case of the stock data, the incremental 

version reduced the run time by 72.25% while increasing 

the error rate by 1.3% only. In addition, the classification 

rate increased from 47.97 to 172.85 records per second, 

when we used the incremental version. 

 

Total 

Number of 

Records 

Run Time 

(sec.) 

Average 

Classification Rate 

(records/second) 

Error Rate 
Number of Observed 

Concept Drifts 

Direction1 28,761 487.68 58.975 0.107 55 

Direction2 30,480 466.38 65.354 0.215 55 

Direction3 30,480 1354.42 22.5 0.103 17 

Direction4 30,480 1829.57 16.66 0.114 7 

Direction5 30,480 271.96 112.075 0.111 51 

Traffic Average 30,136 882 55.11 0.13 37 

      

Stock Market 5462 113.87 47.97 0.415 8 

 

Total 

Number of 

Records 

Run Time 

(sec.) 

Average 

Classification Rate 

(records/second) 

Error Rate 
Number of Observed 

Concept Drifts 

Direction1 28,761 222.3 129.38 0.122 79 

Direction2 30,480 211.69 143.98 0.256 119 

Direction3 30,480 192.23 158.56 0.103 20 

Direction4 30,480 242.12 125.89 0.145 25 

Direction5 30,480 217.23 140.31 0.119 65 

Traffic Average 30,136 217.11 139.62 0.149 61.6 

      

Stock Market 5462 31.6 172.85 0.428 11 

  



 

 

6. Conclusions and Future Work 
 

This paper has presented a new, incremental approach to 

real-time classification of continuous non-stationary data 

streams. The incremental approach applies the 

classification algorithm repeatedly to a sliding window of 

examples, in order to update the existing model or to 

construct a new model. A concept drift is detected by an 

unexpected rise in the classification error rate. When the 

concept appears to be stable, the system updates the current 

classification model by applying several operations to it.  If 

a concept drift has been detected, the system re-generates a 

new model. 

 

The proposed incremental approach was evaluated using 

an incremental version of the On-Line Information 

Network (OLIN) algorithm, which constructs an oblivious 

tree-like classification model. The efficiency of the 

Incremental OLIN has been confirmed by experiments on 

real-world sets of online data. The data in use included a 

set of five traffic data streams, which contained about 

30,000 records for each traffic direction and a set of stock 

data, which contained 5,462 records. It is clear that the 

incremental version of OLIN outperforms the Regenerative 

OLIN in terms of processing rate. Another encouraging 

finding was the low decrease in accuracy of the 

incremental version compared to the regenerative one. 

The future work includes implementation of additional 

incremental classifiers and evaluating them on more real-

world datasets, as well as on artificially built data streams. 

Finding a better trade-off between the accuracy rate and the 

processing time can also be examined. 
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Abstract

A practical issue in the existing transduction methods is
expensive and inefficient computation compared to induc-
tion methods. This has hindered the use of transduction
methods in temporal and real-time data mining.

In this paper, we introduce a fast incremental transduc-
tive confidence machine (TCM) based on adiabatic incre-
mental support vector machine (SVM) such that critical in-
formation from current transduction trial is stored for later
use. The algorithm is empirically shown to be computation-
ally efficient and its performance is consistent with standard
TCM implementation.

Besides being a classifier, TCM provides additional use-
ful statistical information about the data that it processed.
These information can be useful for temporal and real-time
data mining. We demonstrate the feasibility and usefulness
of using such statistical information for stream-based active
learning.

1. Introduction

A simple interpretation of transduction is that the un-
known values at some points of interest are estimateddi-
rectly from the training data [15]. This is different from
induction when a general rule is inferred from the training
data and predictions are based on this general rule. The
practical distinction between transduction and induction is
whether we extract and store the general rule or not [18].
Current transduction methods are computationally expen-
sive such that any improvement in performance cannot jus-
tify this expensive computation. Hence, transduction meth-
ods are seldom or never taken seriously as viable temporal
or real-time data mining techniques.

One such transduction method, called transductive con-
fidence machine (TCM), proposed by Gammerman and his
colleagues [2] [3], predicts the classification of an object
together with a measure of confidence using the Algorith-
mic Randomness Theory in an off-line setting. Their first
proposed algorithm is based on support vector machines
(SVM). Vovk [17] proved later that TCM, independent of
the base classifier, is well-calibrated (in the sense that in the
long run, the number of wrong predictions is bounded) in
an online setting with i.i.d. assumption.

Transduction methods, in general and TCM in particu-
lar, are computationally expensive and are practical only for
small data sets. To improve the computational speed, Saun-
ders et. al. [13] used a hashing function to split the training
set into smaller subsets of roughly equal size, which are
used to construct a number of support vector machines in
the TCM implementation. This solution, however, assumes
the availability of all the training examples, is not feasible
in an on-line setting. A modification of TCM, called induc-
tive confidence machine (ICM) [10], is also proposed and
sacrifices some prediction accuracy for efficiency.

In this paper, we introduce a fast incremental TCM that
integrates the incremental SVM byadiabatic increment,
i.e. preserving Karush-Kuhn-Tucker conditions on all pre-
viously seen training examples with the addition of a new
example [1], into TCM. Our implementation, without split-
ting up the current training set into subsets and without
sacrificing prediction accuracy, significantly improves the
computational efficiency of TCM.

Besides being a classifier, TCM provides additional use-
ful statistical information about the data that it processed.
We show the feasibility and usefulness of using such statis-
tical information for stream-based active learning.

In Section 2, we review some fundamental concepts in
algorithmic randomness and p-value for understanding of

1



TCM. Section 3 describes the on-line (randomized) TCM
and the idea of region predictor. In Section 4, we review
different implementation strategies for incremental support
vector machine and in Section 5, we briefly review the adia-
batic increment for incremental SVM. In Section 6, we dis-
cuss the difference between online and incremental learn-
ing. In Section 7, we discuss using an incremental classi-
fier to improve the computational efficiency of transduction
and then we introduce our online incremental TCM algo-
rithm. In Section 8, we perform experiments to compare the
computational efficiency and performance of our algorithm
with the standard TCM implementation and an implemen-
tation of TCM using a different incremental strategy. We
also demonstrate the application of our incremental TCM
on stream-based active learning. Throughout the rest of the
paper, we assume basic familiarity of SVMs [15].

2. Randomness, p-value and Transductive
Confidence Machine

Vovk and et. al. [16] first proposed the application of al-
gorithmic randomness on machine learning problems. The
confidence measure used in TCM is based upon universal
tests for randomness, or their approximation. A Martin-Löf
randomness deficiency [8] based on such tests is a universal
version of the standard statistical notion of p-values.

By reformulating the Martin-L̈of randomness test, we
have a functiont : Z∗ → [0, 1] called ap-value function
if

1. LetPn be the set of probability distribution inZn. For
all n ∈ N andr ∈ [0, 1] and allP ∈ Pn,

P{z ∈ Zn : t(z) ≤ r} ≤ r (1)

2. t is semi-computable from above, i.e. there exists
a computable sequence of computable functionsti :
Z∗ → [0, 1],i = 1, 2, · · · such thatt(z) = infi ti(z)
for all z ∈ Z∗.

whereZ is the set of all possible labeled examples,Zn is
the set of all sequences ofn labeled examples of the form

{z1, z2, · · · , zn} = {(x1, y1), (x2, y2), · · · , (xn, yn)}

wherexi is an object andyi is its label fori = 1, 2, · · · , n
andZ∗ is the set of all finite sequences of labeled exam-
ples [11]. This p-value function is practically equivalent to
the standard statistical notion of p-values. A particular p-
value for a sequence of labeled examples is also called the
randomness levelof that sequence [3].

In the literature on significance testing, the p-value is of-
ten defined as the probability of observing a point in the
sample space which can be considered as extreme as, or

more extreme than, the observed sample [19]. This cal-
culation requires a well defined stochastic ordering of the
sample space which can be provided by a test statistic. The
p-value serves as a measure of how well the data support
or discredit a null hypothesis: the smaller the p-value, the
greater the evidence against the null hypothesis. In other
words, smaller p-values of the observed level of significance
favor the alternative hypothesis and larger values favor the
null hypothesis.

In order to construct a valid p-value function, the
main component of a TCM, an ordering function called
strangeness measure[3] (or nonconformity score [18]) is
required. The strangeness,αi, of a particular labeled ex-
ample,zi, corresponds to the uncertainty of that example
with respect to all other labeled examples: the higher the
measure, the higher the uncertainty. The strangeness mea-
sure used depends on the type of base classifier used to con-
struct a TCM. To use support vector machine (SVM) as the
base classifier to construct a TCM, the solution, a set of
Lagrange multipliers, of the dual problem of the SVM opti-
mization problem is used as the strangeness measure [2]. A
strangeness measure for k-nearest neighbor is given in [11].

Consider a sequence of labeled examples,
{z1, z2, · · · , zn−1} with their corresponding strangeness
values,α1, α2, · · · , αn−1 and an unlabeled example,zn,
assigned a particular label and its strangeness value,αn,
we define a p-value functiont : Zn → [0, 1] which returns
a p-value ofzn (assigned the particular label) by

t(z1, z2, · · · , zn) =
#{i = 1, · · · , n : αi ≥ αn}

n
(2)

which satisfies

P{(z1, z2, · · · , zn) : t(z1, z2, · · · , zn) ≤ r} ≤ r

for any r ∈ [0, 1] and for any probabilityP that the prob-
ability distribution ofZ induced over the choice ofn ex-
amples. The strangeness value of an example in the se-
quence must be independent of its position in the sequence
for the p-value function to be valid. This p-value computa-
tion is a simple approximation of the randomness level of
the Martin-L̈of’s randomness test.

Below is the algorithm for the approximation of p-values
for all possible labels that an unlabeled example can be as-
signed. This algorithm is the essential procedure of a TCM:

Algorithm:

Input: training setT = {z1, z2, · · · , zn−1} and an un-
labeled examplezn = (xn, ?):

1. FORy = 1 to c (number of possible classes)

(a) Labelzn as classy

(b) Construct a classifier (e.g.SV M ) using T
and(xn, y)
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(c) UseSV M to compute strangeness,
α = {α1, α2, · · · , αn } for T and(xn, y)

(d) Use strangeness,α to compute p-value for
(xn, y) (Equation (2))

ENDFOR

2. Assign the label with the largest p-value tozn =
(xn, ?)

3. Confidence = 1 - second highest p-value

4. Credibility = highest p-value

3. Online Transductive Confidence Machine

The basic idea of online TCM is similar to the above
procedure. A randomized version of TCM calledrandom-
ized Transductive Confidence Machine (rTCM)introduced
by Vovk [17] is used here so that a prediction error bound
for online TCM can be achieved. The computation of p-
value for TCM and its randomized version is identical.

TCM is a way to define aregion predictor[17] (or con-
formal predictor [18]) from a learning algorithm that can
only return a prediction for each unlabeled test input. A
region predictor is a function when given an unlabeled test
input and a confidence level returns a set of possible predic-
tions with a degree of confidence.

For a particular unlabeled examplezn = (xn, ?), a train-
ing setT , a set of all possible labelsY andδ ∈ (0, 1), we
can obtain a region predictor:

Γ1−δ(T, zn)

which containsy ∈ Y that satisfy

#{i = 1, · · · , n : αi ≥ αy
n}

n
> δ (3)

where α1, · · · , αn−1 are the strangeness measure of the
training examples andαy

n is the strangeness measure ofzn

labeledy. Intuitively, we can say thatzn can take any of the
labels inΓ at1 − δ confidence level.

“Uncertain” region predictor are region predictor that
has more than one label. The region predictor can also be
an empty set.

rTCM defines a randomized region predictorΓ such
that for any labely ∈ Y ,

1. Include labely in Γ when

#{i = 1, · · · , n : αi > αy
n}

n
> δ

2. Do not includey in Γ when

#{i = 1, · · · , n : αi ≥ αy
n}

n
≤ δ

3. Otherwise, includey in Γ with probability

#{i = 1, · · · , n : αi ≥ αy
n} − nδ

#{i = 1, · · · , n : αi = α
y
n}

y is included when the above expression is greater than
a random number drawn from a uniform distribution
on [0, 1].

A rTCM is proven to have an error probabilityδ at trial
n = 1, 2, · · · , and this error probability at each trial is inde-
pendent of other trials [17].

Like the TCM , rTCM predicts the label of an exam-
ple as the one with the largest p-value with a confidence
measure equals to one minus the second largest p-value and
credibility equals to the largest p-value [3]. If the region
predictor is of size larger than one, we know that the pre-
diction has low confidence.

We will show the usefulness of these additional informa-
tion for stream-based active learning in Section 8.2. More
details and properties of region predictor andrTCM can
be found in [17].

4. Incremental Support Vector Machine

To improve the speed of SVM, many incremental algo-
rithms have been proposed. Earlier implementations of in-
cremental SVM make use of the properties of the support
vectors and the distribution knowledge of the sample space
[20] to reduce the size of the training set as more examples
are added. In some cases, only the historical support vec-
tors and the new examples are kept for training the classifier
[14]. These methods, however, require re-training the clas-
sifier using the new training data-set.

Recently, implementations of incremental SVM that
avoid retraining all the training examples have been sug-
gested [4] [7] [1].

Fung and Mangasarian [4] proposed a fast and simple in-
cremental support vector machine that modifies the current
linear classifier by “both retiring old data and adding new
data”. Their method uses a non-standard SVM formulation
that classifies points by assigning them to the closest of two
parallel hyper-planes that are pushed apart as far as possi-
ble. However, their non-standard SVM does not provide the
standard strangeness measure, a set of Lagrange multipliers
for the training examples, required by TCM using SVM as
the base classifier.

Kivinen et. al. [7] considered online learning in a Re-
producing Kernel Hilbert Space using classical stochastic
gradient descent within a feature space and derive a rate of
convergence and error bound. However, the error bound
does not corroborated well with their experiments [7].

Cauwenberghs and Poggio [1] proposed the implemen-
tation of incremental SVM using adiabatic increment. We
choose to use this incremental SVM implementation since
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1. it can be easily integrated into TCM.

2. it constructs the exact solution recursively as a new ex-
ample is added.

We review the main idea of adiabatic increment in the next
section.

5. Incremental SVM by Adiabatic Increment

Given a set of labeled examples

{z1, · · · , zn} = {(x1, y1), · · · , (xn, yn)}

whereyi ∈ {−1, 1} for i = 1, 2, · · · , n such that the two
classes of examples are not linearly separable, an optimal
hyperplane is constructed by minimizing the functional

W (ξ) =
1

2
||w||2 + C

n
∑

i=1

ξi (4)

wherew is the hyperplane normal vector, the constantC >

0 andW (ξ) subjects to the constraints

yi(w · Φ(xi) + b) ≥ 1 − ξi, ξi ≥ 0, i = 1, 2, · · · , n
(5)

whereΦ(xi) mapsxi into the feature space andb is an off-
set. Introducing Lagrange multipliers,αi ≥ 0, i = 1, · · ·n,
for each of the constraints above, the dual form of the above
optimization problem is expressed as

1

2

n
∑

i=1

n
∑

j=1

yiyjαiαjΦ(xi) · Φ(xj) −
n

∑

i=1

αi → min
αi

(6)

n
∑

i=1

yiαi = 0, 0 ≤ αi ≤ C, i = 1, · · · , n (7)

Apply the Lagrange method again on the dual problem, we
get

W (α, b) =
1

2

n
∑

i=1

n
∑

j=1

yiyjαiαjΦ(xi) · Φ(xj)

−
n

∑

i=1

αi + b

n
∑

i=1

yiαi (8)

ReplacingyiyjΦ(xi) · Φ(xj) with Qij ((i, j)-entry of the
kernel matrix,Q),

W (α, b) =
1

2

n
∑

i=1

n
∑

j=1

αiQijαj −
n

∑

i=1

αi + b

n
∑

i=1

yiαi (9)

From the slack-variables,ξi, we get the constraintsαi ≤
C, i = 1, · · · , n.

W (α, b) is minimized given the Karush-Kuhn-Tucker
(KKT) conditions

gi =
∂W

∂αi

=
n

∑

j=1

Qijαj + yib − 1







> 0 αi = 0
= 0 0 ≤ αi ≤ C

< 0 αi = C

(10)

∂W

∂b
=

n
∑

j=1

yjαj ≡ 0 (11)

The first KKT condition partitions the training data into
three sets:

1. the set of support vectors that lies on the margin,S,
when0 < αi < C.

2. the set of support vectors that lies in the margin,E,
whenαi = C.

3. the remaining set,R, whenαi = 0.

The main idea of adiabatic increment is that all the ex-
amples in the training set do not violate the KKT conditions
when a new examplezn+1 is added to this training set when
its Lagrange multiplierαn+1, initially set to zero, is incre-
mented. In order to do so, some “bookkeeping” [1] proce-
dure is necessary.

When the value ofαn+1 increases, the “bookkeeping”
procedure updates the values ofgi (Equation (10)) andαi

for i = 1, 2, · · · , n, n + 1. In doing so, an example may be
transferred from one set to the other two sets accordingly.

More derivation details and implementation issues such
as the computation of the Jacobian inverse,J , by recursion,
and maintaining of a smaller remaining set,R, to improve
computational efficiency, are found in [1].

6. Online vs Incremental Learning

Before we introduce our TCM implementation in Sec-
tion 7, we will like to point out some distinctions between
online and incremental learning. They should not be used
interchangeably.

We need to distinguish between the learningsettingand
learningalgorithm. Two questions can be asked:

1. Is the learningsetting(i) online or (ii) offline ?

2. Is the learningalgorithm(i) incremental or (ii) batch ?

In an online setting, data enters the learner sequentially,
as packets of data or individual datum. This is different
from the offline setting when the whole training set is as-
sumed to be available to the learner.
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For the online and offline settings, the learning algorithm
can be incremental. In both cases, the data are iteratively
given to the learner to learn a general rule, the rule learned
during the current trial is constructed using some informa-
tion from the previously learned rule and the new data. This
type of learning isalgorithmically incremental.

Earlier methods [20] [14] on incremental SVM are not
algorithmically incremental. They require the re-training
of the classifier using all the available training examples at
each trial. These are actuallybatch algorithms used in an
online setting.

Later methods such as incremental proximal support
vector classifier [4], Kivenen and et. al.’s online learning [7]
and the incremental SVM by adiabatic increments [1] are all
algorithmically incremental. We note that since SVM is a
convex optimization problem, a correctly formulated incre-
mental algorithm should always achieve the optimal solu-
tion.

7. Incremental Online Transductive Confi-
dence Machine

As we pointed out in Section 1 that the practical distinc-
tion between transduction and induction is whether we ex-
tract and store the general rule or not. More specifically,
there is critical information required by the transduction
methods that is also computed in the induction methods.

Recent developments in incremental (inductive) classi-
fier, such as the adiabatic incremental SVM, give us some
hints on how to go about improving the computational effi-
ciency of transduction. Instead of extracting and storing the
general rule from the training set and repeating this process
in the online setting, we could compute and store critical in-
formation efficiently from the current training set to be used
for any transduction process later.

Let T be the current training set withn − 1 labeled ex-
amples,{α, b} be the current solution whereα is the set of
Lagrange multipliers andb is the offset,J be the current
Jacobian inverse,Q be the kernel matrix,S andE be the
current two support vector sets (on and within the margin,
respectively) andR be the current remaining vector set.

By integrating the procedure of the adiabatic incremental
learning into the algorithm for TCM (Section 2), we get a
more “tightly-coupled” TCM algorithm:

Algorithm (One transduction process for a new un-
labeled example):

Input: zn = (xn, ?), T , {α, b}, J , Q, S, E, R.

1. Keep a copy of{α, b}, J , Q, S, E, R for re-
initialization at the end of each FOR loop

2. FOR y = 1 to c (number of possible classes)

(a) Labelzn asy (i.e. zn = (xn, y))

(b) Initializeαy
zn

to zero.

(c) ComputeQznj for all j ∈ S (the set of sup-
port vectors) and include it intoQ.

(d) Computegzn
using Equation (10).

(e) If gzn
> 0,

i. αy
zn

= 0, and goto (g)

(f) Elseif gzn
≤ 0, apply the largest possible

increment∆αy
zn

so that (the first) one of
the following conditions occurs:

i. gzn
= 0: Add zn to S, updateR ac-

cordingly, goto (g).

ii. αy
zn

= C: Add zn to E and goto (g).

iii. Do “bookkeeping” amongS, E andR.
UpdateJ if S changes

iv. Repeat (f) until no more changes to
S, E andR.

(g) Compute p-values forzn = (xn, ?) labeled
y usingα = {α1, α2, · · · , αn−1, α

y
zn
}.

(h) Test whethery is in the region predictor of
zn = (xn, ?) with confidence level1 − δ

usingrTCM .

(i) Store the p-value ofzn labeledy.

(j) Re-initialize{α, b}, J , Q, S, E, R to their
respective input values.

ENDFOR

3. Assign the label with the largest p-value to ex-
amplezn.

4. Calculate the confidence as1− second largest p-
value.

In the next section, we use the acronym “TCM” to mean
theonline randomized TCM using SVM as the base classi-
fier.

8. Experiments

This section describes experimental data concerning the
comparative efficiency for our novel adiabatic incremental
TCM method using SVM, and its utility for stream-based
active learning.

8.1. Comparison of computational cost and classifi-
cation performance

We generated a binary data-set using Musicant’s NDC
(normally distributed clustered) data-set generator [9]. The
data is generated as clusters of normally distributed points
in R

n with an adjustable linear separability. The values of
each dimension are scaled to range in[−1, 1]. The data-set
consists of 3000 points in a 32 dimensional input space and
the experiments are performed in MATLAB 6.5.
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Figure 1. Comparison of the (upper graph) to-
tal number of updating iterations and (lower
graph) number of updating iterations at each
data stream instance required for (A) original
TCM, (B) incremental TCM by keeping histor-
ical support vectors and (C) incremental TCM
by adiabatic increment. (Results for (A) only
show 1000 instances in the upper graph and
100 instances in the lower graph as the high
rate of increment affects the visualization of
results for (B) and (C))

We compare the computational cost and performance of
(A) the original TCM, (B) the incremental TCM by keep-
ing the historical support vectors, and (C) the incremental
TCM by adiabatic increment described in Section 7. As we
mentioned in Section 6, incremental SVM can be used in an
off-line setting. We use the adiabatic incremental SVM, that
has comparable computational cost as other quadratic pro-
gramming implementations of SVM in an off-line setting,
as the base classifier in (A) and (B). For all experiments,δ

is set to0.1 i.e. 90% confidence level. For SVM, we use a
Gaussian kernel andC is set to10.

The computational cost is based on the number of itera-
tions of step 2(f), the adiabatic step, which is the most ex-
pensive step in the three implementations. The upper graph
in Figure (1) shows the total computational cost of the three
implementations at each instance when a new example is
included into the training set of the learner. We see that our
implementation (C) requires much less number of total it-
erations and the rate of increment has a much gentler slope
than implementation B while the the total iterations of orig-
inal TCM increases exponentially. From the lower graph
in Figure (1), we see that at each streaming data instance,

the number of iterations remains small and stable for imple-
mentation (C).

We note here that each iteration does not corresponds to
a fix time unit since at each iteration some matrix compu-
tations are required such that the computation cost depends
mainly on the size of the inverse Jacobian,J , that depends
on the number of support vectors, and the number of train-
ing examples. Maintaining a smaller setR and assuming
a “concept drift” setting, likely to occur in real world prob-
lems, are some ways to provide an upper bound for the com-
putational cost at each iteration.

We observe from Figure (2) that using adiabatic incre-
ment for TCM and original TCM have very similar learning
curves for accuracy, error and uncertainty predictions. The
slight differences are due to the randomized nature of our
TCM implementation.

We also note from Figure (2) that the number of uncer-
tain predictions are much higher than the accurate predic-
tions for implementation (B) while its error predictions are
higher than the other two implementations. This is the result
of information lost when data instances that are not support
vectors previously are discarded, which may become useful
later.

Theoretically, the data samples are no longer i.i.d. and
the error bound for TCM is no longer valid. Empirically,
we observed that despite the fact that the training examples
used at each trial of (B) are smaller than both (A) and (C) in
a long data stream, its classification performance is dubious.

8.2. Application of TCM: Stream-based active
learning

TCM has been used to perform active learning in both
off-line batch setting [5] and online streamed-based setting
[6]. For stream-based active learning, unlabeled examples
are provided to the learner one by one, and the learner must
decide whether or not to request its label and add it to the
training set.

The goals for active learning are two fold : (i) less com-
putation due to smaller training sets without penalizing the
performance of the classifier, and (ii) reducing the human
labeling efforts and cost.

We recall that in Section 3, we describe a region pre-
dictor as a function, when given an unlabeled test input
and a confidence level, returns a set of possible predictions
with a degree of confidence and uncertain region predic-
tor are region predictor that has more than one label. Our
stream-based active learning method takes into account the
deviation from uncertain region predictorof each unlabeled
example provided to the learner. This deviation measure
makes use of the p-values computed for all possible labels
for an unlabeled example by TCM.

Given a binary classification problem,U(e) = |pi − pj |,
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Figure 2. Comparison of the training perfor-
mance of (A) original TCM, (B) incremental
TCM by keeping the historical support vec-
tors and (C) incremental TCM using adiabatic
increment. (A) and (C) have very similar learn-
ing curves. Slight difference is due to the
randomized nature of the algorithm.

wherepi is the p-value for an unlabeled examplee labeled
asi andpj is the p-value for the example labeled asj, is a
measure of the deviation from an uncertain region predictor.
AsU(e) increases from0 to 1, the examplee becomes more
likely to be a particular label.

Selection Criteria: For a given examplee, if U(e) ≤ η

(a threshold value), adde to the training set,T .
The theoretical justification and empirical studies of us-

ing TCM on stream-based active learning is given in [6].
Here, we use the binary classification problem, Im-

age, from the benchmark collection in [12], to demonstrate
stream-based active learning using TCM. The Image data-
set consists of 2310 examples in a 18 dimensional input
space. In the benchmark collection, there are 20 different
training/testing partitions of Image data-set such that each
training set contains 1300 examples and each testing set
contains 1010 examples.

In our experiment, the learner is first provided with one
randomly chosen example from each class. Subsequently,
the learner is provided with a stream of unlabeled data. At
each trial, a new unlabeled point from the stream is intro-
duced to the learner. The data stream is of length 1300.

In Table 1, we compare the number of examples selected
by the active learner and their prediction accuracy at the

Method No of selected Accuracy
examples Estimate

Standard 1300 95.65±0.56
Random 652.00±14.98 94.04±0.88
Active 273.30±49.27 94.33±1.05

Table 1. Comparison of (i) using all samples
(Standard), (ii) random sampling (Random)
and (iii) active learning (Active). Accuracy
and number of selected examples are com-
pared. Estimates are averaged over 20 trials.

Figure 3. Our active learning (upper solid
curve with error bars (dotted curve)) shows
very competitive performance compared to
the random sampling (lower solid curve)
when the same number of examples are se-
lected.

end of the data stream. About one-fifth of the total data is
selected using active learning and the performance is almost
as good as using all the examples in the data stream. The
total number of examples selected is much less than ran-
dom sampling and the accuracy estimate of active learning
is comparable.

Figure (3) shows that active learning using TCM has
very competitive performance compared to random sam-
pling when the same number of examples are selected.

9. Conclusion

The use of transductive learning in temporal and real-
time data mining is hindered by the fact that existing trans-
duction methods are expensive and inefficient computation
compared to inductive learning techniques. One objec-
tive of this paper is to encourage temporal data-mining re-
searchers to explore the use of transduction methods in their
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works. In order to do so, we introduce a fast transduction
method to overcome the inefficiency problem of transduc-
tion.

Our transduction method is a fast incremental TCM
based on adiabatic incremental SVM. Our method is empir-
ically shown to be computationally efficient and its perfor-
mance is consistent with the standard TCM implementation.
Besides being a classifier, TCM provides additional useful
statistical information about the data that it has processed.
We demonstrate the usefulness and feasibility of such sta-
tistical information for stream-based active learning. This
information can be useful to other temporal and real-time
data mining.

We also show that incremental SVM, by keeping histor-
ical support vectors, when integrated into TCM do not have
consistent performance compared to the standard TCM im-
plementation. Hence, the integration of incremental algo-
rithm into transduction methods must be cautiously done to
achieve both a reduction in the computational cost and a
competitive performance.

Transduction can then become a viable technique for
learning in data stream.
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Abstract

Representing interactions between variables in large
data sets in an understandable way is usually important
and hard task. This article presents a methodology how
a linear dependency structure between variables can be
constructed from multivariate data. The dependencies be-
tween the variables are specified by multiple linear regres-
sion models. A sparse regression algorithm and bootstrap
based resampling are used in the estimation of models and
in construction of a belief graph. The belief graph high-
lights the most important mutual dependencies between the
variables. Thresholding and graph operations may be ap-
plied to the belief graph to obtain a final dependency struc-
ture, which is a tree or a forest. In the experimental section
results of the proposed method using real-world data set
were realistic and convincing.

1. Introduction

Large data sets are available from many different
sources, for example from industrial processes, economy,
mobile communications network, and environment. Deeper
understanding of the underlying process can be achieved by
exploring or analyzing the data. Economical or ecological
benefits are a great motivation for the data analysis.

In this study, dependencies between the variables in data
set are analyzed. The purpose is to estimate multiple linear
regression models and learn a linear dependency tree or for-
est of the variables. The dependency structure clearly shows
how a change in a value of one variable induces changes in
values of other variables. This might be useful information
in many cases, for instance, if values of some variable can-
not be controlled directly.

The multiple linear regression models have a couple of
advantages. The dependencies in linear models are easy to
interpret. In addition, processes may be inherently linearor
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Figure 1. The flow chart of the proposed
method.

over short ranges many processes can be approximated by a
linear model.

A flow chart of the methodology proposed in this study
is presented in Figure 1. The method consists of five phases.
First, there should be some multivariate data available. The
data do not necessarily have to be time-series data, although
time-series data is used as an example in this study.

The second phase deals with the preprocessing of data.
Some operations have to be usually performed on measure-
ments before they can be analyzed mathematically. Some
measurements may be missing or measurements can be
noisy.

In the third phase, as many multiple linear regression
models as there are variables in the data are estimated. Each
variable is a dependent variable in turn and the rest of the
variables are possible independent variables. The most sig-
nificant independent variables for each model are selected
using the bootstrap and a sparse regression algorithm. The
relative weights of the regression coefficients are computed
from the bootstrap replications. The relative weight of the
regression coefficient measures a belief that the correspond-
ing independent variable belongs to the estimated linear
model.

In the fourth phase, a belief graph is constructed from the
relative weights of the regression coefficients. The belief
graph represents the strength of the dependencies between
the variables. In the belief graph there are as many nodes
as there are variables in the data. The relative weights de-
fine arcs of the belief graph. A predefined threshold value
and a moralizing operation are applied to the belief graph



resulting a moral graph or a final dependency graph.
Finally, a dependency structure of the variables is calcu-

lated from the dependency graph. A set of variables, which
forms a multiple linear regression model, belongs to a same
maximal clique. However, the formulation of final depen-
dency structure is restricted such that the dependencies can-
not form circles in a final structure i.e. the variable cannot
be dependent on itself through the other variables. Thus, the
final dependency structure is a tree or a forest.

The rest of the article is organized as follows. In Sec-
tion 2 a few other similar studies are briefly described. The
multiple linear regression model and sparse regression al-
gorithms are introduced in the beginning of Section 3, fol-
lowed by the bootstrap and the computation of the relative
weights of the regression coefficients. The construction of
linear dependency tree or forest is proposed in Section 4.
The proposed method is applied to real-world data set. The
description of data and the results of experiments are shown
in Section 5. The experiments mainly serve an illustrative
example of the proposed methodology. Conclusion and fi-
nal remarks are in Section 6.

2 Related work

To our knowledge, novelty of this work is in the sparse
construction of linear models and the application of the
bootstrap. Several studies about dependencies between the
variables in multivariate data are accomplished, for example
[3], [13], [11], [16], and [20].

Dependency trees are also used in [3]. A method which
approximates optimally ad-dimensional probability distri-
bution of thed variables is shown. Each variable can only
be dependent on at most one variable in that model, when
in this study one variable can be dependent on several vari-
ables.

Belief networks are discussed in [13]. The belief net-
work induces a conditional probability distribution over its
variables. The belief networks are directed and acyclic. De-
pendency networks which can be cyclic are presented in
[11]. In both belief and dependency networks the variables
are conditioned upon its parent variables. The directed de-
pendency means that changes in the parent has effect on the
child. The undirected dependency means that changes are
induced into the both directions. In this study, continuous
variables are only modeled, whereas the belief and the de-
pendency network can be used with discrete variables.

Independent variable group analysis (IVGA) is proposed
in [16]. In that approach the variables are clustered. The
variables in one cluster are dependent on each other but
they are independent on the variables which belong to other
clusters. In IVGA, the dependencies between the groups or
clusters are ignored and the dependencies in each group can
be modeled in different ways.

Structural equation modeling (SEM) [20] is another
technique to investigate relationships between the variables.
SEM provides a methodology to test a plausibility of hy-
pothesized models. The predefined dependencies between
the variables are investigated using the SEM, when the de-
pendencies are learned from the data using the method pro-
posed in this study. Structural Equation models can consist
of both observed and latent variables. The latent variables
can be extracted from the observed ones using for example
the factor analysis. Observed variables are only modeled in
this study.

3 Methods

3.1 Multiple linear regression

The dependencies between the variables are modeled us-
ing the multiple linear regression. The model is

yt = β1xt,1 + β2xt,2 + . . . + βkxt,k + ǫt, (1)

whereyt is the dependent variable,xt,i, i = 1, . . . , k are
the independent variables,βi, i = 1, . . . , k are the corre-
sponding regression coefficients, andǫt is normally dis-
tributed random noise with zero mean and unknown vari-
anceǫt ∼ N(0, σ2). The indext = 1, . . . , N represents
the tth observation of the variablesy andxi andN is the
sample size.

Equation (1) can also be written in matrix form as fol-
lows

y = Xβ + ǫ. (2)

Here we assume that the variables are normalized to zero
mean and thus, there is no need for a constant term in mod-
els (1) and (2).

The ordinary least squares (OLS) solution is

bOLS = (XT X)−1XT y (3)

wherebOLS = [b1, . . . , bk] is the best linear unbiased esti-
mate of the regression coefficients.

3.2 Linear sparse regression

The usual situation is that the available data are
(x1, . . . ,xk,y) and the linear regression model should be
estimated. The OLS estimates are calculated using all the
independent variables. However, the OLS estimates may
not always be satisfactory. The number of possible inde-
pendent variables may be large and there are likely non-
informative variables among them.

The OLS estimates have a low bias but a large variance.
The large variance impairs the prediction accuracy. The pre-
diction accuracy can sometimes be improved by shrinking



some regression coefficients toward zero, although at the
same time the bias increases [4]. The models with too many
independent variables are also difficult to interpret. Now,
the objective is to find a smaller subset of independent vari-
ables that have the strongest effect in the regression model.

In the subset selection regression only a subset of the
independent variables are included to the model, but it is
an inefficient approach if the number of independent vari-
ables is large. The subset selection is not robust because
small changes in the data can result in very different mod-
els. More stable result can be achieved using the nonnega-
tive garrote [2]. The garrote also eliminates some variables
and shrinks other coefficients by some positive values.

Ridge regression [12] and lasso [22] algorithms produce
a sparse solution or at least shrink estimates of the regres-
sion coefficients toward zero. Both algorithms minimize a
penalized residual sum of squares

argmin
β

{

||y − Xβ||2 + λ

k
∑

i=1

|βi|
γ
}

, (4)

whereγ = 2 in ridge regression andγ = 1 in lasso. The
tuning parameterλ controls the amount of shrinkage that is
applied to the coefficients. The problem in Equation (4) can
be represented equivalently as a constrained optimization
problem. In that approach the residual sum of squares||y−
Xb||2 is minimized subject to

k
∑

i=1

|βi|
γ ≤ τ, (5)

whereγ is the same as in Equation (4) and the constant
τ controls the amount of the shrinkage. The parametersλ
in Equation (4) andτ in Equation (5) are related to each
other by a one-to-one mapping [10]. A large value ofλ
corresponds to a small value ofτ .

The ridge regression solution is easy to calculate, be-
cause the penalty term is continuously differentiable. The
solution is

bRR = (XT X + λI)−1XT y, (6)

whereI is an identity matrix, but it does not necessarily
set any coefficients exactly to zero. Thus, the solution is
still hard to interpret if the number of independent variables
k is large. The lasso algorithm sets some coefficients to
zero with a properτ , but finding the lasso solution is more
complicated due to absolute values in the penalty term. A
quadratic programming algorithm has to be used to compute
the solution. Also, the value ofτ or λ which controls the
shrinkage is strongly dependent on data. Therefore, seek-
ing such a value may be difficult in many cases. The data-
based techniques for estimation of the tuning parameterτ
are presented in [22].
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Figure 2. The progress of the LARS algorithm.
The figure is reproduced from the original
LARS article by Efron et al. [7].

The lasso algorithm is not applicable if the number of
possible independent variables is large. Forward stagewise
linear regression (FSLR) can be used instead of lasso in
that case [10]. FSLR approximates the effect of the lasso
penaltyγ = 1 in Equation (4). New independent variables
are added sequentially to the model in FSLR. Two constants
δ andM have to be set before iterations. The regression
coefficient that diminish most the current residual sum of
squares, is adjusted by amount ofδ at each successive iter-
ation. The value ofδ should be small andM should be a
relatively large number of iterations.

All the estimates of coefficientsbi, i = 1, . . . , k are set to
zero in the beginning. Many of the estimatesbi are possibly
still zero afterM iterations. It means that corresponding
independent variables are not yet added to the regression
model. The solution after theM iterations is almost similar
than the lasso solution with someλ. They are even identical
in some cases [10].

The preceding methods such as ridge regression, lasso,
and FSLR are introduced as the historical precursors of the
Least Angle Regression (LARS) model selection algorithm.
We are mainly interested in the methods producing sparse
models. Thus, lasso and FSLR could be applied, but they
have deficiencies compared to the LARS algorithm. The
parametersλ or τ in lasso andδ andM in FSLR have to
be predefined, whereas LARS is completely parameter free
and it is also computationally more efficient than lasso or
FSLR. However, all the three methods produce nearly same
solutions. Only LARS algorithm is applied to selection of
the most significant independent variables in this study.

In Figure 2 the progress of the LARS algorithm is vi-
sualized. All the variables are scaled to have zero mean
and unit variance. One independent variable is added to the
model in each step. First, all regression coefficients are set
to zero. Then, the most correlated independent variablexi1

with y is found. The largest possible step in the direction



of u1 is taken until some other variablexi2 is as correlated
with the current residuals asxi1 . That is the point̂y1. At
this point LARS differs from traditional Forward Selection,
which would proceed to the pointy1, but the next step in
LARS is taken in a directionu2 equiangular betweenxi1

andxi2 . LARS proceeds in this direction until a third vari-
ablexi3 is as correlated with the current residuals asxi1

andxi2 . Next step is taken in a directionu3 equiangular
betweenxi1 , xi2 , andxi3 until a fourth variable can be
added to the model. This procedure is continued as long
as there are still independent variables left. So,k steps are
needed for the full set of solutions i.e. the result isk differ-
ent multiple linear regression models. In Figure 2yi repre-
sent the corresponding OLS estimates fromkth step. LARS
estimateŝyk approach but never reach OLS estimatesyk,
except at the last step the LARS and OLS estimates are
equivalent. The mathematical details of LARS algorithm
are presented in [7].

The problem is to find the best solution from all thek
possibilities which LARS returns i.e. a proper number of
independent variables. This selection can be done accord-
ing to the minimum description length (MDL) information
criterion [9]. The varianceσ2 of ǫt is assumed to be un-
known, thus, the MDL criterion is written in context of the
linear regression, as presented in [9],

MDL(k) =
N

2
log ||y − ŷ||2 +

k

2
log N. (7)

y is the dependent variable,ŷ is the estimate of the depen-
dent variable,N is the sample size andk is the number
of added independent variables. The value of Equation (7)
is calculated for all the solutions. The selected regression
model minimizes Equation (7).

The MallowsCp criterion [18], [19] is a common crite-
rion in subset selection. However,Cp is not used, because it
can select submodels of too high dimensionality [1]. A re-
view of several other information criteria can be found from
[21].

3.3 Bootstrap

The bootstrap is a statistical resampling method and it
was introduced by Efron in [6]. The idea of bootstrap is to
use sample data to estimate some statistics of the data. No
assumptions are made about the forms of probability distri-
butions in the bootstrap procedure. The statistic of interest
and its distribution are computed by resampling the original
data with replacement.

Bootstrapping a regression model can be done in two
different ways. The methods are bootstrapping residuals
and bootstrapping pairs [8]. The independent variables
(x1, . . . ,xk) are treated as fixed quantities in the bootstrap-
ping residuals approach. That assumption is strong and it

can fail even if Equation (1) for the regression model is cor-
rect. In the bootstrapping pairs approach weaker assump-
tions about validity of Equation (1) are made.

In the bootstrapping pairs,F̂ is assumed to be
an empirical distribution of the observed data vectors
(xt,1, . . . , xt,k, yt), where t = 1, . . . , N . F̂ puts prob-
ability mass of1/N on each vector(xt,1, . . . , xt,k, yt).
A bootstrap sample is now a random sample of sizeN
drawn with replacement from the population ofN vectors
(xt,1, . . . , xt,k, yt).

B independent bootstrap samples(X∗i,y∗i), i =
1, . . . , B of the sizeN are drawn from the distribution̂F .
The bootstrap replicationsb∗i of the estimatesb are com-
puted using the LARS algorithm and the MDL information
criterion. The statistic of interest or some other featuresof
the parametersb can be calculated from theseB bootstrap
replications.

3.4 Computation of relative weights of regression
model

In this study, relative weights of the coefficients of mul-
tiple linear regression model are computed. The relative
weights are calculated from the bootstrap replications as
follows

w =
1

B

B
∑

i=1

|b∗i|

1
T |b∗i|

. (8)

B is the number of bootstrap replications andb∗i is theith
bootstrap replication of coefficientsb. The absolute values
are taken over all the components of vectorb∗i. There is
a sum of the absolute values of coefficients in the denomi-
nator. 1 is a vector of ones and the length of the vector is
the same as the length of the vectorb∗i. All the compo-
nents of vector|b∗i| are divided by the previous sum. These
operations are done for every bootstrap replication and the
scaled bootstrap replications are added together. This sum
is divided by the number of bootstrap samplesB. The re-
sult is a vectorw, which includes the relative weights of the
coefficientsb.

There is a relative weightwi for the each possible inde-
pendent variablexi, i = 1, . . . , k in the vectorw. The value
of eachwi is within the rangewi ∈ [0, 1] and

∑

i wi = 1.
The relative weight of the independent variable is a measure
of the belief that the independent variable belongs to the es-
timated linear model. The independent variable can be re-
jected from the estimated model if the value ofwi is zero
or under a predefined threshold value. The most signifi-
cant independent variables have the largest relative weights.
In this study the variables are scaled to have unit variance,
therefore, the regression coefficients are comparable to each
other and their absolute values can be used as a measure of
significance.



The vector of relative weights can also be regarded as a
discrete probability distribution. From the probability dis-
tribution it can be seen which independent variables are
likely to be included to the final linear sparse regression
model.

4 Learning a linear dependency structure

4.1 Constructing a belief graph

Let us assume now that there are dataD available, which
havek+1 variables andN measurements for each variable.
The objective is to find multiple linear regression models
among the variables. Each variable is the dependent vari-
able in turn and the rest of the variables are the possible
independent variables. So, the following models have to be
estimated.

x̂1 = b1
2x2 + b1

3x3 + . . . + b1
kxk + b1

k+1xk+1

x̂2 = b2
1x1 + b2

3x3 + . . . + b2
kxk + b2

k+1xk+1

...

x̂j = bj
1x1 + . . . + bj

j−1
xj−1 + bj

j+1
xj+1 + . . .

bj
k+1

xk+1

...

x̂k = bk
1x1 + bk

2x2 + . . . + bk
k−1xk−1 + bk

k+1xk+1

x̂k+1 = bk+1

1 x1 + bk+1

2 x2 + . . . + bk+1

k−1
xk−1 + bk+1

k xk

The relative weights of the regression coefficients are com-
puted for all the abovek +1 linear models as it is described
in Sections 3.2-3.4. A belief graphGb is constructed from
thesek + 1 vectors of the relative weights.

Each variable of dataD is presented as a node in the be-
lief graphGb. The weighted arcs between the nodes are ob-
tained from the nonzero relative weights. Thus, the weights
of arcs measure the strength of the belief that there exists
a linear dependency between the corresponding two vari-
ables. The directions of dependencies are from the inde-
pendent variable to the dependent variable.

The dependencies or the number of arcs in the belief
graph can be reduced by setting some threshold valueλ for
the relative weights. The relative weight is set to zero if it
is below the threshold and the rest of the relative weights
are set to unity. This means that remaining dependencies
are treated as equally important thereafter. The belief graph
Gb becomes unweighted directed graphGd after using the
thresholdλ. However, some dependencies may be bidirec-
tional. The value of threshold is not estimated according to
some defined principle. A suitable value forλ is decided
by exploring the values of relative weights. The purpose is
to find such value forλ that minor changes inλ would not
cause major changes in the graphGd.

The direct use of the full information in the belief graph
will be studied further.

4.2 Constructing a moral graph

The following idea of constructing an undirected and a
moral graph from the belief graph is adapted from [13]. Let
Vi, i = 1, . . . , k stand for a node or a variable in the graphs.
The directions of dependencies can be discarded fromGd

and the result is an unweighted undirected graphGu. It
can be assumed now that two variablesVi andVj belong
potentially to the same linear model if they are connected
by an arc inGu. We mean that the variables belong possibly
to the same set of variables which forms one linear sparse
regression model. That is, the roles of the variablesVi and
Vj either as independent variable or dependent variable are
not specified yet.

Let us assume that a variablexj3 is the actual dependent
variable. A possible regression model isxj3 = βj1xj1 +
βj2xj2 + φ, whereφ is a function of the other independent
variables and noise. When variablesxj1 andxj2 are consid-
ered as the dependent variables, it is possible that the depen-
dency with the variablexj3 is found, but the dependencies
betweenxj1 andxj2 are ignored in both cases. However,
all three variablesxj1 , xj2 , andxj3 belong potentially to
the same linear model. An arc can be added to connect the
corresponding nodes inGu. The added arc is called a moral
arc. A moral graphGm is obtained when all moral arcs
have been added toGu. The moral arcs are added toGu

according to the following procedure.

• Create a directed graphG′

u from Gu. The directions of
dependencies are set to graphG′

u such that there do not
exist cycles. For each nodeVi, find its parentsPVi

in
G′

u. Connect each pair of nodes inPVi
by adding undi-

rected arcs between the corresponding nodes inGu.

In this study, the graphG′

u is created fromGu such that
the parentVi has a smaller index than the childVj i.e. i < j
in G′

u. This restriction confirms that the relationships can
be interpreted correctly and the number of added moral arcs
is reasonable. The parent and child relationships can be de-
fined differently toG′

u as above and it likely results in a dis-
similar moral graph and a final dependency structure. The
final dependency structure can be constructed as well from
Gu as fromGm. Basically, sparser models are obtained
from Gu, but the moral arc addition can give additional use-
ful information in some cases.

4.3 Constructing final linear models

The objective is to find multiple linear regression mod-
els among the variables in the dataD. The linear models or



the sets of variables are sought from the unweighted undi-
rected graphGu or from the moral graphGm. The vari-
ables, which are interpreted to belong to the same model,
are parts of the same maximal clique. A subgraph ofGu or
Gm is called a clique if the subgraph is complete and max-
imal. A subgraph is complete, if every pair of nodes in the
subgraph is connected by an arc. The clique is maximal, if
it is not a subgraph of the larger complete subgraph [13].

An algorithm, which can be used to generate all maximal
cliques from an arbitrary undirected graph, is presented in
detail in [15]. A short description of the algorithm is given
in the next two paragraphs.

Let Cn stand for a list of all cliques which includen
nodes. The algorithm starts by forming all 2-cliques. All
pairs of nodes which are connected by an arc are 2-cliques.
There exists 3-clique if two 2-cliques have one node in
common and two sole nodes are connected. For example,
if there are cliques{V1, V2}, {V1, V3} and{V2, V3} in the
graph, then there exists 3-clique{V1, V2, V3}. All 3-cliques
are collected to the listC3.

All (n + 1)-cliques can be constructed from the listCn.
Two n-cliquesc1

n andc2
n, which have already(n−1) nodes

in common, are tested if they could form a new(n + 1)-
cliquecn+1. There has to existn-cliquec3

n, which has(n−
2) nodes in common with cliquesc1

n andc2
n, in the listCn.

Additionally, (n−1)th node ofc3
n has to be equivalent tonth

node ofc1
n andnth node ofc3

n has to be equivalent tonth
node ofc2

n, then there is(n + 1)-cliquecn+1 in the graph.
For example, if there exist cliquesc1

4 = {V1, V2, V3, V4},
c2
4 = {V1, V2, V3, V5} andc3

4 = {V1, V2, V4, V5}, then there
exist 5-cliquec5 = {V1, V2, V3, V4, V5} in the graph. This
procedure is repeated as long as new cliques can be con-
structed. All listsCi, i = 1, . . . , nmax are tested in the
end, that anyn-clique is not a subclique of(n + m)-clique,
m > 0. If there exist subcliques they can be eliminated. In
the end, the dependent variable in all the cliques is selected
such that the coefficient of determination is maximized.

The problem to find all maximal cliques is known to be
NP -hard [14]. This means that the computational time for a
solution is nondeterministic and the number of cliques can
increase exponentially. Several other algorithms for solv-
ing the clique problem are introduced and analyzed in [14].
Computationally, the task is feasible, if the number of vari-
ables in the dataD is not large. The number of variables
can be a few hundred. The number of arcs in the graph also
affects on the computational efficiency.

The number of found complete and maximal cliques can
be large, but there are additional criteria how final cliques
are selected. Firstly, two cliques can have only one variable
or node in common. Secondly, the common variable can-
not be a dependent variable in both cliques. Finally, cycles
are not allowed in the dependency structure. Therefore, the
dependency structure is a dependency tree or a forest under

these restrictions. The independent variables are the parents
of the dependent variable in the final dependency structure.
The construction of the dependency structure starts from the
linear model which has the highest coefficient of determi-
nation. After that, the linear models are added such that the
coefficients of determination are as good as possible and the
previous restrictions are not violated.

5 Experiments

5.1 Data

A real-world data set which is used in this study is called
the System data. The System data consist of nine measure-
ments from a single computer which is connected to a net-
work. The computer is used for example to edit programs
or publications and to calculate computationally intensive
tasks [23].

Four of the variables describe the network traffic. Rest of
the variables are measurements from the central processing
unit (CPU). All the variables are in relative measures in the
data set. The variables are 1.blks/s (read blocks per
second (network)), 2.wblks/s (written blocks per second
(network)), 3.usr (time spent in user processes (CPU)), 4.
sys (time spent in system processes (CPU)), 5.intr (time
spent handling interrupts (CPU)), 6.wio (CPU was idle
while waiting for I/O (CPU)), 7.idle (CPU was idle and
not waiting for anything (CPU)), 8.ipkts (the number
of input packets (network)), and 9.opkts (the number of
output packets (network)).

The System data is collected during one week of com-
puter operation. The first measurement is done in the morn-
ing on Monday and the last one is done in the evening on
Friday. The measurements are done every two minutes dur-
ing the day and every five minutes during the night. The
measurements are done from every nine variables each time.
There are missing values in all the variables. A more de-
tailed description of the System data set is found from [23].

5.2 Preprocessing of the data

In general, processes are usually in different states dur-
ing the measurements. It is possible that dissimilar linear
dependency structures are needed to describe the operation
of computer during the week, for example one structure
during the day and another during the night. The variable
blks/s can vary depending on if someone is working with
the computer.

In this study, the similar states of the process are sought
using the variableblks/s , which is, thus, a reference vari-
able. The reference variable can be any of the variables in
the data set depending on which feature is wanted to be ex-
plored. The reference variable is plotted in Figure 3.
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Figure 3. The reference variable blks/s and
the selected windows.

A query window is selected from the reference variable.
The query window of reference variable should include in-
formation or the measurements of the feature i.e. the inter-
esting state of the time-series, which is under exploration.
The selected query window is the window number one in
Figure 3. The measurements in the query window are done
in the afternoon on Friday.

The similar states of the reference variable can be lo-
cated mathematically in many ways. In this study, the sum
of squares of differences between the query window and a
candidate window is minimized. The candidate window is
a part of the reference variable which is as long as the query
window. The candidate windows are not allowed to overlap
with each other or with the query window. The candidate
windows which have the smallest sum of squares of differ-
ences between the query window are chosen.

The sum of squares of differences between the query
window and the candidate window i.e. the Euclidean dis-
tance between them is calculated as follows

Ec =

M
∑

i=1

(yq,i − yc,i)
2, (9)

whereyq is the query window,yc is the candidate window,
andM is a number of the measurements which are included
in the query window.

The number of chosen candidate windows can be de-
cided, for example, by setting a threshold value to Equa-
tion (9). Another option is to select so many windows that
there are enough data points in further calculations. In Fig-
ure 3, windows2 − 8 are the chosen candidate windows.
Smaller numbers of candidate windows refer to smaller val-
ues of Equation (9). The measurements in all the chosen
candidate windows are done during the working hours.

The data in the chosen candidate windows and in the
query window from the reference variable are chosen and
the rest of the measurements are excluded from further cal-
culations. The parts, which have the same time label as cho-
sen candidate windows and query window, are also selected
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Figure 4. Development of coefficient values in
the LARS algorithm (a). Values of MDL crite-
rion for different models (b). The vertical line
in (a) and the diamond in (b) represents the
minimum value of MDL criterion.

from the rest of the time-series. All the selected windows
are scaled to have zero mean and unit variance. There are
70 data points in each selected window so in the further cal-
culations there areN = 560 data points in total from every
variable.

New time-series are acquired when the selected windows
of the original variables are put one after another. The orig-
inal measurements often include noise. The level of the
noise may be disturbingly high. In that case, noise reduction
techniques can be applied to the selected windows, for ex-
ample techniques based on the wavelet transform [5], [17].

This kind of similarity search in high dimensions, i.e
with very long time windows, should be approached with
caution. The Euclidean distance between the windows may
not work because of the curse of dimensionality. This se-
lection of windows, however, is not central to this work, but
it can be used if only the certain parts of the time-series are
interesting and wanted to be explored.

5.3 An example of sparse regression

The operation of LARS algorithm is illustrated with an
example. The variableblks/s is the dependent variable
and rest of the variables are the possible independent vari-
ables.

The independent variables are added to the regression
model in the following orderwblks/s , wio , sys , ip-
kts , intr , idle , opkts , andusr . Development of re-
gression coefficients are plotted in the left panel of Figure4.
The values of MDL criterion are plotted in the right panel
of the same figure. The minimum value is achieved by step
four i.e. the first four added independent variables are in-
cluded to the regression model.

The sparse regression model is

ŷblks/s = 0.44xwblks/s + 0.45xwio (10)

+0.19xsys + 0.07xipkts .
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Figure 5. The adjacency matrices of the be-
lief graph Gb (a) and the unweighted directed
graph Gd (b).

The coefficients of determination of the sparse model (10)
and the full model are 0.89 and 0.90, respectively. Thus,
the excluded variables can be considered as non-informative
and dropping out them improve the interpretability of de-
pendencies between the variables.

5.4 The dependency structure of System data

The objective is to find the best multiple linear regres-
sion models from the preprocessed data set. The process
proceeds as it is described in Section 4. The first task is to
construct the belief graphGb.

The adjacency matrix of the belief graphGb is presented
in the left panel of Figure 5. The relative weights of the re-
gression coefficients of theith model are in theith column
in the adjacency matrix. Theith variable has been the de-
pendent variable in theith model and rest of the variables
have been the possible independent variables. The relative
weights for the variables2, . . . , 8, when the variable 1 is the
dependent variable, are presented in the first column of the
adjacency matrix ofGb. The other columns are constructed
in a corresponding way. Dark colors refer to a strong belief
that these variables are significant in the multiple linear re-
gression model. For example, in the first column or in the
first regression model the variables 2 (wblks/s ), 4 (sys ),
and 6 (wio ) are the most significant independent variables.
The number of bootstrap replications wasB = 1000 in each
of the nine cases. The relative weights of the coefficients
were calculated according to Equation (8).

The directed graphGd is computed fromGb using the
thresholdλ = 0.1 i.e the dependencies whose relative
weight is under 0.1 are ignored and rest of the weights are
set to unity. The adjacency matrix ofGd is in the right panel
of Figure 5. The unweighted undirected graphGu is ob-
tained fromGd by ignoring the directions of dependencies
and the moral graphGm is calculated fromGu as it is de-
scribed in Section 4.2. The adjacency matrices ofGu and
Gm are drawn in Figure 6.
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Figure 6. The adjacency matrices of the un-
weighted undirected graph Gu (a) and the
moral graph Gm (b).
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Figure 7. The dependency forest from the
graph Gu.

The final linear models are sought from the undirected
graphGu and from the moral graphGm. The variables
which belong to the same multiple linear regression model
are part of the same maximal clique in the graphsGu or
Gm. The maximal cliques are found using the algorithm
which is presented in Section 4.3.

Three maximal cliquesc1
4 = {idle , usr , sys , intr },

c1
3 = {ipkts , opkts , wblks/s } and c2

3 =
{blks/s , wblks/s , wio } were found from the graph
Gu. The best models are achieved if the variablesidle ,
ipkts andblks/s are chosen to be the dependent vari-
ables. The coefficients of determination are then 0.95, 0.94
and 0.82. The dependency forest of these linear models is
in Figure 7.

All variables in cliquec1
4 are measurements from the

CPU. All regression coefficients were negative in this
model. If there is a positive change in some independent
variable, the value of the dependent variableidle will de-
crease.

Cliquesc1
3 andc2

3 are dependent on each other through
the variablewblks/s , which is one of the independent
variables in both models. When a positive change occurs
in the variablewblks/s also the values of the dependent
variablesipkts andblks/s increase. All variables in the
cliquec1

3 are the measurements from the network traffic. In
the cliquec2

3, the variableblks/s is the measurement from
the network traffic and the variablewio is the measurement
from the CPU.
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Figure 8. The dependency tree from the graph
Gm.

An alternative dependency structure is computed from
the graph Gm. There were two maximal cliques
and the variableblks/s was left alone. Cliques
are c1

5 = {idle , usr , sys , intr , wio } and c1
4 =

{ipkts , wio , wblks/s , opkts }. The dependency
structure is plotted in Figure 8.

All the variables in the cliquec1
5 are measurements from

the CPU. The best model is obtained, whenidle is the de-
pendent variable. Then the coefficient of determination is
0.96, which indicates that the linear model describes the de-
pendencies between the variables very well. The first linear
sparse regression model is

ŷidle = −0.64xusr − 0.30xsys (11)

−0.13xintr − 0.08xwio .

The independent variables describe how much of the
CPU power is spent to different activities and the dependent
variable describes how much of the CPU power is unused
at the moment. According to the estimated linear model
the value ofidle decreases when the values ofusr , sys ,
intr andwio increase. This is very intuitive result be-
cause the processes which need CPU power obviously di-
minish the available CPU power.

The cliquec1
4 formulates another multiple linear regres-

sion model. When the variableipkts is selected to the
dependent variable, the best coefficient of determination
(0.94) is achieved. The second model is

ŷipkts = −0.01xwio + 0.11xwblks/s (12)

+0.93xopkts .

The variableipkts consists of measurements from the
network traffic. The variableswblks/s andopkts de-
scribes also the network traffic andwio is the same mea-
surement from the CPU as in model (11). When the num-
ber of written blocks per second and the number of output
packets increase the number of input packets also increases
according to Equation (12). This is a natural situation in the
bidirectional network traffic. The packets are sent to both
directions when for example a file is downloaded.

Models (11) and (12) are dependent on each other
through the variablewio . Changes inwio has effect on
both dependent variablesidle and ipkts . A positive
change inwio decreases the values ofidle and ipkts .
However, the variablewio could be possibly excluded from
model (12), since the value of its regression coefficient is
negligible and it has not much effect on the coefficient of
determination.

6 Summary and conclusion

In this study, the method for analyzing linear depen-
dencies in multivariate data is proposed. The result of the
method is a linear dependency tree or a forest. The depen-
dencies of the variables can be clearly seen from the final
dependency structure. Thus, it is possible to get deeper un-
derstanding of the underlying process. The linear depen-
dencies are modeled by multiple linear regression models.

Similar states of time-series are selected using the Eu-
clidean distance between a reference variable. A single re-
gression model is constructed to model that selected state.
It may be difficult or even impossible to construct a single
regression model to time-series, which consists of many dif-
ferent states. Every state would require a model of its own.

This study proposes how the relative weights of the re-
gression coefficients can be calculated from the bootstrap
replications. The relative weight of the regression coeffi-
cient is a measure of belief that the corresponding indepen-
dent variable belongs to a certain regression model. In addi-
tion, the dependent variable or variables are selected during
the execution of the algorithm.

In the experiments it was shown that the most signifi-
cant variables have the highest relative weights. The rela-
tive weights seem to be appropriate to measure significance
of the independent variables.

The final dependency structure was constructed from the
belief graph. The belief graph represents the variables and
the relative strength of the dependencies between the vari-
ables. A threshold value was used to reduce the dependen-
cies in the belief graph. The chosen threshold value has a
strong impact on the final dependency structure. A minor
change in the threshold value can cause a major changes in
the final dependency structure. Thus, special attention to the
threshold value should be paid. It would be beneficial to au-
tomate the selection of the threshold value. One possibility
might be to include it somehow in the moralizing operation.
Another possibility could be to learn the final dependency
structure from the belief graph ignoring the weakest depen-
dencies by some data based method such that a tree or a
forest structure is achieved.

The proposed method was tested using a real world-data
set. The constructed dependency structures were convinc-
ing. Approximately 95% of the variation of dependent vari-



ables was explained by the regression models which were
constructed from the System data, although no assumptions
were made about the number of linear models. The result-
ing dependency structure was almost similar to one shown
in Figure 8, when the whole data set was used in the con-
struction of the dependency structure. When models (11)
and (12) were tested with the excluded data the coefficients
of determination were nearly as good as with the used data.

The final dependency structure highlights the dependen-
cies of the variables in an intelligible way. On the other
hand, it is difficult to measure the level of interpretability.
The goodness of the models may be hard to justify if coef-
ficient of determinations are moderate, but the dependency
structure can still give additional and unexpected informa-
tion in co-operation with someone who has specific knowl-
edge of the underlying process.
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Abstract

In order to allow agents for acting autonomously and
making their decisions on a solid basis an interpretation of
the current scene has to be done. Scene interpretation can
be done by checking if certain patterns match to the current
belief of the world. In some cases it is impossible to ac-
quire all situations an agent might have to deal with later
at run-time in advance. Here, an automated acquisition of
patterns would help an agent to adapt to the environment.
Agents in dynamic environments have to deal with world
representations that change over time. Additionally, pred-
icates between arbitrary objects can exist in their belief of
the world. In this work we present a learning approach that
learns temporal patterns from a sequence of predicates.

1. Introduction

In order to allow agents for acting autonomously and
making their decisions on a solid basis, an interpretation of
the current scene has to be done. Scene interpretation can
be done by checking if certain patterns match to the current
belief of the world. If intentions of other agents or events
that are likely to happen in the future can be recognized the
agent’s performance can be improved as it can adapt the
behavior to the situation. Example domains are intelligent
vehicles or robots in the RoboCup leagues [10, 11].

In some cases it is impossible or too time-consuming to
acquire all situations an agent might have to deal with at
run-time in advance, or it is necessary that the agent adapts
to a certain situation. It might even not be known what sit-
uations an agent will encounter in the future. In these cases
an automated acquisition of patterns would help an agent to
adapt to the environment.

We focus on qualitative representations as they allow for
a concise representation of the important information. Such
a representation allows to use background knowledge, to
plan future actions, to recognize plans of other agents, and

is comprehensible for humans the same time. In our ap-
proach we map quantitative data to qualitative representa-
tions. Time series are divided into different segments which
satisfy certain monotonicity or threshold conditions as it is
suggested by Miene et al. [10, 11]. E.g., if the distance
between two objects is observed it can be divided into in-
creasing and decreasing distance representing approaching
and departing relations (cf. [11]).

Agents in dynamic environments have to deal with world
representations that change over time. Additionally, predi-
cates between arbitrary objects can exist in their belief of
the world. Current learning approaches do not handle these
requirements properly. In this work we present a learning
approach that learns temporal patterns from a sequence of
predicates.

The paper is organized as follows: Section 2 presents
work related to ours. The representation of scenes and pat-
terns is described in Sections 3 and 4. Section 5 addresses
the learning of patterns. A first evaluation of our approach is
presented in Section 6. The paper closes with a conclusion
and some ideas for future work.

2. Related Work

There are many approaches in the areas of association
rule mining, inductive logic programming, and spatial, tem-
poral, or spatiotemporal data mining which are relevant to
the work presented here. The most important ones are pre-
sented in this section.

Association rule mining addresses the problem of dis-
covering association rules in data. One famous example is
the mining of rules in basket data [1]. Agrawal et al. and
Zaki et al. present fast algorithms for mining association
rules [2, 14]. These approaches have been developed for the
mining of association rules in item sets. Thus, no temporal
relationships between the items are represented.

Mannila et al. extended association rule mining by tak-
ing event sequences into account [8]. They describe al-



gorithms which find all relevant episodes which occur fre-
quently in the event sequence.

Höppner presents an approach for learning rules about
temporal relationships between labeled time intervals [5].
The labeled time intervals consist of propositions. Similar
to our work interval relationships are described by Allen’s
interval logic [3]. The major difference is that predicates
which represent relations between certain objects are not
considered in their work.

Other researchers in the area of spatial association rule
mining allow for more complex representations with vari-
ables but do not take temporal interval relations into account
(e.g., [6, 7, 9]).

The work presented here combines ideas from different
directions. Similar to Ḧoppner’s work [5] the learned pat-
terns describe temporal interrelationships with Allen’s in-
terval logic. Contrary to Ḧoppner’s approach our represen-
tation allows for describing predicates between different ob-
jects similar to approaches like [7]. The generation of fre-
quent patterns comprises a top-down approach starting from
the most general pattern and specializing it. At each level of
the pattern mining just the frequent patterns of the previous
step are taken into account knowing that only combinations
of frequent patterns can result in frequent patterns again.
This is a typical approach in association rule mining (e.g.,
[8]).

Tan et al. present different interestingness measures for
association patterns [13]. In our work some new evaluation
criteria for the more complex representation are defined.

3. Scene Representation

A dynamic scene is represented by a set of objects and
predicates between these objects. The predicates are only
valid for certain time intervals and the scene can thus be
considered as a sequence of (spatial or conceptual) predi-
cates. These predicates are in specific temporal relations
regarding the time dimension. Miene et al. presented an
approach how to create such a representation [11].

Each predicater is an instance of a predicate definition
rd. We use the letterr for predicates/relations; the letterp

is used for patterns.Rschema = {rd1, rd2, . . .} is the set of
all predicate definitionsrdi := 〈li, ai〉with labelli and arity
ai, i.e., eachrdi defines a predicate betweenai objects1.
Predicates can be hierarchically structured. If a predicate
definition rd1 specializes another predicate definitionrd2

all instances ofrd1 are also instances of the super predicate
rd2.

1It would also be possible to specify more formally what objects are-
including instance-of relations, attributes, etc.; this is omitted here in order
to reduce complexity for the moment. So far we just see objects as uniquely
identifi able entities.

If we have to handle more than one dynamic scene, let
S = {s1, s2, . . .} be the set of the different sequencessi. A
single sequencesi is defined as

si = (Ri, T Ri, Ci)

whereRi is the set of predicates,T Ri is the set of tem-
poral relations andCi is the set of constants representing
different objects in the scene. Each predicate is defined as
r(c1, . . . , cn) with r being an instance ofrdi ∈ Rschema,
having arity n = ai, and ci,1, . . . , ci,n ∈ Ci are rep-
resenting the objects where the predicate holds. The set
of temporal relationsT Ri = {tr1, tr2, . . .} defines rela-
tions between pairs of elements inRi. Each temporal re-
lation is defined astri(ra, op, rb) with ra, rb ∈ Ri and
op ∈ {<,=, >, d, di, o, oi,m,mi, s, si, f, fi}, i.e., Allen’s
temporal relations between intervals [3].

Note that it can happen that the same set of objects ap-
pears in different instances of an identical type of predicate
at different times. These predicates must be represented
by different predicate instances as they usually do not have
identical temporal interrelations with other predicates, e.g.,
two vehicles which are in the relationfaster(v1, v2)
in two different time intervalsi1 andi2. Therefore, we as-
sign IDsri to the different predicates. An example is:

r1 = behind(obj1, obj2)
r2 = accelerates(obj1)
r3 = leftOf(obj2, obj3)
tr1 = r1 o r2
tr2 = r1 < r3
tr3 = r2 < r3

Here, three predicates exist betweenobj1 , obj2 , and
obj3 (behind , accelerates , and leftOf ). These
predicates have certain temporal restrictions:r1 must be
beforer3 , r2 must be beforer3 , andr1 overlapsr2 .

4. Pattern Description

This section introduces the representation of patterns,
how patterns are to be matched in sequences, and how pat-
terns can be specialized or generalized.

4.1. Pattern Representation

Patterns are abstract descriptions of sequence parts with
specific properties. A pattern defines what predicates must
occur and how their temporal interrelationship has to be.
LetP = {p1, p2, . . .} be the set of all patternspi. A pattern
is (similar to sequences) defined as

pi = (Ri, T Ri,Vi).

Ri is the set of predicatesrij(vij,1, . . . , vij,n) with
vij,1, . . . , vij,n ∈ Vi. Vi is the set of all variables used in



the pattern.T Ri defines the set of the temporal relations
which have already been defined above.

An example for such a pattern description is the follow-
ing abstraction of the sequence above (capital letters stand
for variables, lower case letters for constants):

r1 = accelerates(X)
r2 = behind(X, Y)
tr1 = r1 o r2

In this pattern there are two predicates andr1 overlaps
r2 .

4.2. Pattern Matching

A patternp matches in a (part of a) sequencesp if there
exists a mapping of a subset of the constants insp to all
variables inp such that all predicates defined in the pattern
exist between the mapped objects and all time constraints
of p are satisfied by the time intervals in the sequence. In
order to restrict the exploration region a window size can
be defined. Only matches within a certain neighborhood
(specified by the window size) are valid. In our case the
window size determines the number of adjacent start and
end time points of different predicates which are taken into
account for matching a pattern.

During the pattern matching algorithm a sliding window
is used, and at each position of the window all matches for
the different patterns are collected. A match consists of the
position in the sequence and an assignment of objects to the
variables of the pattern.

4.3. Specialization and Generalization of Patterns

Different patterns can be put into generalization-
specialization relations. A patternp1 subsumes another pat-
ternp2 if it covers all sequence parts which are covered by
p2:

p1 ⊑ p2 := ∀sp,matches(p2, sp) : matches(p1, sp).

If p1 additionally covers at least one sequence part which
is not covered byp2 it is more general:

p1 ⊏ p2 := p1 ⊑ p2 ∧ ∃spx :

matches(p1, spx),¬matches(p2, spx).

This is the case ifp1 ⊑ p2 ∧ p1 6⊒ p2.
In order to specialize a pattern it is possible to add a new

predicater to Ri, add a new temporal relationtr to T Ri,
unify two variables, or specialize a predicate, i.e., replac-
ing it with another more special predicate. Accordingly it
is possible to generalize a pattern by removing a predicate
r from Ri, removing a temporal relationtr from T Ri, in-
serting a new variable, or generalizing a predicater, i.e.,
replacing it with another more general predicate.

Figure 1. Pattern generation

At the specialization of a pattern by adding a predicate
a new instance of any of the predicate definitions can be
added to the pattern with variables which are not used in
the pattern so far. If a pattern is specialized by adding a
new temporal relation for any pair of predicates in the pat-
tern (which has not been constrained so far) a new temporal
restriction can be added. A specialization through variable
unification can be done by unifying an arbitrary pair of vari-
ables. Another specialization would be to replace a predi-
cate by a more special predicate. These different specializa-
tion steps can be used at the top-down induction of rules as
described in Section 5.1.

5. Unsupervised Learning of Sequential Pat-
terns

Unsupervised learning of patterns in a sequenceS (or in
a set of sequencesS) is more difficult than learning from
examples as there is no clear task to separate positive from
negative examples. The task is to find “interesting” patterns
which appear repeatedly. Unless there is no more informa-
tion how to identify the patterns of interest, it just can be
searched for patterns that appear frequently in the sequence
of data.

The following subsections present the learning algorithm
and evaluation criteria how to estimate the quality of a pat-
tern.



5.1. Top-down Induction

In order to create frequent patterns top-down induction is
applied. In the first step all frequent patterns of the desired
pattern size (i.e., number of used predicates) are created.
Here, for all predicates new variables are created. In the
second step, the patterns are specialized by the unification
of variables, i.e., the different predicates can be “connected”
via identical variables after this step. In the third step tem-
poral restrictions are added to the patterns. If a maximum
value for the number of patterns to keep (maxPatterns) is
set, after each step only the best patterns are kept. The ba-
sic steps are illustrated in Figure 1. The pattern generation
algorithm is:

1. Basic pattern generation.

(a) Create initial patterns (consisting of just
one predicate each) and store them in the
currentPatternsList. SetcurrentLevel to 1.

(b) Remove all patterns from the
currentPatternsList which do not
satisfy certain conditions (e.g., mini-
mum frequency). Add all patterns in
currentPatternsList to allPatternsList

if currentLevel < minPatternLevel.

(c) If currentLevel ≤ maxPatternLevel

create next level patterns: Clear
currentPatternsList, specialize all frequent
patterns by combining them with all predicates
of the frequent patterns of the previous step
and store them in thecurrentPatternsList.
Keep the bestmaxPatterns patterns in the
allPatternsList. Go to step 1b.

2. Specialize by variable unification.

(a) Set the currentPatternList to
allPatternList.

(b) For each pattern incurrentPatternList create
all possible variable unifications and store them
in the clearedcurrentPatternList.

(c) Remove all patterns from the
currentPatternsList which do not satisfy
certain conditions (e.g., minimum frequency).
Add all patterns incurrentPatternsList to
allPatternsList.

(d) If new patterns were created go to step 2b.

(e) Keep the bestmaxPatterns patterns in the
allPatternsList.

3. Specialize by temporal relations.

(a) Set the currentPatternList to
allPatternList.

(b) For each pattern create statistics about temporal
relations between predicates (i.e., count the oc-
currences of the different interval relations for
each pattern pair).

(c) If the creation of a temporal relation be-
tween two predicates in a pattern does not
violate certain conditions (e.g., minimum fre-
quency), the pattern is copied, specialized by
this temporal relation, and added to the cleared
currentPatternList.

(d) Add all patterns incurrentPatternsList to
allPatternsList. If new patterns were created
go to step 3b.

(e) Keep the bestmaxPatterns patterns in the
allPatternsList.

The parameters of the algorithm are:

• minPatternLevel: The minimum size of the patterns
(i.e., the minimum number of predicates appearing in
each pattern).

• maxPatternLevel: The maximum size of the patterns
(i.e., the maximum number of predicates appearing in
each pattern).

• maxPatterns: The maximum number of patterns to be
kept after each step of the algorithm.

5.2. Pattern Evaluation

In order to evaluate the patterns (and to keep thek best
patterns) an evaluation function was defined. Right now our
evaluation function takes five different values into account:
relative pattern size, relative pattern frequency, coherence,
temporal restrictiveness, and predicate preference. Further
criteria can be added if necessary.

The relative pattern size is the pattern size divided by the
maximum pattern size:

relPatSize =
patSize

maxPatSize

This measure prefers larger patterns. The assumption here
is that patterns with more predicates which are still frequent
contain more useful information than shorter ones.

The relative pattern frequency is the number of matches
multiplied by the pattern size relative to the length of the
whole sequence:

relPatFrq =
patSize · numMatches

sequenceLength



Patterns which appear more often are assigned a higher
value.

The coherence gives information how “connected” the
predicates in the pattern are by putting the number of used
variables in relation to the maximum possible number of
variables for a pattern:

coh = 1 −
numV ariables

maxNumberV ariables

Here, the idea is that patterns which are highly connected
through variables provide more information because they
are interrelated by shared objects. Currently we just regard
binary predicates, thus

maxNumberV ariables = 2 · patSize.

The temporal restrictiveness is the number of restricted
predicate pairs in the pattern to the maximum number of
time restrictions:

tmpRestr =
numRestrictedPredPairs

maxNumRestrictedPredPairs

=
numRestrictedPredPairs

patSize·(patSize−1)
2

Again it is assumed to be advantageous if the pattern is more
specialized. A higher number of temporal restrictions leads
to a higher value.

Predicate preference computes the mean of all used pred-
icate preferences:

prPref =
1

patSize

patSize
∑

i=1

preference(predicatei)

This is needed if certain predicates should be privileged,
e.g., if some predicates are assumed to be more useful than
others.

The overall evaluation function of a pattern computes a
weighted sum of the five values:

eval =

a · relPatSize + b · relPatFrq + c · coh + d · tmpRestr + e · prPref

a + b + c + d + e

All single measures and the overall pattern quality have
values between 0 and 1.

6. Evaluation

This section presents a first evaluation of our learning al-
gorithm. First, the idea is shown by applying the algorithm
to a simple example. After that experiments on some more
complex data with varying parameters are presented. Fi-
nally, some statements about the complexity of the current
algorithm are given.

s; behind; a; b
s; faster; x; y
e; behind; a; b
s; leftOf; a; b
e; leftOf; a; b
e; faster; x; y
s; behind; b; a
e; behind; b; a
s; behind; a; c
s; approaches; x; y
e; behind; a; c
s; leftOf; a; c
e; leftOf; a; c

e; approaches; x; y
s; behind; c; a
e; behind; c; a
s; behind; a; d
s; follows; x; y
e; behind; a; d
s; leftOf; a; d
e; leftOf; a; d
e; follows; x; y
s; behind; d; a
e; behind; d; a
s; faster; x; z
e; faster; x; z

Figure 2. Input for sequence example

Step New patterns Kept patterns All patterns
Initial patterns 5 5 0
Pattern level 2 15 10 10
Pattern level 3 28 13 23
Unifi cation 1 255 57 80
Unifi cation 2 393 51 131
Unifi cation 3 200 15 146
Unifi cation 4 32 1 147
Unifi cation 5 1 0 147
Temp. Rest. 1 13 13 160
Temp. Rest. 2 21 21 181
Temp. Rest. 3 9 9 190

Table 1. Number of patterns in the different
steps of the algorithm

6.1. Simple Example

In this subsection patterns for a simple artificial example
are created. In the example there are seven different ob-
jects (a - d andx - z), five predicates (behind , faster ,
leftOf , approaches , andfollows ). The input data
is shown in Figure 2. The first column gives the information
if the interval starts or ends in this row. The names of the
predicates are in the second column. The third and fourth
columns show the IDs of the objects for which the predicate
holds. The temporal order is represented by the rows from
top to bottom.

Figure 3 shows the different intervals in this example. As
it can be seen, objecta hasbehind andleftOf relations
to the objectsb, c , andd. The predicates withx , y , andz
are not important; they are just “noise” in the example.

The program was started with these parameters:

• minPatternSize = 2,

• maxPatternSize = 3, and

• maxPatterns = ∞ (i.e., keep all created patterns).

The weights of the evaluation function were set to:a =
0.2, b = 0.4, c = 0.2, d = 0.2, ande = 0.0. The predicate
preference has not been realized so far and is thus not taken
into account here.

Table 1 shows the number of patterns for the different
steps. Note that patterns are just kept if they have more than



Figure 3. Example sequence and matched pattern

Pattern Overall
quality

behind(X9 X 29)[r 1], leftOf(X 9 X 29)[r 2], behind(X29
X 9)[r 3], r 1<->r 2: before, r1<->r 3: before, r2<->r 3:
before

0.780

behind(X9 X 29)[r 1], leftOf(X 9 X 29)[r 2], behind(X29
X 9)[r 3], r 1<->r 2: before, r1<->r 3: before

0.713

behind(X9 X 29)[r 1], leftOf(X 9 X 29)[r 2], behind(X29
X 9)[r 3], r 1<->r 3: before, r2<->r 3: before

0.713

behind(X9 X 29)[r 1], leftOf(X 9 X 29)[r 2], behind(X29
X 9)[r 3], r 1<->r 2: before, r2<->r 3: before

0.713

behind(X9 X 29)[r 1], leftOf(X 9 X 29)[r 2], behind(X29
X 9)[r 3], r 2<->r 3: before

0.646

Table 2. Five best patterns

one predicate. The five best patterns are shown in Table 2.
The intended pattern in the example was a simplified over-
taking scenario (first, the overtaking car is behind another
car, then it is left of, and finally the objects in the behind
predicate are switched). As it can be seen, the intended pat-
tern was found and evaluated best. Matched sequence parts
are illustrated in Figure 3, enclosed by a dashed line.

6.2. Experiments

We evaluated the algorithm on an artificial data set with
different settings. In order to create random data sets we
wrote a program which generates input data for our learn-
ing program. Different parameters allow for creating dif-
ferent test sets. The parameters are: number of predicates,
number of constants, fraction of “real patterns” in the ran-
dom data, and the length of the sequence. As the “real
pattern” the one above (behind(X, Y), leftOf(X,
Y), behind(Y, X) ) was used with varying constants
for X andY and some random predicates inside the pattern.

For the experiments random sequences with 500 predi-
cates (i.e., 1000 start and end time points) were created. The
evaluation function was the same as shown above in Section
6.1. The window size was set to 15 (large enough to find the
intended pattern). The number of constants (representing
objects) was five in all settings. The minimum frequency in
order to keep a pattern was0.1. Figure 4 shows the number
of created and kept patterns for the different settings in the
experiments.

The number of predicates was varied in the first experi-

ment (5, 7, 9, and 11). One interesting fact is that with an
increasing number of predicates the number of created pat-
terns decreases. This seems counterintuitive at first glance.
This phenomenon can be explained by the randomly created
data. The more predicates are used the less frequent patterns
with (random) predicates are created. This explains the de-
creasing number of created patterns in the first experiment.

In the second experiment the maximum size of the pat-
terns was set to different values (2 - 5). This experiment
shows the problem of complexity. With the increasing max-
imal size of patterns the number of created patterns grows
exponentially. Future modifications of the algorithm should
address this problem.

In the third experiment the number of patterns to keep af-
ter each step of the algorithm was varied (maxPatterns =
5, 10, 15, 20). It shows how the number of created (and
kept) patterns can be reduced by just keeping a certain num-
ber of patterns after each step of the basic pattern gener-
ation. The number of kept patterns almost stays constant.
This might be due to the fact that many of the bad perform-
ing patterns are not created as their “parents” are pruned
early while the important patterns are kept after each step.

6.3. Complexity

The algorithm consists of three main steps. The basic
pattern generation algorithm creates predicate combinations
up to an upper bound (the pattern size). If all predicate
combinations were created the number of created patterns
would be equal to the number of possibilities to takek el-
ements out ofn elements ignoring the order and allowing
to draw elements repeatedly. Letn be the number of predi-
cates andk the maximum pattern size. Then the number of
basic patterns to be created is:

#basicPatterns =

(

n + k − 1

k

)

Table 3 shows the number of possible patterns for different
pattern sizes if five predicates exist, i.e.,n = 5.

The variable unification problem is similar to the prob-
lem of creating all possible clusters of arbitrary sizes forn

objects. This leads to the Bell number [4]. The number
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Figure 4. Evaluation results

Size of pattern 1 2 3 4 5
#possiblePatterns 5 15 35 70 126

Table 3. Number of possible patterns with five
predicates

of all possible variable combinations forn variables can be
computed by the formula (cf. [12]):

#posV arUnific =

n
∑

k=1

{

n

k

}

=

n
∑

k=1

1

k!

k
∑

j=1

(−1)k−j

(

k

j

)

jn

The Bell numbers for differentn are shown in Table 4.
The number of possible temporal restrictions for a pat-

tern depends on the number of predicates used in the pattern

n 1 2 3 4 5 6 7 8 9 10
Bn 1 2 5 15 52 203 877 4140 21147 115975

Table 4. Bell numbers

Size of pattern 1 2 3 4 5
#possibleRestrictions 1 14 143 146 1410

Table 5. Number of possible temporal restric-
tions with five predicates

and the number of temporal relations. It is possible to assign
one of Allen’s 13 relations or no relation to each predicate
pair. Of course, not all combinations are possible (e.g., if
p1 is beforep2 andp2 is beforep3 therep1 must be be-
forep3). For simplicity, we assume independency between
the predicate pairs for the moment. In that case for each
predicate pair 14 variations are possible. Thus, we have to
calculate the power of 14 to the number of possible predi-
cate pairs (n is the number of predicates in the pattern):

#temporalRestrictions = 14numPredPairs

= 14
n·(n−1)

2

Table 5 shows the number of temporal restrictions for dif-
ferent pattern sizes if five predicates are used.

Altogether the number of possible patterns grows very
high if the number of used predicates in patterns is large.
First of all, many “basic patterns” are created in this case.
For each of these patterns many variable unifications are
possible (depending on the number of variables in all pred-
icates of the pattern). In the last step for each of the unified
patterns many variations of temporal restrictions are possi-
ble. This shows that a modification of the algorithm has
to be done in order to make it applicable to more complex
situations.

7. Conclusion and Future Work

The approach presented here allows for learning patterns
from sequential symbolic data. As the representation con-
sists of predicates which describe relations between differ-
ent objects more complex patterns can be learned compared
to propositional event sequences. The unsupervised pattern
learning algorithm performs a top-down search from the
most general to more specific patterns. In the first step fre-
quent basic patterns are generated (similar to standard asso-
ciation rule mining). In the second step variable unification
leads to an interconnection of predicates and thus to more
coherent patterns. In the third step the patterns are special-
ized by temporal constraints. Here, Allen’s interval logic
is used to interrelate the predicates in the patterns temporar-
ily. An evaluation function was introduced, which takes into
account the special properties of our pattern representation.
The algorithm was implemented and tested on artificial data
sets.

Although the basic algorithm has been implemented al-
ready there are many possibilities for future work. Even



though the incremental generation of new patterns just from
frequent patterns excludes many unimportant patterns, the
complexity of the algorithm is still very high. An interest-
ing research direction is to find out which heuristics could
reduce complexity and still lead to good patterns. Another
possibility is to prevent the program from the generation of
certain patterns by leaving out (temporal) relations which
are not possible due to some constraints. These constraints
could be identified e.g., by accessing a composition table as
introduced by Allen [3] as it was done by Höppner [5]. In
some cases it might be also possible to reduce the number
of temporal relations. If some of the 13 relations are not
needed (or do not appear in the data) they can be omitted in
order to reduce complexity.

The creation of temporal restrictions is quite straightfor-
ward so far as just one temporal relation is allowed between
two predicates. If the semantic is changed to “allowed tem-
poral relations”, more than one temporal relation could be
allowed for each predicate pair. This would lead to a more
powerful representation of the temporal restrictiveness.

In the current version of the algorithm just frequent pat-
terns are generated. In future versions it would interesting
to create (temporal) association rules, which can be applied
for anticipating (possible) future events.

In future work the pattern learning has to be evaluated in
some application context with real data in order to evaluate
how beneficial such learned patterns can be. This can be
done in the context of intelligent agents which should use
learned patterns to improve their future behavior, e.g., by
avoiding unfavorable or dangerous situations or by reusing
partial plans which have been computed in similar situation
before to save time.
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Abstract

The incorporation of temporal semantics into the tradi-

tional data mining techniques has caused the creation of

a new area called Temporal Data Mining. This incorpo-

ration is especially necessary if we want to extract useful

knowledge from dynamic domains, which are time-varying

in nature. However, in a lot of cases is practically a compu-

tationally intractable problem and therefore it poses more

challenges on efficient processing than non-temporal tech-

niques. Based in the inter-transactional framework, in [13]

we proposed an algorithm named TSET for mining tem-

poral patterns (sequences) from datasets. One of the main

drawbacks of this algorithm is the fact that it is an Apriori-

style and therefore, for each frequent pattern, all subsets of

it need to be generated. In datasets with long patterns, this

could degenerate into a computationally unfeasible pro-

blem. To address this problem, in this paper we present

a new algorithm named TSETMAX for mining frequent

maximal temporal patterns. This algorithm extract the pat-

terns using a lookahead technique and a depth first search

on a temporal set-enumeration tree.

1. Introduction

Data mining is an essential step in the process of know-

ledge discovery in databases that consists of applying data

analysis and discovery algorithms that produce a particular

enumeration of structures over the data [11]. There are two

types of structures: models and patterns. So, we can talk

about local and global methods in data mining [20]. In the

case of local methods, the simplest case of pattern disco-

very is finding association rules [4]. The initial motivation

for association rules was to aid in the analysis of large tran-

sactional databases. The discovery of association rules can

potentially aid decision making within organizations. Ano-

ther approach is integrating the data mining process into the

development of Knowledge Based Systems [22].

Since the problem of mining association rules was in-

troduced by Agrawal in [4], a large amount of work has

been done in several directions, including improvement of

the Apriori algorithm, mining generalized, multi-level, or

quantitative association rules, mining weighted association

rules, fuzzy association rules mining, constraint-based rule

mining, efficient long patterns mining, maintenance of the

discovered association rules, etc. We want to point out

the work in which a new type of association rules was in-

troduced, the inter-transaction association rules [19, 18].

Temporal data mining can be viewed as an extension of this

work.

Temporal data mining can be defined as the activity of

looking for interesting correlations or patterns in large sets

of temporal data accumulated for other purposes [9]. It has

the capability of mining activity, inferring associations of

contextual and temporal proximity, some of which may also

indicate a cause-effect association. This important kind of

knowledge can be overlooked when the temporal compo-

nent is ignored or treated as a simple numeric attribute [25].

Data mining is an interdisciplinary area which has re-

ceived contributions from a lot or disciplines, mainly from

databases, machine learning and statistic. In [29] we found

a review of three books, each one written from a diffe-

rent perspective. Although each perspective make strong

emphasis on different aspects of data mining (efficiency,

effectiveness, and validity), only when we simultaneously

take these three aspects into account we may get success-

ful data mining results. However, in the case of tempo-

ral data mining techniques, the most influential area is ar-

tificial intelligence because its work in temporal reasoning

have guided the development of many of this techniques.

In non-temporal data mining techniques, there are usually

two different tasks, the description of the characteristics of

the database (or analysis of the data) and the prediction of

the evolution of the population. However, in temporal data

mining this distinction is less appropriate, because the evo-

lution of the population is already incorporated in the tem-

poral properties of the data being analyzed.

We can found in the literature a large quantity of tem-

poral data mining techniques. We want to highlight some



of the most representative ones. So, we can talk about se-

quential pattern mining [5], episodes in event sequences

[21], temporal association rules mining [6, 14, 15], discove-

ring calendar-based temporal association rules [16], pat-

terns with multiple granularities mining [9], and cyclic asso-

ciation rules mining [23]. However, there is an important

form of temporal associations which are useful but could

not be discovered with this techniques. These are the inter-

transaction associations presented in [18, 19]. The intro-

duction of this type of associations was motivated by the

observation that many real-world associations happen un-

der certain context, such as time, place, etc. In the case

of temporal context, inter-transactional associations repre-

sents associations amongst items along the dimension of

time. Due to the number of potential association becomes

extremely large, the mining of inter-transaction association

poses more challenges on efficient processing than classical

approaches. In order to make the mining of inter-transaction

associations practical and computationally tractable, several

methods have been proposed in [27, 26, 12].

Working in the same direction, in [13] we presented an

algorithm named TSET based on the inter-transactional

framework for mining frequent sequences (also called fre-

quent temporal patterns or frequent temporal associations)

from several kind of datasets. The improvement of the pro-

posed solution was the use of a unique structure to store

all frequent sequences. The data structure used is the well-

known set-enumeration tree, commonly used in the data

mining area [7, 3, 8, 10], in which the temporal semantic

is incorporated.

TSET follows the same basic principles as most apriori-

based algorithms [4]. Frequent sequence mining is an

iterative process, and the focus is on a level-wise pattern

generation. This implies that for extract a frequent sequence

of length k, it must produce all 2k − 2 of its subsequences

since they must be frequent too (downward closure prop-

erty). This exponential complexity causes the inadequacy of

the method in datasets with long associations. Some of the

algorithms in the literature avoid this implementing looka-

head techniques, in which supersets of frequent patterns are

used in order tu prune off potential candidates. As we can

see in [2], there are two type of methods, lattice-based meth-

ods, such as MaxEclat or Pincer-Search [28, 17], and tree-

based methods, such as MaxMiner or DepthProject [7, 1].

However, all this algorithm are applicable to datasets be-

longing to non-temporal domains.

The aim of this paper is to propose a new algo-

rithm named TSET MAX for mining frequent maximal se-

quences from several kind of datasets. Just like TSET ,

it uses a unique tree-based structure, the temporal set-

enumeration tree. However, in this case, a depth first search

on the tree with a lookahead technique is used. We want

to point out that from the frequent maximal patterns dis-

covered we can generate its subsets and count their support

by reading the database once. It is very important if the goal

of the mining process is, for example, to extract all associa-

tion rules.

The remainder of this paper is organized as follows. Sec-

tion 2 gives a formal description of the problem of mining

frequent maximal temporal patterns (maximal sequences)

from datasets. Section 3 introduces the algorithm named

TSET MAX . Section 4 presents an example to illustrate

the basic ideas of the proposed algorithm. Conclusions and

future works are finally drawn in Section 5.

2. Problem Description

In this section we describe our notation, some basic de-

finition, and we introduce the goals of our algorithm.

Definition 1 A dataset D is an ordered sequence of records

D[0], D[1],..., where each D[i] can have col attributes,

c[0],...,c[col-1]. The 0-attribute will be the dimensional at-

tribute, the temporal data associated with the record, ex-

pressed in temporal units. The rest of attributes can be

quantitative or categorical. We assume that the domain of

each attribute is a finite subset of non-negative integers, and

we also assume that the structure of time is discrete and

linear. Due to every event registered has its absolute date

identified, we represent the time for events with an absolute

dating system [24]. In order to simplify the calculations, we

transform the original dataset subtracting the date of each

record from the date of the first record, the time origin.

With this generic definition of dataset, and with minimal

modifications, the algorithm that we propose works with

different types of sources, that is, relational databases,

transactional databases and data streams.

Definition 2 An event e is a 3-tuple (c[i], v, t), where 0 <

i < col, v ∈ dom{c[i]}, and t ∈ dom{c[0]}, that is, t ∈ N.

Events are ”things that happen”, and they usually represent

the dynamic aspect of the world [24]. In our case, an event

is related to the fact that a value v is assigned to a certain

attribute c[i] with the occurrence time t. We will use the

notation e.c, e.v, and e.t to set and get the attribute, value,

and time variables related to the event e. The set of all

distinct pairs (c[i],v) can be also called event types.

Definition 3 Given two events e1 and e2, we define the ≤
relation as follows:

1. e1 = e2 iff (e1.t = e2.t) ∧ (e1.c = e2.c) ∧ (e1.v =
e2.v)

2. e1 < e2 iff (e1.t < e2.t) ∨ ((e1.t = e2.t) ∧ (e1.c <

e2.c))



We assume that a lexicographic ordering exists among the

pairs (attribute, value) in the dataset.

Definition 4 A sequence (or event sequence) is an ordered

set of events S = {e0, e1, ..., ek−1}, where for all i < j,

ei < ej . Obviously, |S| = k. Note that different events with

the same temporal unit can belong to the same sequence.

Also, the same events with different temporal unit associa-

ted can belong to the same sequence. But nevertheless, in

any sequence there will exist two or more pairs (attribute,

value) associated to the same temporal unit. In other words,

an attribute can not take two different values in the same

instant.

Definition 5 Let Utmin be the minimal dimensional value

associated to the sequence S. In other words, Utmin =
min{ei.t}, for ei ∈ S. If Utmin = 0, we say that S is

a normalized sequence. Note that any non-normalized se-

quence can be transformed into a normalized one through

a normalization function.

Example 1 Let S1 = {(0, 0, 0), (1, 0, 0), (3, 0, 2)}, and

S2 = {(0, 0, 3), (1, 0, 3), (3, 0, 5)} be two sequences. S1

is a normalized sequenced, since it has the minimal value

equal to 0 for the temporal dimension. But S2 is not

a normalized sequence, because its minimal value is not

equal to zero. However, we can normalize S2 by sub-

tracting its minimal value (Utmin = 3) from the tem-

poral values as follows: S′
2 = {(0, 0, 3 − 3), (1, 0, 3 −

3), (3, 0, 5−3)}, resulting in the normalized sequence S′
2 =

{(0, 0, 0), (1, 0, 0), (3, 0, 2)}.

Let Utmax be the maximal dimensional value associated to

the sequence S. This value indicates the maximum distance

amongst the events belonging to the normalized sequence S.

In other words, Utmax = ek.t, where |S| = k. From both,

confidence and complexity points of view [18], this value

will be always less or equal than a user-defined parameter

called maxspan, denoted by w.

Definition 6 The support (frequency) of a sequence is de-

fined as: support(S) = |DS |
|D| , where |DS | denotes the num-

ber of occurrences of the sequence S in the dataset, and |D|
is the number of records in the dataset D.

Definition 7 A frequent sequence is a normalized sequence

whose support is greater or equal than a user-specified

threshold called minimum support minsup.

Definition 8 A sequence is a frequent maximal sequence

if and only if it is frequent and no proper super-sequence

(superset) of it is frequent.

Given a dataset and minsup, the goal of maximal tem-

poral pattern (or sequence) mining is to determine in the

dataset all the frequent maximal sequences whose support

are greater than or equal to minsup.

3 The TSET
MAX Algorithm

In this section we describe the algorithm that we pro-

pose for the mining of frequent maximal sequences from a

dataset.

algorithm TSET MAX (dataset D, minsup m, maxspan w)

begin

tree.init(D, m, w );

tree.getSequences(D, m, w);

Output(tree);

end;

Figure 1. TSET MAX Algorithm

The first step consists in the creation and initialization of

the data structure. The ”init” method that outlines Figure

2 returns the frequent 1-sequences (frequent events) found

in the dataset. It uses a Binary Search Tree auxiliar struc-

ture to compute effectively the support of the events pre-

sented in the dataset. The inorder traversal of this structure

produces the 1-sequences lexicographically ordered. The

”getSequences” method (see Figure 3) obtain iteratively the

frequent k-sequences using a queue structure. After gene-

rating the candidate set, which consists in copying all the

events to the right of a given event in the newNode, and

pruning the infrequent sequences, the new node is pushing

into the queue for the next kth-cycle.

procedure init(tree, dataset D, minsup m, maxspan w)

begin

BST auxiliarTree = ∅;
foreach record i in D

foreach non-dimensional attribute j in record

auxiliarTree.insert(D[i].c[j], D[i].c[j].v, D[i].c[0]);
tree.insert(auxiliarTree.traverseInOrder(m));

end;

Figure 2. The code for the method init

We will use an example to illustrate the data structure

employed by TSETMAX . But, before doing it, let us in-

troduce new definitions.

Definition 9 An Extended Set-Enumeration Tree is an set

of nodes, where each node can be:

• The empty set.

• A root node of n disjoint trees.



procedure getSequences(tree, dataset D, minsup m, maxspan w)

begin

Queue Q = ∅;
Q.push(tree.root);

while (Q �= ∅)
begin

act = Q.pop();

foreach node n in act

if n is maximal then continue;

newNode = n.getCandidates();

newNode.evaluateSupport(D, w);

newNode.pruningInFrequent(m);

if(newNode �= ∅)
begin

n.child = newNode;

Q.push(newNode);

end;

end;

end;

Figure 3. The code for the method getSe-

quences

Definition 10 A node is an set of events, that is, node =
(e0, e1, ..., en−1), where ei = (c[j], v, t, s), c[j] the attri-

bute, v the value assigned to this attribute, t the occurrence

time of the event, and s the support value associated. In

Figure 4 we can see an schematic representation of a node.

Attribute (Value)

0 1 .... w

....s0 s1 s

Temporal units

sn Node support

Event support

w

Tree 1Tree 0 Tree w

Figure 4. An schematic representation of a

node

Definition 11 Let N = (e0, e1, ..., ei−1) be a node of the

tree. Each event ei will have a null link or a link to a subtree

rooted by the node Nei
= (e0, e1, ..., ej−1). We will say that

ei is the parent of Nei
, or simply, ei = P (Nei

). Conversely,

Nei
is the child of ei, or Nei

= C(ei). By definition, for

ej ∈ Nei
, P (ej) = P (Nei

) = N .

Table 1. An example dataset
T C0 C1

0 0 0

1 1 1

2 0 0

3 1 1

This definition of ancestral relationship naturally defines the

tree structure of the nodes, which is rooted at the null node.

Our goal is to use this structure in a effective way in order

to reduce the nodes generated and, consequently, the CPU

time for extract frequent maximal sequences.

Definition 12 Let N = (e0, e1, ..., ej−1) be a node. The

Head of the node N is defined as follows: H(N) =
(ei0 , ei1 , ..., eik−1

), where ∀eij
, 0 ≥ j < k − 1, eij

=
P (eij+1

). By definition, for each ej ∈ N,H(ej) =
H(N). We denote the length of H(N) as l, that is, l =
length(H(N))

We want to point out that for each ej ∈ N,H(ej) ∪ ej

corresponds with a branch of the tree of length l+1, in other

words, corresponds with a sequence of length l + 1. The

support value associated with the event ej is the support of

the sequence H(ej) ∪ ej .

Definition 13 A node N = (e0, e1, ..., ei−1) is a possibly

maximal node if and only if for each ej , 0 ≥ h < i−1, ej <

ej+1 (total order).

Definition 14 A node N = (e0, e1, ..., ei−1) is a maximal

node if N is possibly maximal and the support of H(N)∪N

is greater than the user-defined minsup.

H(N) ∪ N is a maximal sequence if and only if N is a

maximal node and no proper superset of it is frequent.

The lasts definitions support the basic idea of the algo-

rithm. The algorithm combines both subset infrequency and

superset frequency properties pruning strategies to remove

branches from consideration [7]. If N is a maximal node,

the algorithm does not decompose it into subnodes, because

H(N)∪N is a superset of all possible nodes generated from

it. The deep first strategy quickly tends to find the maximal

patterns first in the search process [1].

4. Example

We will use a synthetic dataset to illustrate the basic

ideas of the algorithm that we propose in this work. Sup-

pose that, after some preprocessing, we have obtained the

dataset D shown in Table 1, where T represents the tempo-

ral attribute, and C0 and C1 two descriptive attributes. We

assume that minsup is set at 50% and maxspan at 1 tem-

poral unit.



First, we show the nodes studied by the TSET algo-

rithm. As we said before, TSET is an Apriory − style

algorithm and, therefore, it uses a breadth-first and level-

wise strategy for extract the frequent sequences. For each

node, we will show only the frequent events associated.

Let N0 be the initial node, that is, the set of frequent

1-sequences.

• H(N0) = null

N0 = ((C0, 0, 0, 2), (C0, 1, 0, 2), (C1, 0, 0, 2),
(C1, 1, 0, 2), (C0, 1, 1, 2), (C1, 1, 1, 2)).

• H(N1) = ((C0, 0, 0, 2))

N1 = ((C1, 0, 0, 2), (C0, 1, 1, 2), (C1, 1, 1, 2))

• H(N2) = ((C0, 1, 0, 2))

N1 = ((C1, 1, 0, 2))

• H(N3) = ((C1, 0, 0, 2))

N1 = ((C0, 1, 1, 2), (C1, 1, 1, 2))

• H(N4) = ((C1, 1, 0, 2))

N4 = null

• H(N5) = ((C0, 0, 0, 2), (C1, 0, 0, 2))

N5 = ((C0, 1, 1, 2), (C1, 1, 1, 2))

• H(N6) = ((C0, 0, 0, 2), (C0, 1, 1, 2))

N6 = ((C1, 1, 1, 2))

• H(N7) = ((C1, 0, 0, 2), (C0, 1, 1, 2))

N7 = ((C1, 1, 1, 2))

• H(N8) = ((C0, 0, 0, 2), (C1, 0, 0, 2), (C0, 1, 1, 2))

N8 = ((C1, 1, 1, 2))

Figure 5 shows the temporal set-enumeration tree gene-

rated by the TSET algorithm. This structure stores a total

of 15 frequent sequences.

Now, we show how the TSETMAX algorithm works.

As we said before, TSETMAX uses a deep-first search

and a lookahead strategy for mining frequent maximal se-

quences.

• H(N0) = null

N0 = ((C0, 0, 0, 2), (C0, 1, 0, 2), (C1, 0, 0, 2),
(C1, 1, 0, 2), (C0, 1, 1, 2), (C1, 1, 1, 2)).

Since N0 is not a possible maximal node, the algo-

rithm generates new candidate nodes, copying all the

events to the right of a given event in the new nodes.

As we want to extract normalized sequences, the 1-

sequences (C0, 1, 1, 2), and (C1, 1, 1, 2) will not gen-

erate new nodes.
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Figure 5. The extended set-enumeration tree

structure generated by TSET

• H(N1) = ((C0, 0, 0, 2))

N1 = ((C1, 0, 0, 2), (C0, 1, 1, 2), (C1, 1, 1, 2))

Here, we want to highlight that the candidate node

was:

N1old
= ((C1, 0, 0, 2), (C1, 1, 0, 0), (C0, 1, 1, 2),

(C1, 1, 1, 2))

which is not a possible maximal node (as we can see in

the events one and two, has two different values are as-

signed to C1 in the same instant). However, after prun-

ing, the node N1 becomes a possible maximal, and af-

ter the counting process, it support value is assigned to

2, that is, it is a maximal node. As H(N1) ∪ N1 does

not has a frequent superset, we just found a frequent

maximal sequence:

S1 = ((C0, 0, 0, 2), (C1, 0, 0, 2), (C0, 1, 1, 2),
(C1, 1, 1, 2)), s = 2

• H(N2) = ((C0, 1, 0, 2)), s = 2

N2 = ((C1, 1, 0, 2))

The frequent sequence H(N2)∪N2 has a frequent su-

perset (S1). Therefore, it is discarded.

• H(N3) = ((C1, 0, 0, 2))

N3 = ((C0, 1, 1, 2), (C1, 1, 1, 2)), s = 2

As in the previous case, this maximal node is discarded

too.

Figure 6 shows the temporal set-enumeration tree gene-

rated by the TSETMAX algorithm. In this case, this struc-

ture stores a total of 3 maximal nodes, but only one frequent

maximal sequence.
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Figure 6. The extended set-enumeration tree

structure generated by TSETMAX

5. Conclusions and Future Works

In this paper, we have presented TSETMAX , an effec-

tive algorithm that uses a lookahead technique and deep

first search on a tree-based data structure to discover fre-

quent maximal sequences (maximal inter-transactional as-

sociations) from datasets. Although the enhancement of the

method is significantly superior, in terms of computing ef-

fort, mining this type of associations is still a computation-

ally intensive problem. Several optimizations techniques

are been devised to speed up the discovery of sequences.

In particular, we are working in the adaptation of the tech-

niques proposed in the literature to reduce the number of

database passes, and therefore develop an algorithm which

can deals with large and dense synthetic and real datasets in

an efficient way.
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Abstract

Web usage mining is an active research area for its uses

in web site maintenance and for the potential economical

impact. In the past, research has focused on off–line statis-

tical analysis, learning the user behavior and on identifying

most frequently visited structures. Our paper takes an am-

bitious approach by proposing and studying effects with an

on–line monitoring mechanism of web usage. In our sys-

tem named W3
live

, we devise efficient real–time algorithms

for identifying most visited sites and site-paths in real time.

We also include features such as an advance warning when

there is a potential denial of service attack. The W3
live

sys-

tem uses LOGML [3] and the graph library of the WWWPal

suite [2], and lay the foundation for future developments.

We conclude by analyzing performance properties of our

system and propose some suggestions for future work.

1 Introduction

Popularity of a web site is in most part related to the

content, presentation and construct of a web site. For com-

mercial web sites this is of prime importance as each visit

indicates a potential consumer. The consumer might either

buy, be tempted to buy or recommend the site to others. This

factor results in a potential for increased traffic to a web site

which in turn can result in advertising revenue.

In case of commercial web sites, web managers work

with designers, content producers, and programmers to pop-

ularize their web sites. Web site statistics such as URL loca-

tion, number of hits determine site usage as well as web site

traffic. While web managers prefer to have large number of

users to visit their pages, there are times when users orches-

trate a flood of visits to prevent others to visit a specific web

site. This is damaging as this not only paralyzes the web

site but also could result in a loss of revenue stream.

Studies and research in web usage mining have ad-

dressed these scenarios in the past. Traditionally this has

been accomplished by gathering data on off- line statistics,

user sessions, most visited web pages, most traversed web

paths etc [3], [4]. Our paper addresses a more ambitious

goal: that of identifying and classifying the visited web

sites, traversed web paths in real–time. At the Computer

Science Department, Rensselaer Polytechnic Institute, we

have built a tool W3
live

that addresses these issues.

W3
live

has been developed an open source software im-

plemented in C with both a console and GNOME interface.

While monitoring real–time events of web site usage it also

provides advice as well as an instant warning mechanism

to web managers. These features are extremely useful es-

pecially in preventing denial of service attacks by knowing

the load on web pages (explained later in the paper). Our

system also lays the foundation for future developments to

enhance the existing framework.

2 Previous Work

Web usage mining is the process of studying and discov-

ering web user behavior from web log data. Usually the web

log data collection is done over a long period of time (one

day, one month, one year, etc). Later, three steps, namely,

preprocessing, pattern discovery and pattern analysis [5] are

carried out. Preprocessing is the technique of transforming

the raw data into a usable data model. The pattern discov-

ery step uses several data mining algorithms to extract the

user patterns. Finally, pattern analysis reveals useful and in-

teresting user patterns and trends. These steps are normally

executed after the web log data is collected.

W3
live

extracts and analyses user patterns in real-time, as

the web log data is collected. Several commercial appli-

cations, such as Kantara [6], Deepmetrix [7], ClickTracks

[8] and CacheFlow [9], have implemented real-time fea-

tures to report user sessions. Kantara monitors and tracks

1



the users as they access the web pages. Visitor Intelligence

from DeepMetrix uses real-time processing to update the

business metrics to identify business trends. The web site

can be modified to improve those business metrics. Click-

Tracks is installed in web pages to see user patterns. Finally

CacheFlow Reporter generates User, Network Traffic, Se-

curity and Top Ten summaries Reports from web log data.

CacheFlow has also real-time monitoring features. Interest-

ing work has also been done for distributed real-time web

usage mining [11] for frequent behavior patterns. W3
live

not

only reports user patterns using LOGML (standard XML

application), it also visualizes user patterns (user sessions

web graph). W3
live

is designed for research purposes and it

is an open source application.

3 Realization of the System

W3
live

is realized as a set of open source tools. Its core

components are as follows.

• w3ld: The W3
live

daemon accepts extended log file en-

tries as they are generated and builds the structures de-

scribing the current state of the web server.

• w3lc: The W3
live

client is a console program for com-

municating with w3ld.

• w3live: w3live is a GNOME graphical interface pro-

viding easier access to the core features of W3
live

as

well as providing visualization of web user graphs.

Figure 1 describes the system architecture. W3
live

reads

web server logs in the extended log file format [1].

Figure 1. W3
live

Architecture

Building on previous work, GraphPack [10] and WWW-

Pal are employed for the collection and analysis of log data.

Figure 2 shows the realized W3
live

user interface.

Figure 2. Graph of user clicks through website

3.1 Example Analysis

The W3
live

software attempts to give insight into how web

users are using a web site and the relationships between site

structure and success in finding information.

The web site of the department of computer sci-

ence at Rensselaer Polytechnic Institute serves as an

example for studying real-time web usage. The site

http://www.cs.rpi.edu serves approximately 100 requests

per minute during daytime activity. It primarily serves as

space for computer science faculty and students to serve

class information, research and personal information.

Figure 3. User Search Path

Through W3
live

web user graph visualization we are able

to note various search patterns and judge the effectiveness

of the site structure.

Figure 3 illustrates a user search path generated using

W3
live

. A popular search engine has imprecisely referred

the user to the site and has left the user to perform further

search. A Web Manager presented with such information

will be able to better mold web site structure to the user’s

search styles, or design better search engines based on how

users are looking for information.

Activity over a 10 minute period is shown in Figure 4.



Figure 4. Snapshot of Site Activity

Immediate insight into the nature of user activity on the web

site is given. The ad-hoc structure of the department web

site is immediately clear. A Web Manager may use such in-

formation in determining the success or failure of the global

web site structure.

Figure 5. Evolution of user paths

Figure 5 shows the evolution of user paths over time

(from top left to bottom right). In this analysis of

www.cs.rpi.edu over five minutes, we see several small hubs

emerging and the lack of site-wide coherence becoming ob-

vious.

4 Algorithms Used

The following algorithms are realized as W3
live

, a set of

programs for real-time web usage analysis. Figure 6 gives

an overview of the data acquisition loop, whereby log en-

tries are processed into more meaningful structures. The

functions Process Log Entries and Terminate Expired

Users are expected to run concurrently.

Each iteration begins by updating a graph of nodes repre-

senting requested document and edges representing the rela-

tionship between a referring and target document. Building

on previous work we employ the GraphPack library [2] for

storage and manipulation of graphical data.

Following the graph update we update site wide statistics

and user statistics. We employ WWWPal’s WebLog library

for this task. It is important to note that the WebLog library

does much more than is needed for our task, and thus we get

a slight performance degradation in these superfluous com-

putations. Section 5 further describes such considerations.

In the following sections we describe algorithms for dis-

covering unusual or perhaps harmful site activity.

4.1 Explosive Popularity

Whereby a denial of service attack may be confused with

legitimate usage, it is worthwhile to differentiate the good

from the bad traffic. A sudden explosion of popularity is

likely due to an unexpected link from a site with more traf-

fic. We would therefore like to determine if a single doc-

ument is receiving an abnormal amount of traffic. Sudden

explosive popularity may overload a web server and cause it

to stop responding. Early detection would allow some time

for a Web Manager to reroute requests to another server, or

allow for a scaled down version of a document to be served.

We assume document popularity is governed by a Zipf

distribution [12]. Each document requested is assigned a

value representing its load.

Let d be the current document and t be the request count.

The function ltime(d) indicates the last time document d

was requested. The load ℓ of document d at iteration t is

computed as follows

ℓt(d) = 1 +
ℓt−1(d)

(now − ltime(d)) + 1
(1)

In order to see if ℓt(d) represents normal traffic we would

like to compare it against a Zipf (power law) distribution of

load averages site wide. To do this we measure the distance



Process Log Entries

while(entry = Read Next Log Entry)
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entry data = extract log entry data(entry)

Lock Data(mutex)

update web graph(entry data)
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referrer = find node(entry data.referer)

if(referer not in graph)

referrer = create node(

entry data.referrerURL)

target = find node(entry data.target)

if(target not in graph)

target = create node(entry data.target)

edge = find edge(referer,target)

if(edge not found)

edge = create edge(referer,target)

update node(target,entry data)

update load average(target)

update edge(edge,entry data)

update graph load average(

target.loadAverage)

update user stats(entry data)
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user = find user(entry data.address)

if(user not found)

user = new user(entry data)

update user stats(user,entry data)

update user load average(user,

entry data)

update site load average(

user.loadAverage)

Unlock Data(mutex)

test for events()
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if((graph.loadAvg−
threshold · graph.Std Dev)−
target.loadAvg < 0)

ALERT!(user is hogging bandwidth)

if((site.request rate−
threshold · site.Std Dev)−
request rate < 0)

ALERT!(current target is receiving

abnormally heavily load)

Terminate Expired Users

while(1)

O(|users|)


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wait USER TIMEOUT seconds

Lock Data(mutex)

for each user in the list of users

O(1)

{

if(last access time(user) >
USER TIMEOUT)

terminate(user)

Unlock Data(mutex)

Figure 6. Statistics Updating Loop with Time

Complexity Overview

from the current load average, ℓ(d), to the greatest load av-

erage, ℓ(dmax), and compare it to an average load average,

represented by the logarithmic difference between the max

load average ℓ(dmax) and the min load average ℓ(dmin).

log
ℓ(d)

ℓ(dmax)
> log

ℓ(dmax)

ℓ(dmin)
×

1

γ
(2)

Given a threshold γ, we may say ℓt(d) represents explo-

sive popularity if ℓt(d) is more than 1
γ

times the slope of

the power law curve further from the largest ‘normal usage’

load average

In the next section we find that explosive popularity and

denial of service attacks may be confused. One should be

given explicit precedence over the other so that a triggered

alarm will be mutually exclusive among the two.

4.2 Denial of Service Monitoring

An average denial of service attack on a web server

will be detected by a sudden overpowering flood of re-

quests. Commonly these requests come from an array of

machines running synchronized programs whose job is sim-

ply to make requests.

We would like to examine the temporal spacing between

requests. We assume a Zipf distribution and look for spots

when the space between requests is abnormally small.

Let ct represent the time of a request at iteration t. The

minimum length of time between perceived requests de-

pends on the maximum between how quickly a web server

can generate log file entries, and how quickly a single entry

can be processed. The representation of ct should reflect

this minimum time in accuracy. It is likely that seconds will

be too large, and milliseconds will be sufficient.

In order to tell if an unusual request rate is occurring we

may look at perturbation in the log-log slope of occurrences

of times between requests. It will be sufficient to count only

the occurrences of the minimum and maximum of times be-

tween requests.

For δt = ct − ct−1, let δmin be the minimum δt, and

δmax be the maximum δt. Given O(δt), the occurrence

count for δt we look for instances where

log
O(δmax)

O(δmin)
< log

δmax

δmin
×

1

γ
(3)

In situations where Equation 3 are true for a given γ, and

Equation 2 are false, it may be said that a denial of service

attack is in progress, and appropriate action may be taken.

5 Performance of the System

The W3
live

software is tested for performance and com-

parison against the stated algorithms. For ease of imple-

mentation the stated algorithms are not followed explicitly.

We show divergence between possible time complexity and

real testing and explain how the system may be tuned.



Figure 7. Log Parsing given as time to com­

plete n log lines on a logarithmic scale.

As log entries are read, we must first parse the data back

out of string format. Figure 7 shows the time required to

compute n entries on a logarithmic scale. Log processing

on a whole has linear complexity while the processing of a

single entry is O(1).

Figure 8. Time in milliseconds for web graph
update for each request

Figure 8 shows the time in milliseconds to update the

web graph at each iteration. The stratification in Figure 8 is

attributed to the varying cases whereby any combination of

adding a new target node, adding a new referrer node and

adding a new edge may occur. Further, the initial clustering

of data points between 40 and 50 milliseconds is attributed

to the necessity of each request resulting in the addition of

new nodes and edges.

Figure 9 shows the time in milliseconds to update the

site and user statistics. It is important to note that more

Figure 9. Statistic Update Times With Con­

stantly Increasing Number of Users

Figure 10. Statistic Update Times With a Con­

stant 100 Users

and more users and documents are being added as more

and more requests are being made and thus the complexi-

ties being represented are a function of request count, user

list count and document list count.

The linear complexity represents the vast majority of re-

quests. The linearity is produced by scans over the list of

users, both as searches and scanning for users who are likely

to have finished their sessions.

The O(1) complexity represents file transfer errors, user

requests not of type GET or unrecoverable log entry anoma-

lies. In each of these cases, minimal statistical updating is

performed.

The higher stratum represents a worst case of

O(|users|2) complexity occurring when a user’s session is

terminated. The list of users is scanned on occasion for

user’s whose sessions have expired. If a session is found



to be stale, they are removed from a list, requiring another

scan through the list of users. This is the price payed for

building on top of an off-line mining package and falls into

the class of needed improvements.

Figure 10 represents the time complexity for updating

statistics with a constant base of 100 users. In this case the

linear time complexity is attributed to the growing number

of documents being tracked as the web graph. The relatively

slow growth is not noticeable in Figure 9 as it is dominated

by the increasing difficulty of user management as more and

more users are added.

Figure 11. Times for Building the List of Active
Users

When studying web usage, perhaps the most common

task is to request a list of currently active users. Figure 11

shows the number of active users on a server versus the

number of milliseconds needed to compile the list of users

and respond. We see that compiling the list is O(|users|)
as expected for such a task.

6 Conclusion

This paper presents a system for efficient real-time mon-

itoring of web sites. The advantages of this system are:

• It is an open source system.

• It is easily extendible to include monitoring of new

events.

• It provides a real–time visualization of user behavior.

• It provides advance warnings of denial of service at-

tacks.

Future research will focus on further improving the ef-

ficiency of weblog library. We are also planning on en-

hancing W3
live

system to capture the semantics of the vis-

ited structures in real–time. Semantic information such as

common keywords, geographic location and external refer-

ers will help to offer more accurate advance warnings and

improve visualization. It will also lay the foundation for

future semantic web mining research.
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