CHAPTER VIIIL
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CHAPTER 1X

SIMPLE SUBSTITUTION — FUNDAMENTALS

Simple substitution is ordinarily defined as a cipher in which each letter of the
alphabet has one fixed substitute, and each nqwcpomnmi-mwavo_ represents one
fixed original. When this cipher is used for puzzle purposes, as W€ find it in our
newspapers and popular magazines, the substitutes (which are invariably letters of
the alpbabet) may be chosen at random, and the cryptograms must follow certain
arbitrary rulings which are designed to make them * fair”’: Word-divisions and
punctuation must follow religiously those of the original text; a certain minimum
of length must be provided; no letter may act as its own substitute; foreign words
are not permissible; and so on. Aside from the observance of such rules, however,
1o holds are barred; the constructor of such a cryptogram, totally anconcerned with
the meaning of his plaintext (except that it must have one), sometimes gives his
chief attention to distorting the normal language characteristics in an effort to baf-
fle the analyst, and often will carefully search his dictionary for words like yclept,
crwth, syzYgY, pterodactyl, ichthyomancy, not infrequently producing 2 plaintext
which is almost as incomprehensible as its corresponding cryptogram. Our- study
here will be confined to the simple substitution cipher as applied to normal English
text.

When a substitution key (a pair of alphabets) is being used for cipher purposes,
the letters which make up the cipher alphabet cannot be chosen at random; the key
must be of such a nature that any one of the several correspondents, desiring to
make use of it, will have it at his disposal. Word-divisions are usually concealed,
or, occasionally, falsified. Punctuation, if used at all, must don the apparel worn
by the rest of the text; no limitations can be placed on length, and no word what-
ever can be barred, where the intention is that of conveying actual messages; and
it is not at all uncommon to find that one or more letters are serving as their own
substitutes.

In discussing keys, we will make some arbitrary rulings of our own, but only in
the interests of clarity. We will assume, for all cases, that the two necessary alpha-
bets are always written horizontally, as several are shown in Fig. 59; that wherever
the two complete alphabets appear, the upper of the pair is always the one in which
plaintext letters must be found, so that the lower one is always the cipher alphabet.
Thus, whenever the two alphabets are written out in full, the substitute for any
given plaintext letter will be the letter standing imamediately below it; and the
original of any cipher letter will be the letter standing just above it. Wherever it
seems advisable to show a distinction, the cipher letters will be expressed as capi-
tals and the plaintext letters will appear in lower case.

Among the oldest cipher alphabets ever used for practical purposes are those of
the type called © Caesar,” one such alphabet baving been used by Julius Caesar,
and another by Octavius. As may be seen at (a) of Fig. 59, this type of cipher
alphabet is no more than a simple shifting of the normal alphabet to a new point
of beginning. Using this particular example, the word  Caesar ” will be enciphered
wsFDHVDU;or, iftheword RY H U is found in a cryptogram, it deciphers as
“ over.”

At (b) of the same figure, we have 2 pair of inverse normal alphabets. Here, it

is not necessary to specify that one of the pair is a plaintext alphabet and the other
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The usual plan for deriving cipher alphabets from key-words is as follows: First, , cryptogrem: Y B PR R

| Cryptogr®™ 7CQSPC

all repeated occurrences of any same letter, such as the second P and the second E ADRTQDS
of the word CULPEPER, are discarded. The unrepeated letters of the key-word, Plaintext: BESURET
asCUL P E R, areplaced at the beginning of the cipher alphabet, and the rest of the -
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fifteen alphabets, a few letters at a time, until we come to the line which is purely
plaintext. This process is popularly known as ““ running down the alphabet,” and
whenever it results in a row of plaintext, we may quickly determine the amount
of ““shift,” set up the cipher alphabet, and start deciphering.

The same thing is true of a pair of inverse normal alphabets which have merely
been shified with reference to each other. But in this case, the cryptogram (or
that segment of it which is being investigated), must first be enciphered in the same
kind of alphabet. To explain this, suppose that our cryptogram fragment is B ¥V K
I LV JO. If we encipher this with the pair of inverse alphabets which was shown
at (b) of Fig. 59, we obtain a new cryptogram fragment ¥ B P R O B Q L. This
new fragment is now a “ Caesar,” and we may “run it down the alphabet ” until
we find its plaintext. This particular fragment was done with a pair of inverse nor-
mal alphabets in which the lower one began at C, instead of at Z. Most decryptors,
in dealing with any kind of substitution, will make these two tests before trying
anything else. When the guess proves correct, a great deal of paper work can be
saved.

Concerning decryptment in the case of the less simple alphabets, the true vul-
nerability of simple substitution can be.seen when the word battalion,” enciphered
in alphabet (f) of our Fig. 59, becomes TSBBSM Z E P. Since each letter of the
alphabet may have only one substitute, the pattern of -afa- shows up clearly in its
enciphered version -SBBS-. The decryptor knows instantly what kind of pattern
it represents, since the letters § and B can have only one original each. The fre-
quency with which these two letters have been used in his cryptogram will tell him
approximately what their two originals ought to be, and, by making a few trials, he
loses little time in arriving at a solution. As a matter of fact, a simple monoliteral
substitution, given fewer than a hundred letters of text and no information what-
ever as to source or subject-matter, can be decrypted purely through the frequencies
and other characteristics of its letters; and if, in addition, the original word-divisions
have been preserved, we have the lengths and patterns of these words, plus the
knowledge that individual letters have their favorite positions in words.

The “ Crypt ” with word-divisions. — Not infrequently, the cryptogram which
retains its word-divisions can be read at sight, without putting pencil to paper, and
this regardless of how short it may be. Again, even though based on normal text,
it will prove more troublesome; and thus, in dealing with this type of simple substi-
tution, we attack each individual example according to what appears at first glance
to be its greatest weakness. The cryptogram shown in Fig. 62, for instance, would
be attacked through its many short words, probably the simplest of the available
methods. The words in question are those numbered 3 (RD), 4 (MD), 9 (QYR),
11 (RKV), 13 (DF), and 15 (DN). Among the two-letter words, it is noticeable
that every one of these includes a letter D, used indiscriminately as the initial or fi-
nal letter. We do not need to know much of cryptanalysis to guess that this let-
ter represents the o found in such words as to, no, do, go, of, on, or. A comparison
of the two three-letter words shows that these, also, have a common letter, R, which
ends one of these words and begins the other. Of all words in English, the com-
monest is the. 1f RKV be assumed as the, then RD, already thought to contain o,
will check as to, another extremely common word.

Thus we are able to begin work by tentatively assuming that the four cryptogram
letters R, K, V, and D, are the substitutes, respectively, for plaintext letters ¢, £, e,
and 0. These assumptions are tested by actually making the necessary substitutions
directly on the cryptogram, as seen at (a) of Fig. 62. And we may be sure that
they are correct when we see the 12th word clearly outlined as otker. This word
gives a new substitution: cipher letter T evidently represents r, occurring in three

SIMPLE SUBSTITUTION — FUNDAMENTALS 73

different words; the actual making of this substitution will cause the 8th word to

n ending: -tfer.

mro%mmcﬂnw\o,nzo”ﬂhwwann Emmc?ﬁ three-letter word, the gth of the nJ,EomJE.. we
see that QY R cannot represent any one of the noEBos.Soam not, got, m:? v\.m , w_anw
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resent the common word but, especially m.» we care to investigate ﬁ_:m ﬂm,pcmzn% m_pm
the cryptogram of its first letter, Q. This letter has been :mwa o:ax once; mﬁ,oén
assumed original, b, is normally of very low ?E:m:ﬁ% and, in ad _mo:, wm known
to have a fondness for initial positions. The assumption of this word as but g

us the substitute for u, which appears to be V.
Figure 62
Making Substitutions
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In addition to the points mentioned, it is not unusual to m_.:a..z.wn .MMES éﬂnﬁ__w. erH
their very positions with reference to some longer word, will identi vm_u 2@ oOoom
quence, as might happen with the sequence m.rois at (b) of the mmEM m“:‘ . Good
examples of this are: as well as, as soon as, ﬁx.mimx to, m:.a 50 on. _: is p: e
lar case of (b), we began with only the Eo:.Smom o0, and immediately Smnmewi by
identify ¢; this alone should serve for spotting the iw&n. m,.mnc.wsnm.ox emmm:.o so&.
taking into consideration the aocznw c. nWoCnM what the identification o

i identifying the 7th word. ]
nmaﬁwaﬁnrﬂwmmmm%znr aow:om seem En:n.m:& in :5. given example, %%S _nmi M
very fertile field for research in the examination of El::x.: sequences. X o:?m
or more of the affixes -tion, -ing, in-, and con- are present in the same tex ,MM»QEWN
practically always are, they Ew__mmamiw wo mnam::M% bhnmwcwwwﬂwm“w“ﬁwﬂm_ng QS_

- ared with many of the short words, ; on, no, not, ) , .
WMMnMMMmMVMM- may serve S%Em::? the word but. There is a irw_m mnoﬂwnws““:am
-ence, -ance, -ency, -ancy; another group pre-, re-, -er, de-, -ed,etc.;orag
parison in be-, -able, -ible, etc.

i i i lve the  aristo-
i i lution, especially popular with those who so
S o attorn f having one or more letters repeated.

" is found in pattern words, that is, words N r
%Mwm.whmn_mn. nxm:mi:m a dictionary, prepares lists for r_m. vmqa,ﬂmﬁz&mwymm
list for each * pattern ”'; such a list, for instance, would contain m>Hs , L
ING and all other words in which the third and mocz.r letters are t mmm%,ﬂ%msbm-
others different, another would contain all words having the wuﬁmq%ﬂOﬁO , DE-
FER, ROBOT, still another all words of ﬁr.n pattern w>z.>7>_ m ) .rm:, S0
on. wﬂvo solver, having thus armed himself in advance, begins wor g\.mﬂin@ _:wr
cryptogram for words having repeated cipher letters, and attempts to identily these
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