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Compiler

• Low-level: Customized ISA 
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Architecture Overview

DNN Accelerator

SRAM (Weights, Feature 
Maps, Partial Sums, Masks)

Path Costructor

Sort & Merge Accumulate

Controller

SRAM (Code, 
Paths)

DRAM

Input/Output

Weights

Feature Maps

Partial Sums

Masks

Gen 
Masks

SRAM (Partial sums, Partial masks, Masks)Paths



Enhanced MAC unit

i w

x

+ psum

>?

thd

M
U
X

0/1

mode

to SRAM

to SRAM



Evaluation

Network AlexNet, ResNet

Dataset Cifar10, Cifar100,ImageNet

Attacks BIM, CWL2, DeepFool, 
FGSM,JSMA

Adaptive Attacks Self constructed

Baselines EP[1], CDRP[2]

[1]Y. Qiu, J. Leng, C. Guo, et.al, Adversarial Defense Through Network Profiling Based Path Extraction  
[2]Y. Wang, H. Su, B. Zhang, X. Hu, Interpret neural networks by identifying critical data routing paths.
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Hardware Setup

DNN Accelerator 20 x 20

Technology Silvaco 15nm

On-chip SRAM 1.5MB
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Conclusion
Ptolemy: Accurate, low overhead, adversarial attack 
detection

• Algorithm Framework 
• Compiler Optimization 
• Architecture Support 



Collaborators

Yuxian Qiu Jingwen Leng Minyi Guo Yuhao Zhu



Questions

https://github.com/Ptolemy-dl/Ptolemy
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Backup

def AdversaryDetection(model, input, θ, φ):
  output = Inference(model, input)
  N = model.num_layers
  // Selective extraction only in the last three layers
  for L in range(N-3, N):
    if L != N-1:
      // Forward extraction using absolute thresholds
      ImptN[L] = ExtractImptNeurons(1, 1, φ, L)
    else:
       // Forward extraction using cumulative thresholds

      ImptN[L] = ExtractImptNeurons(1, 0, θ, L)
    dynPath.concat(GenMask(ImptN[L]))
  classPath = LoadClassPath(argmax(output))
  is_adversary = Classify(classPath, dynPath)
  return is_adversary
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