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Abstract. Concurrent non-malleable zero-knowledge (NMZK) consid-
ers the concurrent execution of zero-knowledge protocols in a setting
where the attacker can simultaneously corrupt multiple provers and ver-
ifiers. Barak, Prabhakaran and Sahai (FOCS’06) recently provided the
first construction of a concurrent NMZK protocol without any set-up
assumptions. Their protocol, however, is only computationally sound
(a.k.a., a concurrent NMZK argument). In this work we present the first
construction of a concurrent NMZK proof without any set-up assump-
tions. Our protocol requires poly(n) rounds assuming one-way functions,
or O(log n) rounds assuming collision-resistant hash functions.

As an additional contribution, we improve the round complexity of
concurrent NMZK arguments based on one-way functions (from poly(n)
to O(logn)), and achieve a near linear (instead of cubic) security re-
ductions. Taken together, our results close the gap between concurrent
ZK protocols and concurrent NMZK protocols (in terms of feasibility,
round complexity, hardness assumptions, and tightness of the security
reduction).

1 Introduction

Zero-knowledge (ZK) interactive proofs [GMR89| are fundamental constructs
that allow the Prover to convince the Verifier of the validity of a mathematical
statement x € L, while providing zero additional knowledge to the Verifier. Con-
current ZIC, first introduced and achieved by Dwork, Naor and Sahai [DNS04],
considers the execution of zero-knowledge protocols in an asynchronous and con-
current setting. In this model, an adversary acts as verifiers in many concurrent
executions of the zero-knowledge protocol, and launches a coordinated attack
on multiple independent provers to gain knowledge. Non-malleable ZIC, first in-
troduced and achieved by Dolev, Dwork and Naor [DDNO(Q], also considers the
concurrent execution of zero-knowledge protocols, but in a different manner.
In this model, an adversary concurrently participates in only two executions,
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but plays different roles in the two executions; in the first execution (called the
left execution), it acts as a verifier, whereas in the second execution (called the
right execution) it acts as a prover. The notion of Concurrent Non-malleable ZK
(CNMZK) considers both of the above attacks; the adversary may participate
in an unbounded number of concurrent executions, playing the role of a prover
in some, and the role of a verifier in others. Despite the generality of such an
attacks scenario, this notion of security seems most appropriate for modeling the
execution of cryptographic protocols in open networks, such as the internet.
Barak, Prabhakaran and Sahai (BPS) [BPS06| recently constructed the first
CNMZK protocol for NP in the plain model (i.e., without any set-up assump-
tions) They provide a poly(n)-round construction based on one-way functions,
and a O(logn)-round construction based on collision-resistant hash-functions.
Their constructions, however, are only computationally sound; that is, they only
show the existence of CNMZK interactive arguments (as defined by [BCCSS]).
In contrast, for both concurrent Z/XC and non-malleable Z/C, interactive proofs
(as originally defined by [GMR89]) are known [RK99, [KP01l, [PRS02, [DDNO0].

Main result. In this work, we provide the first construction of a CNMZK proof
in the plain model

Theorem 1. Assume the existence of one-way functions. Then there exists a
poly(n)-round concurrent non-malleable zero-knowledge proof (with a black-box
simulator) for all of N'P. Furthermore, assuming the existence of collision-
resistant hash-functions, the round complexity is only O(log n).

Due to the £2(log n)-round lower bound for black-box concurrent ZK of [CKPROT],
the round complexity of our construction based on collision-resistant hash-func-
tions is essentially optimal (unless NP C BPP).

Efficiency improvements. As an additional contribution, we improve the round-
complexity of CNMZK arguments based on one-way functions (recall that the
BPS protocol requires poly(n) rounds).

Theorem 2. Assume the existence of one-way functions. Then there is aO(log n)-
round concurrent non-malleable zero-knowledge argument (with a black-box simu-

lator) for all of N'P.

Combined with the black-box lower bounds of [CKPRO1], this settles the round-
complexity of CNM ZK arguments based on minimal assumptions.

Finally, whereas the “knowledge security” [GMW91] of the BPS reduction (i.e.,
the overhead of the simulator w.r.t. to the adversary) is cubic, our analysis (for

! See also the more efficient construction of [OPV1I()].

2 We mention that there are several works constructing CNM ZK proofs in the Com-
mon Reference String (CRS) model (see e.g., [SCOT01, [DN02]). A potential ap-
proach for getting CNMZK proofs in the plain model would thus be to try to im-
plement the CRS in a way that prevents man-in-the-middle attacks. This task seems
harder than constructing CNM ZK proofs from scratch, so we have not pursued this
approach.
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both proofs and arguments) achieves a near linear security reduction; in fact,
our protocols achieve the stronger notion of precise zero-knowledge [MP06| which
bounds the overhead of the simulator in an execution-by-execution fashion (as
opposed to only bounding the worst-case running time), and achieve the same
level of security as the best concurrent ZK protocols [PPST08].

Techniques. Our protocol attempts to combine previous techniques in concurrent
and non-malleable ZK in a modular way. As a result, our CNMZK protocol
largely consists of sub-protocols, more precisely commitments, that are developed
in previous works.

To leverage existing techniques for concurrent ZXC, we follow the abstraction
of concurrently extractable commitments (CECom) introduced by Micciancio,
Ong, Sahai, and Vadhan [MOSV06]. Informally, values committed by CECom
can be extracted by a rewinding simulator even in the concurrent setting. In
our protocol (as in most concurrent ZX protocols), the verifier commits to a
random trapdoor using CECom, so that our ZK simulator may extract this
trapdoor to complete the simulation. Correspondingly, to leverage existing tech-
niques for non-malleable ZK, we employ non-malleable commitments as defined
by Dolev, Dwork, and Naor [DDNOO]. In our protocol (as in the work of [BPS06]),
the prover commits to a witness of the proof statement using a non-malleable
commitment, and next proves (using a stand-alone) ZX protocol that it either
committed to a valid witness, or a valid trapdoor.

The crux of the proof is then to show that even during simulation, when the
simulator commits to trapdoors (instead of real witnesses) in left interactions,
the adversary still cannot commit to a trapdoor in right interactions. Intuitively
this should follow from the security guarantees of the non-malleable commit-
ments. The problem, however, is that even if the non-malleable commitments
do not “leak” information about the simulator’s trapdoors, other parts of the
protocol, such as the zero-knowledge proof, might affect the values of the adver-
sary commitments. On a high-level, BPS overcame this problem by relying on
statistical zero-knowledge protocols for AP; such protocols can only be compu-
tationally sound (unless the polynomial hierarchy collapses [AH91]), and known
constructions based on one-way functions require poly(n) rounds.

Instead, we overcome this obstacle by relying on the notion of robust non-
malleable commitments introduced by [LP09]3} informally, a robust non-malleable
commitment is non-malleable with respect to any protocol that has small round
complexity. As shown in [LP09], most known constructions of non-malleable com-
mitment schemes are already robust, or can be made robust easily. Roughly
speaking, by relying on this notion we can ensure that the witness used in the
ZK protocol does not affect the witness committed by the adversary (using ro-
bust non-malleable commitments) in other executions; in particular, this is used to
argue that the adversary essentially never commits to a trapdoor. The actual ap-
plication of this technique, however, is not direct and requires a subtle treatment—
in particular, for technical reasons, we require the prover to use two robust

3 Robustness was originally referred to as naturality.
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non-malleable commitments (the same technique is used in [LPV09] for construct-
ing another primitive called strong non-malleable WZ proofs). Furthermore, to
make our simulation go through, we are unable to apply the original analysis of
CECom as presented in [PRS02, MOSV06], but instead rely on the recent analysis
of [PTV08]. Roughly speaking, the reason for this is that concurrently extractable
commitments are traditionally used and analyzed in so-called committed-verifier
protocols [MOSV06|, where the verifier commits and fizes all of its messages at
the start of the protocol. Our protocol does not fall into this category.

Finally, to improve the efficiency of the simulation we have the prover commit
to its witness also using a CECom; doing this ensures that the concurrent non-
malleability simulator becomes as efficient as the extractor of CECom. Our final
result regarding precision is then obtained by relying on the precise Z/KC approach
from [PPST0§| to implement CECom.

Discussion and Perspectives. Our work closes the “gap” between known con-
structions of concurrent ZX and CNM ZK for the plain model (without set-up);
that is, we have shown that all known results for concurrent Z/C in the plain
model extend to CNMZK (under the same assumptions, the same round com-
plexity, and the same efficiency of security reductions). In essence, we reduce
that task of constructing CNMZK protocols to constructing concurrently ex-
tractable commitments, and thus, concurrent non-malleability come for free.
It seems promising that the same approach could be extended also to models
with set-up. For instance, in the Bare Public Key model of [CGGMO00], O(1)-
round concurrent ZK with black-box simulation is known, whereas the only
O(1)-round protocol for CNMZK of [OPV0§| requires non-black-box simula-
tion. Similar gaps exists for the Timing model [DNS04], and for the model of
quasi-polynomial time security [Pas03]. We believe that, by providing appropri-
ate implementations of concurrently extractable commitments (in line with the
work on concurrent ZK in these models), our technique extends to close these
gaps. We leave an exploration of these questions for future work.

Overview. Section [ contains the basic notations and definitions of CNMZK
and other primitives. In Section 3, we present our main result, a O(log n)-round
CNMZK proof system for all of NP, from collision resistant hash functions,
and provide the proof of security in Section @l We also modify the protocol to
obtain constructions of a poly(n)-round CNMZK proof, and a O(log n)-round
CNMZK argument system, from one-way functions at the end of Section @ We
defer our result on Precise CNMZK to the full version.

2 Preliminaries

Let N denote the set of all positive integers. For any integer n € N, let [n]
denote the set {1,2,...,n}, and let {0,1}" denote the set of n-bit strings.
We assume familiarity with interactive Turing machines, interactive protocols,
statistical /computational indistinguishability, zero-knowledge, (strong) witness-
indistinguishability (see [Gol01] for formal definitions).
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2.1 Concurrent Non-Malleable Zero-Knowledge

We recall the definition of concurrent non-malleable zero-knowledge from
[BPS06|, which in turn closely follows the definition of simulation extractabil-
ity of [PR0O5]. Let (P, V) be an interactive proof for a language L € NP with
witness relation Ry, and let n be the security parameter. Consider a man-in-
the-middle adversary A that participates in many left and right interactions
in which m = m(n) proofs take place. In the left interactions, the adversary
A verifies the validity of statements x1,...,z,, by interacting with an hon-
est prover P, using identities idq,...,id,,. In the right interactions, A proves
the validity of statements Z1,...,Z,, to an honest verifier V', using identities
idy,...,id;,. Prior to the interactions, both P and A receives as common input
the security parameter in unary 1™ and the statements x1, ..., 2,,. Additionally,
P receives as local input the witnesses wy, ..., wy,, w; € Rr(z;), while A re-
ceives as auxiliary input z € {0,1}", which in particular might contain a-priori
information about x1,...,%,, and wy,...,w,. On the other hand, the state-
ments proved in the right interactions Z1, ..., Z,, and the identities in both the
left and right interactions, idy, ... ,id,, and idi,...,idm,, are chosen by A. Let
viewa(n,Z1,...,&m, 2) denote a random variable that describes the view of A
in the above experiment. Loosely speaking, an interactive proof is concurrent
non-malleable zero-knowledge (CNM ZK) if for all man-in-the-middle adversary
A, there exists a probabilistic polynomial time machine (called the simulator-
extractor) that can simulate both the left and the right interactions for A, while
outputting a witness for every statement proved by the adversary in the right
interactions.

Definition 1. An interactive proof (P, V') for a language L with witness relation
Ry, is said to be concurrent non-malleable zero-knowledge if for every polynomial
m, and every probabilistic polynomial-time man-in-the-middle adversary A that
participates in at most m = m(n) concurrent executions, there exists a proba-
bilistic polynomial time machine S such that:

1. The following ensembles are computationally indistinguishable over n € N

- {VieWA(nv L1y Tm, Z)}neN,xl,...,xmeLﬁ{O,l}",zE{O,l}*
- {Sl(lna L1yeees Tm, Z)}neN,xl,...,xmeLﬂ{O,l}”,zE{O,l}*
where S1(n,x1,...,Tm,2) denotes the first output of S(1",x1,...,Tm, 2).

2. Let x1,...,o2m € LN{0,1}", z € {0,1}*, and let (view,w) denote the out-
put of S(1",x1,...,Tm,2). Let T1,...,Tm be the statements of the right-
interactions in view view, and let idy,...,id,, and idy,...,id,, be the identi-
ties of the left-interaction and right-interactions, respectively, in view view.
Then for every i € [m], if the i™® right-interaction is accepting and id; # id;
for all j € [m], w contains a witness w; such that Ry (&;,w;) = 1.

2.2 Non-Malleable Commitment Schemes

We recall the definition of non-malleability from [LPV08] (which builds upon the
definition of [DDNO0, [PR0O5]). Let (C, R) be a tag-based commitment scheme,
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and let n € N be a security parameter. Consider a man-in-the-middle adversary
A that, on auxiliary inputs n and z, participates in one left and one right inter-
action simultaneously. In the left interaction, the man-in-the-middle adversary
A interacts with C, receiving a commitment to value v, using identity id of its
choice. In the right interaction A interacts with R attempting to commit to a
related value v, again using identity id of its choice. If the right commitment is
invalid, or undefined, its value is set to L. Furthermore, if id = id, v is also set to
1—i.e., a commitment where the adversary copies the identity of the left inter-
action is considered invalid. Let ncha ®y V15 -+ > Um, 2 denote a random variable
that describes the value v and the view of A, in the above experiment.

Definition 2. A commitment scheme (C, R) is said to be non-malleable (with
respect to itself) if for every polynomial p(-), and every probabilistic polynomial-
time man-in-the-middle adversary A, the following ensembles are computation-
ally indistinguishable.

nm v, 2
{ <C’R>( )}neN,ve{o,l}",u/e{o,l}",ze{o,l}*

nm v,z }
{ <C’R>( ) neN,ve{0,1}™,v'€{0,1}7,2€{0,1}*

Remark 1. The main difference of this definition compared to previous ones
[PRO3l [DDNOQ] is that it considers not only the values the adversary commits
to, but also the view of the adversary. This is particularly important in our
analysis later. (See Hybrid Hs and Hy in case j = 2 in the proof of Lemma[1l)

Non-Malleable Commitment Robust w.r.t. k-round Protocols The no-
tion of non-malleability w.r.t. arbitrary k-round protocols is introduced in [LP09].
Unlike traditional definitions of non-malleability, which only consider man-in-the
middle adversaries that participate in two (or more) executions of the same pro-
tocol, non-malleability w.r.t. arbitrary protocols considers a class of adversaries
that can participate in a left interaction of any arbitrary protocol. Below we
recall the definition. Consider a one-many man-in-the-middle adversary A that
participates in one left interaction—communicating with a machine B—and one
right interaction—acting as a committer using the commitment scheme (C, R).
As in the standard definition of non-malleability, A can adaptively choose the
identity in the right interaction. We denote by nmcégc’{‘}%> (y, z) the random variable
consisting of the view of A(z) in a man-in-the-middle execution when commu-
nicating with B(y) on the left and an honest receiver on the right, combined
with the value A(z) commits to on the right. Intuitively, we say that (C, R) is
non-malleable w.r.t. B if nmcégc’f}%> (y1,2) and nmcfc’{‘}%> (y2, z) are indistinguish-
able, whenever interactions with B(y1) and B(y2) cannot be distinguished. More
formally, let view4[(B(y), A(2))] denote the view of A(z) in an interaction with

B(y).

Definition 3. Let (C, R) be a commitment scheme, and B a probabilistic poly-
nomial-time machine. We say the commitment scheme (C, R) is non-malleable
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w.r.t. B, if for every probabilistic polynomial-time man-in-the-middle adversary
A, and every two sequences {y, }nen and {y2}nen such that, for all probabilistic
polynomial-time machine A, it holds that

{(Bh), A0} ~{(B2). A)0m)}

neN,ze{0,1}* neN,z€{0,1}*

where (B(y), A(z))(1") denotes the view of A in interaction with B on common
mput 1™, and private inputs z and y respectively, then it holds that:

A A
{nmcéBC’R> (y}L, z)} ”mC?C,R) (y?,, Z)}

neN,ze{0,1}* { neN,z€{0,1}*

We say that (C, R) is non-malleable w.r.t. k-round protocols if (C, R) is non-
malleable w.r.t. any machine B that interacts with the man-in-the-middle adver-
sary in k rounds. Below, we focus on commitment schemes that are non-malleable
w.r.t. itself and arbitrary ¢(n)-round protocols, where [ is a super-logarithmic
function. We say that such a commitment scheme is robust w.r.t. ¢(n)-round
protocols

Lemma 1. Letf(n) be a super-logarithmic function. Then there exists a O(¢(n))-
round statistically binding commitment scheme that is robust w.r.t. £(n)-round pro-
tocols, assuming that one-way functions exist.

The protocol is essentially identical to the O(logn)-round protocol in [LPVO0S].
A formal proof of this lemma will appear in the full version.

2.3 Concurrently Extractable Commitment Schemes

Micciancio, Ong, Sahai and Vadhan introduce and construct concurrently ex-
tractable commitment schemes, CECom, in [MOSV06]. The commitment scheme
is an abstraction of the preamble stage of the concurrent zero-knowledge proto-
col of [PRS02|. Informally, values committed by CECom can be extracted by
a rewinding extractor (e.g., the zero-knowledge simulator of [KP01l, [PRS02,
PTVO08]), even in the concurrent setting. In this work, we use the same con-
struction as in [PRS02, [MOSV06]|, but are unable to employ their analysis.

3 A Concurrent Non-Malleable Zero-Knowledge Proof

In this section we construct a concurrent non-malleable zero-knowledge proof
based on collision-resistant hash-functions. Let ¢(n) be any super logarithmic
function. Our concurrent non-malleable zero-knowledge protocol, CNMZKProof,
employs several commitment protocols. Let Comg, be a 2-round statistically
hiding commitment (based on collision-resistant hash-functions), Comy, be a
2-round statistically binding commitment (based on one-way functions), and
NMCom be an O(¢(n))-round statistically binding commitment scheme that is
robust w.r.t. £(n)-round protocols (based on one-way functions).
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Our protocol also employs £(n)-round, statistically hiding (respectively sta-
tistically binding) concurrently-extractable commitment schemes, CEComyy, (re-
spectively CEComyg,). These schemes are essentially instantiations of the PRS
preamble [PRS02|, and can be constructed given Comgp, and Comgy,. We repeat
their definitions below.

To commit a n-bit string v under scheme CEComyy,, the committer choses n x
£(n) pairs of random n-bit strings (af ;,a; ;),i € [n],j € [£(n)], such that of ; &
al . j = v for every ¢ and j. The sender then commits to v and each of the 2n£( )
strings in parallel using Comyy,. This is followed by ¢(n) rounds of interactions. In
the j*® interaction, the receiver sends a random n-bit challenge bj=b1;...bn;,

bn,j

n.j according to

and the committer decommits the commitments of a1 RUNYo"
the challenge.

A valid decommitment of CEComyy, requires the committer to decommit all
initial commitments under scheme Comgy, (i.e., reveal the randomness of the
commitments), and that the decommited values satisfy a ;@ a = v for every
7 and j.

CEComy, is defined analogously as CEComg, with the initial commitment
Comyy, replaced by Comg,. Additionally, we say a transcript of CEComygy, is valid if
there exists a valid decommitment. Formal definitions of CEComg;, and CEComg,,
are shown in Fig. [1

Protocol CEComgp, (resp CEComgy,)

Inputs: A security parameter n, and a value v € {0,1}" given to the committer (to
be committed)

Protocol:
The Committer selects né(n) pairs of random n bit strings (a? ;,ai;), i € [n],j €
[¢(n)] such that for all i, o i ® ol ; = v and commits to v and a?J, a; ; for

every i € [n],j € [¢(n)] using scheme Comgp, (resp Comgy) to the Receiver
For i =1 to {(n):
The Receiver sends a n bit string b; = b1, ...bn,;
The Committer decommits to ozl{ Faee ai"jj
Decommitment: The Committer decommits to all né(n) + 1 commitments made

under scheme Comg;, (resp Comgy), and show that am ® aw- = for all 4 and j

Fig. 1. Concurrently extractable commitments [MOSVO06, [PRS02|

We now describe CNMZKProof, our concurrent non-malleable zero-knowledge
protocol. Protocol CNMZKProof for a language L € NP proceeds in six stages
given a security parameter n, a common input statement = € {0,1}", an identity
id of the Prover, and a private input w € Ry (z) to the Prover.

Stage 1: The Verifier choses a random string r € {0,1}" and commits to r
using CEComyy,; r is called the “fake witness”.
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Stage 2: The Prover commits to the witness w using CEComygy,.

Stage 3: The Prover commits to the witness w using NMCom under identity
id.

Stage 4: The Prover commits to the witness w using NMCom under identity
id, again.

Stage 5: The Verifier decommits the Stage 1 commitment to value v.

Stage 6: The Prover, using a w(1)-round ZK proof (e.g., [BIu86]) proves that
the commitments in Stages 2, 3 and 4 all commit to the same value @ (under
identity id), and that either w € Rp(z), or w = r.

Protocol CNMZKProof, in essence, is a modification of the Goldreich-Kahan
protocol [GK96]. The protocol is trivially complete, and below we intuitively
argue that the protocol is sound. To cheat in the protocol, because the Stage 2
commitment is statistically binding (and the Stage 6 protocol is a proof), the
Prover must know the value r committed by the Verifier in Stage 1, before the
conclusion of Stage 2 (i.e., before the Verifier decommits to r). This violates
that statistical hiding property of the commitment scheme CEComg,. A formal
description of protocol CNMZKProof is shown in Figure

4 Proof of Security

The definition of CNM ZK requires a simulator-extractor S that is able to simu-
late the view of a man-in-the-middle adversary A (including both left and right
interactions), while simultaneously extracting the witnesses to statements proved
in the right interactions. We describe the construction of our simulator in the
Sect. 1] and show its correctness in Sect. and E3)

4.1 Owur Simulator-Extractor
Our simulator-extractor, S, roughly follows this strategy:

Simulating the view of the right interactions. S simply follows the hon-
est verifier strategy.

Simulating the view of the left interactions. In each protocol execution,
S first extracts a “fake witness” r from the CEComg; committed by A in
Stage 1, then commits to r in Stage 2, 3, and 4, and finally simulates the
proof of knowledge using r as a witness in Stage 6.

Extracting the witnesses. In each right interaction that completes success-
fully, S extracts a witness w from CEComg, committed by A in Stage 2 of
the protocol.

Thus, the main task of S is to extract the values committed by A, using CECom,
in Stage 1 and 2 of the protocol. This is done by rewinding A during each
CECom. To that end, we employ the oblivious Killian-Petrank simulator [KPOT]
We also rely on the analysis of [PTV0S§|, which is in turn based on the analysis
of [PRS02].
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Protocol CNMZKProof

Common Input: an instance x of a language L with witness relation Ry, an identifier
id, and a security parameter n.
Auxiliary Input for Prover: a witness w, such that (z,w) € Rr(z).
Stage 1:
V uniformly chooses r € {0,1}" (the “fake witness”).
V commits to r using protocol CEComygy. Let 77 be the commitment transcript.
Stage 2:
P commits to w using protocol CEComg;,. Let 72 be the commitment transcript.
Stage 3:
P commits to w using protocol NMCom and identity id. Let 73 be the commitment
transcript.
Stage 4:
P commits to w using protocol NMCom and identity id. Let 74 be the commitment
transcript.
Stage 5:
V decommits 771 to value r; P aborts if no valid decommitment is given.
Stage 6:
P «— V: a w(l)-round ZK proof [Blu86| of the statement: There exists w such
that
— 0 is a valid decommitment of 73,
— and W is a valid decommitment of 73 and 74 under identity id,

— and W € Rr(z) or w =r.

Fig. 2. Concurrent Non-Malleable ZK argument for NP

On a very high-level, S attempts to simulate the view of A (with “fake wit-
nesses”) in one continuously straight-line manner (so as to not skew the output
distribution); this is aided by numerous auxiliary rewinds that allows S to ex-
tract the “fake witnesses” in time. As implied by our simulation strategy, the view
of A generated by S depends on the extracted “fake witnesses”, but is otherwise
independent of the interaction in auxiliary rewinds.

It is useful to know that S may abort in two manners. At the end of a CECom,
if S is unable to extract the committed value (the rewinds were unhelpful), S
outputs L.,:. Or, in Stage 5 of a left interaction, if A decommits its Stage 1
CEComyy, to a value that is different from the extracted value, S outputs Lping.
The following claim bounds the abort probability of S.

Claim 2. S outputs Leye and Lping with negligible probability.

Proof. This follows essentially from the analysis of [PTVO0§| in the setting of
concurrent ZK. We present the complete proof in the full version of the paper.
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4.2 The View Generated by the Simulator

We next show that the view generated by S is indistinguishable from the real
view of A.

Lemma 3. The following ensembles are computationally indistinguishable over
n e N:

{5(1", Lly-eyLm, Z)}nEN,zl,...,xmE{O,l}"ﬂL,zE{O,l}*

M n
{viewaA (1", 21, ..., T, 2) fneNar .. wm €{0,1} AL, 2€{0,1}*

To show Lemma [3 we introduce a series of hybrid simulators; the same hybrid
simulators will also be helpful later in Sect. Hybrids hyb’, 0 < i < m + 1,
receive the witnesses of the statements proved in any left interactions (i.e., “real
witnesses”), and proceed in three steps. In the following description, we order
the left interactions by the order in which Stage 1 is completed.

Step 1: Run the simulator S with the adversary A in its entirety. Output L.,
or Lping if S outputs Leys or Lping. Otherwise, let V be the view of A
produced by S, and r; be the “fake witness” extracted by S from the G left
interaction in V.

Step 2: Let V; be the prefix of V up until the i*" left interaction has completed
Stage 1 of the protocol. Simulate a new man-in-the-middle execution with A,
continuing from V;, in a straight-line manner. In each of the following cases,
we need to make sure that the view V; can be completed in a consistent way.
Note that we can continue any partial commitment or zero-knowledge proof
contained in V; as long as we don’t change the committed value or proof
witness

— Continue of the simulation of right interactions by following the honest
verifier strategy (just like S).

— Continue the simulation of the first 7 left interactions in the same manner
as S: use the “fake witnesses” r;’s for the commitments in Stage 2, 3 and
4, and the proof in Stage 6. This can be done in a straight line manner
since the first ¢ extracted “fake witnesses” (r;,j < i) are still useful; they
correspond to the Stage 1 commitments of the first ¢ left interactions that
are present in V;. Similar to 5, if A decommits the Stage 1 CEComygy, to
a value different from the extracted “fake witness” r, hyb, outputs Lping.

— Continue the simulation of the i + 15* and later left interactions by fol-
lowing the honest prover strategy using the given “real witnesses”. This
does not conflict with the partial view V;, since Stage 2 of these left
interactions have not yet started.

Step 3: Output the newly completed view of A from step 2.

4 Recall that S follows the honest committer and prover strategy in each stage of
the protocol; it only cheats by using “fake witnesses”. Formally, we can continue any
partial commitment or zero-knowledge proof, for example, by requiring .S to output
the state of every partial commitment and zero-knowledge proofs, for every prefix
of the view V.
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We also define hybrids hybi that proceed identically as hyb® except that in step
2, it simulates the i*" left interaction following the honest prover strategy, using
the given “real witness” (all other interactions are handled identically as before).
Note that these hybrids are only concerned with producing a view of A, and do
not extract the witnesses of the right interactions.

We start with a claim bounding the abort probability of the hybrids.
Claim 4. For all i, hyb® and hybf|r output 1 with negligible probability.

Proof. hyb" and hybf|r abort when S aborts, or if they output ;g during the
second pass of the simulation (while mimicking S). The first event is bounded by
Claim [21 The second event occurs with negligible probability due to the binding
property of CECom;

By Claim @ the output of hyb® is statistically close to the real view of A (they
only differ when hyb" aborts, which occurs with negligible probability). The
output of hyb™™, on the other hand, is identical to the output of simulator S.
Therefore Lemma [3] directly follows from the next two claims:

Claim 5. The output of hyb® and hybfF are computationally indistinguishable.

Proof. hyb" and hybfF differs only in how the i*" left interaction is simulated
(real or fake witness), which is done in a straight line fashion by both hybrids.
Therefore they are computationally indistinguishable by the computational hid-
ing property of the Stage 2, 3, and 4 commitments, and the strongly witness-
indistinguishable property (implied by the Z/C property) of the Stage 6 proof.

Claim 6. The output of hybj_ and hyb'™! are statistically close.

Proof. Ignoring the fact that hybfF and hyb’™! may abort, their outputs are
identical. This is because hybi differs from hyb’™! only in that when generating
the output view, from the end of the i — 15* Stage 1 until the end of the i*"
Stage 1 of the left interactions, hybf|r employs rewinds. However, these rewinds
do not extract any new “fake witnesses” for use in the output view, and do not
skew the output distribution because the rewinding schedule (including which
rewind determines the output view) is oblivious. Since both machines abort at
most with negligible probability by Claim [l their outputs are statistically close.

Remark 2. Note that Claim M is crucial to the analysis of the hybrids. The
analysis of [PRS02, MOSV06] can only realize Claim @ for committed-verifier
protocols. Since CNMZKProof is not committed-verifier, we instead turn to the
analysis of [PTV08]. Alternatively, it seems we can also utilize the analysis of
[KP0I], at the cost of O(log? n) round complexity.

4.3 The Witnesses Output by the Simulator

We now show that the extracted witnesses are indeed the NP witnesses of the
statements proved in the right interactions; this is the main technical contribu-
tion of our work.
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Observe that if A commits to a valid witness using CEComg;, in Stage 2 of a
right interaction, then by Claim [2] the simulator S would extract this witness
except with negligible probability. Therefore, the following lemma establishes
the correctness of the output witnesses:

Lemma 7. For every PPT adversary A, there exists a negligible function v,
such that for everyn € N, x1,...,xm € {0,1}"* N L and z € {0,1}*, the proba-
bility that A fails to commit to a valid witness in Stage 2 of a right interaction
that is accepting and uses a different identity from all left interactions, is less
than v(n).

Proof. Assume for contradiction that there exists a man-in-the-middle adver-
sary A that participates in m = m(n) left and right interactions, and a polyno-
mial function p, such that for infinitely many n € N, there exists x1,...,2,, €
{0,1}" N L and =z € {0,1}*, such that A cheats in an outcome of Sy (n,z1,...,
Ty (n), 2) With probability 1/p(n); by cheating, we mean that A fails to commit
to a valid witness in Stage 2 of any right interaction that is accepting and uses
a different identity from all the left interactions. (Note that A is not considered
cheating if the simulator fails to output a view of A).

Consider the series of hybrids, hyb’ and hybfH defined in section Since
hyb™ ™ is identical to S, by our hypothesis, the probability that A cheats in
hyb™ " is non-negligible. On the other hand, in hyb’, it follows from the sound-
ness of Stage 6 that, except with negligible probability, in every accepting right
interaction, A commits (successfully) to either a real or a “fake witness”; it further
follows from the statistically hiding property of Stage 1 and the (stand-alone) ex-
tractability of Stage 2 that, except with negligible probability, A never commits
to a “fake witness” in any accepting right interactions. Hence, by union bound,
except with negligible probability, A never cheats in hyb?. In addition, it follows
from Claim [ that the probabilities of A cheating in hyb’ and hybfl differ by
at most a negligible amount. Therefore, for infinitely many n, there must exist
an i = i(n), such that, the probability of cheating differ by at least a polyno-
mial amount in hybj_ and hyb’. Since the total number of right interactions is
bounded by a polynomial, this implies that the probabilities that A cheats in
a randomly chosen right interaction in the two hybrids differ by a polynomial
amount. ‘

Notice that the hybrids hybj_ and hyb’ proceed identically up until the " left
interaction has completed Stage 1 of the protocol—we call it the cutoff point.
After the cutoff point, the only difference between the two experiments lies in
how the " left interaction are simulated (using either the real or fake witness.)
Recall that the adversary A controls the message scheduling in the network; it
can thus arrange messages in the i*" left-proof and the randomly chosen right-
proof in one of the following three ways; see figure Bl Below we omit specifying
the it left interaction and the randomly chosen right interaction, when it is
clear in the context.
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Fig. 3. The three scheduling in a man-in-the-middle execution of A

Scheduling 1: A completes the Stage 2 commitment on the right before the
cutoff point.

Scheduling 2: A completes the Stage 2 commitment after the cutoff point, but
completes the Stage 3 commitment before the Stage 6 proof starts on the
left.

Scheduling 3: A completes the Stage 2 commitment after the cutoff point,
and completes the Stage 3 commitment after the Stage 6 proof starts on the
left.

Now consider a variant of hyb’, hybi’j where j € {1,2, 3}, which proceeds iden-
tically to hyb’, except that it outputs L if scheduling j does not occur in the
output view; define hyb’’ correspondingly for hyb’ . Since every man-in-the-
middle execution must follow one of the three scheduling above, it holds that,
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there exists a j € {1,2, 3}, such that for infinitely many n € N, the probabilities
that A cheats in a randomly chosen right interaction in hyb’;” and hyb"’ differ
by a polynomial amount,

Towards reaching a contradiction, let hyb™’ (n,x1,...,Zm, z) denote the com-
bined view of A and the value v it commits to in Stage 2 of a randomly cho-
sen right interaction in hyb"’; v is replaced with L if any of the following
three events happens: the hybrid experiment fails, or the right interaction j
fails, or the right interaction copies the identity of one of the left interactions.
Define hyb"’ (n, 1, ..., &y, z) correspondingly for hyb’;’. (For convenience, we
refer to v as the committed value of the right interaction.) Below we show
that, for every b, and every function i : N — N, {hybi’j(n,xl, ey T, z)} and
{hybf(_j (n,x1,. ..\ Tm, z)} are computationally indistinguishable, which implies
that the probabilities that A cheats in a randomly chosen right interaction dif-

fer by at most a negligible amount in the two hybrid experiments, which is a
contradiction. The lemma thus follows.

When j = 1, A completes the Stage 2 commitment on the right before the cut-
off point, in hybrids hyb"! and hyb:’_l. Since the two hybrid experiments
proceed identically before the cutoff point, the values A commits to in Stage
2 on the right are identical in the two experiments. It then follows using
essentially the same argument as in Lemma Bl (by relying on the hiding
property of Stage 2 to 4 and the strongly WZ property of Stage 6) that
the view and the committed value on the right are indistinguishable, i.e.,

Claim 8. For every function i : N — N, the following ensembles are com-
putationally indistinguishable:
- {hybz(")’l(n, Tlyeens T, Z)

— {hybfﬁn)’l(n,xl, o ,xm,z)}

When j = 2, Stage 3 to 6 of the right interaction are simulated completely after
the cutoff point in a straight line fashion, in hyb™? and hybf(_z. It then follows
from the soundness of Stage 6 that, except from negligible probability, A al-
ways commits to the same value in Stage 2, 3 and 4 on the right, provided that
the right interaction is accepting. Hence to show the indistinguishability of the
view and the value A commits to on the right, it suffices to show the indistin-
guishability of the view V and the value v that A commits to in Stage 3 (This is
because the committed value on the right can be efficiently reconstructed from
V and v, by replacing v with | appropriately according to V). Then consider
the following hybrids, Hy = hyb%” to Hs = hyb™?.

Hybrid H; proceeds identically to Hy, except that, in Hy, Stage 6 of the left
interaction is simulated using the simulator of the ZK protocol (P, V).
Since in Scheduling 2, the Stage 3 commitment on the right completes
before the Stage 6 proof starts, the value A commits to in Stage 3 is inde-
pendent of the Z/C proof. Therefore, the view and the value A commits to
in Stage 3 are indistinguishable in Hy and Hj.

neN,z1,...,tm €(LN{0,1}7)™ z€{0,1}*

neN,z1,...,.tm €(LN{0,1}™)™ z€{0,1}*
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Hybrid H, proceeds identically to H;, except that the Stage 2 CEComy, of
the left interaction is now a commitment to the “fake witness” (whereas
in Hy, it is a commitment to a valid witness). It then follows from the
non-malleability w.r.t. £(n)-round protocols of NMCom, (and the fact
that Stage 2 of the protocol consists of ¢(n) rounds) that, the view
and the value A commits to in Stage 3 are indistinguishable in H; and
Hs.

Hybrid Hs (and H, resp.) proceeds identically to Hy (and Hs resp.), ex-
cept that, Stage 3 (and Stage 4 resp.) of the left interaction is now a
commitment to the “fake witness”. It follows using a similar argument as
in Ha, but relying on the non-malleability w.r.t. itself of NMCom that
the view and the value A commits to in Stage 3 are indistinguishable in
H, and Hs (and in Hs and Hy resp.).

Hybrid H5 proceeds identically to Hy4, except that Stage 6 of the left interac-
tion is simulated by proving that Stage 2, 3 and 4 are valid commitments
to the value revealed by A in Stage 5 on the left. Note that, by defintion,
H; proceeds identically to the experiment hyb?. Furthermore, it follows
using the same argument as in H; that the view and the values A commits
to in Stage 3 are indistinguishable in H4 and Hs.

Finally, it follows using a hybrid argument that the combined view and the

value A commits to in Stage 3 are indistinguishable in hyb*? and hybf.

Therefore,

Claim 9. For every function i : N — N, the following ensembles are com-
putationally indistinguishable:

- {hybi(")’2(n,x1, ey T, z)}

— {hybfﬁnm(n,xl, o ,xm,z)}

neN,z1,...,tm €(LN{0,1}7)™ z2€{0,1}*

neN,z1,...,tm€(LN{0,1}™)™, z€{0,1}*

When j = 3, by the same argument as in the case when j = 2, A always com-

mits to the same value in Stage 2, 3 and 4 of every accepting right interac-
tion, and thus, it suffices to show that the view and the value A commits
to in Stage 4 are indistinguishable. In hyb®® and hybﬂf, (as A completes
the Stage 3 commitment on the right after the Stage 6 proof starts on the
left), the Stage 4 commitment on the right starts completely after the Stage
6 proof on the left, which (by definition) consists of only w(1) rounds. It
thus follows from the non-malleability with respect to w(1)-round protocols
of NMCom (along with the strongly WZ property of Stage 6) that, the view
and the value A commits to in Stage 4 are indistinguishable. Therefore,

Claim 10. For every functioni: N — N, the following ensembles are com-
putationally indistinguishable:

_ {hybi(n)’?’(mxl? . ,fm,Z)}
_ {hybfﬁn)’S(n,xl’ . ,l‘m,Z)}

A formal proof of this claim will appear in the full version.

neN,z1,...,.tm €(LN{0,1}™)™, z€{0,1}*

neN,z1,....xm€(LN{0,1}7)™ 2€{0,1}*
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Completing Theorem D and Theorem[d. Above we constructed a O(log n)-round
CNM ZK proof based on collision-resistant hash-functions. We obtain a O (log n)-
round CNM ZK argument from one-way functions, simply by replacing the Stage
1 CEComyj, commitment with protocol CEComy;,. Note that the resulting proto-
col is still sound since because the Stage 2 commitment by the prover (CEComyy)
is statistically binding and “extractable”

Furthermore, to obtain a poly(n)-round CNMZK proof based on one-way
functions, we use the same protocol CNMZKProof, except that we construct the
Stage 1 CEComgy, using the public-coin statistically hiding commitment from
one-way functions by Haitner et. al. [HNO™09|. It follows using essentially the
same security proof as for CNMZKProof that this protocol is CNMZK; the
difference lies in how to bound the “binding failure” However, as in the main
proof, this can be bound using the analysis of [PTV0S] since the commitment
of [HNO™ 09| is public-coin.

References

[AH91] Aiello, W., Hastad, J.: Statistical zero-knowledge languages can be recog-
nized in two rounds. J. Comput. Syst. Sci. 42(3), 327-345 (1991)

[BCC88] Brassard, G., Chaum, D., Crépeau, C.: Minimum disclosure proofs of
knowledge. J. Comput. Syst. Sci. 37(2), 156-189 (1988)

[Blu86] Blum, M.: How to prove a theorem so no one else can claim it. In: Proc. of
the International Congress of Mathematicians, pp. 1444-1451 (1986)

[BPS06] Barak, B., Prabhakaran, M., Sahai, A.: Concurrent non-malleable zero
knowledge. In: FOCS, pp. 345-354 (2006)

[CGGMO00] Canetti, R., Goldreich, O., Goldwasser, S., Micali, S.: Resettable zero-
knowledge (extended abstract). In: STOC 2000, pp. 235-244 (2000)

[CKPRO1] Canetti, R., Kilian, J., Petrank, E., Rosen, A.: Black-box concurrent zero-
knowledge requires @(logn) rounds. In: STOC 2001, pp. 570-579 (2001)

[DDN00] Dolev, D., Dwork, C., Naor, M.: Nonmalleable cryptography. STAM Journal
on Computing 30(2), 391-437 (2000)

[DNO02] Damgard, I., Nielsen, J.B.: Perfect hiding and perfect binding universally
composable commitment schemes with constant expansion factor. In: Yung,
M. (ed.) CRYPTO 2002. LNCS, vol. 2442, pp. 581-596. Springer, Heidel-
berg (2002)

[DNS04]  Dwork, C., Naor, M., Sahai, A.: Concurrent zero-knowledge. J. ACM 51(6),
851-898 (2004)

[GK96] Goldreich, O., Kahan, A.: How to construct constant-round zero-knowledge
proof systems for NP. Journal of Cryptology 9(3), 167-190 (1996)

[GMRS89] Goldwasser, S., Micali, S., Rackoff, C.: The knowledge complexity of inter-
active proof systems. SIAM Journal on Computing 18(1), 186-208 (1989)

[GMW91] Goldreich, O., Micali, S., Wigderson, A.: Proofs that yield nothing but
their validity or all languages in NP have zero-knowledge proof systems. J.
ACM 38(3), 690-728 (1991)

5 Given a prover that breaks soundness, we may break the computationally hiding
property of the Stage 1 verifier CEComg, by rewinding the prover and extracting
the committed value of the Stage 2 prover CEComygy,.



446 H. Lin et al.

[Golo1]

[HNO*09]

[KPO1]
[LP09]

[LPVO08]|

[LPVO09]

[MOSV06]

[MPO06)

[OPVO08]

[OPV10]

[Pas03]

[PPST08]

[PRO3]
[PRO5]
[PRS02]

[PTVOS]

[RK99]

[SCoTo1]

Goldreich, O.: Foundations of Cryptography — Basic Tools. Cambridge
University Press, Cambridge (2001)

Haitner, I., Nguyen, M.-H., Ong, S.J., Reingold, O., Vadhan, S.P.: Statis-
tically hiding commitments and statistical zero-knowledge arguments from
any one-way function. SIAM J. Comput. 39(3), 1153-1218 (2009)

Kilian, J., Petrank, E.: Concurrent and resettable zero-knowledge in poly-
loalgorithm rounds. In: STOC 2001, pp. 560-569 (2001)

Lin, H., Pass, R.: Non-malleability amplification. In: STOC 2009, pp. 189-
198 (2009)

Lin, H., Pass, R., Venkitasubramaniam, M.: Concurrent non-malleable
commitments from any one-way function. In: Canetti, R. (ed.) TCC 2008.
LNCS, vol. 4948, pp. 571-588. Springer, Heidelberg (2008)

Lin, H., Pass, R., Venkitasubramaniam, M.: A unified framework for con-
current security: universal composability from stand-alone non-malleability.
In: STOC 2009, pp. 179-188 (2009)

Micciancio, D., Ong, S.J.J., Sahai, A., Vadhan, S.: Concurrent zero knowl-
edge without complexity assumptions. In: Halevi, S., Rabin, T. (eds.) TCC
2006. LNCS, vol. 3876, pp. 1-20. Springer, Heidelberg (2006)

Micali, S., Pass, R.: Local zero knowledge. In: STOC 2006, pp. 306-315
(2006)

Ostrovsky, R., Persiano, G., Visconti, I.: Constant-round concurrent
non-malleable zero knowledge in the bare public-key model. In: Aceto,
L., Damgard, I., Goldberg, L.A., Halldérsson, M.M., Ingolfsdottir, A.,
Walukiewicz, I. (eds.) ICALP 2008, Part II. LNCS, vol. 5126, pp. 548-559.
Springer, Heidelberg (2008)

Ostrovsky, R., Pandey, O., Visconti, I.: Efficiency preserving transforma-
tions for concurrent non-malleable zero knowledge. In: Micciancio, D. (ed.)
TCC 2010. LNCS, vol. 5978, pp. 535-552. Springer, Heidelberg (2010)
Pass, R.: Simulation in quasi-polynomial time, and its application to proto-
col composition. In: Biham, E. (ed.) EUROCRYPT 2003. LNCS, vol. 2656,
pp. 160-176. Springer, Heidelberg (2003)

Pandey, O., Pass, R., Sahai, A., Tseng, W.-L.D., Venkitasubramaniam, M.:
Precise concurrent zero knowledge. In: Smart, N.P. (ed.) EUROCRYPT
2008. LNCS, vol. 4965, pp. 397-414. Springer, Heidelberg (2008)

Pass, R., Rosen, A.: Bounded-concurrent secure two-party computation in
a constant number of rounds. In: FOCS, p. 404 (2003)

Pass, R., Rosen, A.: New and improved constructions of non-malleable
cryptographic protocols. In: STOC 2005, pp. 533-542 (2005)
Prabhakaran, M., Rosen, A., Sahai, A.: Concurrent zero knowledge with
logarithmic round-complexity. In: FOCS 2002, pp. 366-375 (2002)

Pass, R., Tseng, W.-L.D., Venkitasubramaniam, M.: Concurrent zero
knowledge: Simplifications and generalizations (2008) (manuscript),
http://hdl.handle.net/1813/10772

Richardson, R., Kilian, J.: On the concurrent composition of zero-
knowledge proofs. In: Stern, J. (ed.) EUROCRYPT 1999. LNCS, vol. 1592,
pp. 415-432. Springer, Heidelberg (1999)

De Santis, A., Di Crescenzo, G., Ostrovsky, R., Persiano, G., Sahai, A.:
Robust non-interactive zero knowledge. In: Kilian, J. (ed.) CRYPTO 2001.
LNCS, vol. 2139, pp. 566-598. Springer, Heidelberg (2001)


http://hdl.handle.net/1813/10772

	Concurrent Non-Malleable Zero Knowledge Proofs
	Introduction
	Preliminaries
	Concurrent Non-Malleable Zero-Knowledge
	Non-Malleable Commitment Schemes
	Concurrently Extractable Commitment Schemes

	A Concurrent Non-Malleable Zero-Knowledge Proof
	Proof of Security
	Our Simulator-Extractor
	The View Generated by the Simulator
	The Witnesses Output by the Simulator

	References



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (ISO Coated v2 300% \050ECI\051)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.3
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Perceptual
  /DetectBlends true
  /DetectCurves 0.1000
  /ColorConversionStrategy /sRGB
  /DoThumbnails true
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts false
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 149
  /ColorImageMinResolutionPolicy /Warning
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 150
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.40
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 149
  /GrayImageMinResolutionPolicy /Warning
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 150
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.40
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 599
  /MonoImageMinResolutionPolicy /Warning
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 600
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<

    /BGR <>
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /CZE <>
    /DAN <>
    /ESP <>
    /ETI <>
    /FRA <>
    /GRE <>

    /HRV (Za stvaranje Adobe PDF dokumenata najpogodnijih za visokokvalitetni ispis prije tiskanja koristite ove postavke.  Stvoreni PDF dokumenti mogu se otvoriti Acrobat i Adobe Reader 5.0 i kasnijim verzijama.)
    /HUN <>
    /ITA <>
    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>
    /RUM <>
    /RUS <>
    /SKY <>
    /SLV <>
    /SUO <>
    /SVE <>
    /TUR <>
    /UKR <>
    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
    /DEU <>
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [595.276 841.890]
>> setpagedevice




